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Abstract

This is the MySQL™ Reference Manual. It documents MySQL 5.7 through 5.7.27, as well as NDB Cluster
releases based on version 7.5 of NDB through 5.7.26-ndb-7.5.14, respectively. It may include documentation of
features of MySQL versions that have not yet been released. For information about which versions have been
released, see the MySQL 5.7 Release Notes.

MySQL 5.7 features.  This manual describes features that are not included in every edition of MySQL 5.7; such
features may not be included in the edition of MySQL 5.7 licensed to you. If you have any questions about the
features included in your edition of MySQL 5.7, refer to your MySQL 5.7 license agreement or contact your Oracle
sales representative.

For notes detailing the changes in each release, see the MySQL 5.7 Release Notes.
For legal information, including licensing information, see the Preface and Legal Notices.

For help with using MySQL, please visit either the MySQL Forums or MySQL Mailing Lists, where you can discuss
your issues with other MySQL users.
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broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any
form, or by any means. Reverse engineering, disassembly, or decompilation of this software, unless
required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-
free. If you find any errors, please report them to us in writing.

If this is software or related documentation that is delivered to the U.S. Government or anyone
licensing it on behalf of the U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated
software, any programs installed on the hardware, and/or documentation, delivered to U.S.
Government end users are "commercial computer software" pursuant to the applicable Federal
Acquisition Regulation and agency-specific supplemental regulations. As such, use, duplication,
disclosure, modification, and adaptation of the programs, including any operating system, integrated
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software, any programs installed on the hardware, and/or documentation, shall be subject to license
terms and license restrictions applicable to the programs. No other rights are granted to the U.S.
Government.

This software or hardware is developed for general use in a variety of information management
applications. It is not developed or intended for use in any inherently dangerous applications, including
applications that may create a risk of personal injury. If you use this software or hardware in dangerous
applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and
other measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any
damages caused by use of this software or hardware in dangerous applications.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be
trademarks of their respective owners.

Intel and Intel Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC
trademarks are used under license and are trademarks or registered trademarks of SPARC
International, Inc. AMD, Opteron, the AMD logo, and the AMD Opteron logo are trademarks or
registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open Group.

This software or hardware and documentation may provide access to or information about content,
products, and services from third parties. Oracle Corporation and its affiliates are not responsible

for and expressly disclaim all warranties of any kind with respect to third-party content, products,

and services unless otherwise set forth in an applicable agreement between you and Oracle. Oracle
Corporation and its affiliates will not be responsible for any loss, costs, or damages incurred due to
your access to or use of third-party content, products, or services, except as set forth in an applicable
agreement between you and Oracle.

This documentation is NOT distributed under a GPL license. Use of this documentation is subject to the
following terms:

You may create a printed copy of this documentation solely for your own personal use. Conversion

to other formats is allowed as long as the actual content is not altered or edited in any way. You shall
not publish or distribute this documentation in any form or on any media, except if you distribute the
documentation in a manner similar to how Oracle disseminates it (that is, electronically for download
on a Web site with the software) or on a CD-ROM or similar medium, provided however that the
documentation is disseminated together with the software on the same medium. Any other use, such
as any dissemination of printed copies or use of this documentation, in whole or in part, in another
publication, requires the prior written consent from an authorized representative of Oracle. Oracle and/
or its affiliates reserve any and all rights to this documentation not expressly granted above.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My Oracle
Support. For information, visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=trs if you are hearing impaired.
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The MySQL™ software delivers a very fast, multithreaded, multi-user, and robust SQL (Structured
Query Language) database server. MySQL Server is intended for mission-critical, heavy-load
production systems as well as for embedding into mass-deployed software. Oracle is a registered
trademark of Oracle Corporation and/or its affiliates. MySQL is a trademark of Oracle Corporation and/
or its affiliates, and shall not be used by Customer without Oracle's express written authorization. Other
names may be trademarks of their respective owners.

The MySQL software is Dual Licensed. Users can choose to use the MySQL software as an Open
Source product under the terms of the GNU General Public License (http://www.fsf.org/licenses/) or
can purchase a standard commercial license from Oracle. See http://www.mysgl.com/company/legal/
licensing/ for more information on our licensing policies.

The following list describes some sections of particular interest in this manual:

» For a discussion of MySQL Database Server capabilities, see Section 1.3.2, “The Main Features of
MySQL".

» For an overview of new MySQL features, see Section 1.4, “What Is New in MySQL 5.7". For
information about the changes in each version, see the Release Notes.

» For installation instructions, see Chapter 2, Installing and Upgrading MySQL. For information about
upgrading MySQL, see Section 2.11, “Upgrading MySQL".

 For a tutorial introduction to the MySQL Database Server, see Chapter 3, Tutorial.

» For information about configuring and administering MySQL Server, see Chapter 5, MySQL Server
Administration.
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» For information about security in MySQL, see Chapter 6, Security.
» For information about setting up replication servers, see Chapter 16, Replication.

» For information about MySQL Enterprise, the commercial MySQL release with advanced features
and management tools, see Chapter 29, MySQL Enterprise Edition.

» For answers to a number of questions that are often asked concerning the MySQL Database Server
and its capabilities, see Appendix A, MySQL 5.7 Frequently Asked Questions.

» For a history of new features and bug fixes, see the Release Notes.

Important

A To report problems or bugs, please use the instructions at Section 1.7, “How
to Report Bugs or Problems”. If you find a sensitive security bug in MySQL
Server, please let us know immediately by sending an email message to
<secal ert _us@r acl e. conr. Exception: Support customers should report
all problems, including security bugs, to Oracle Support.

1.1 About This Manual

This is the Reference Manual for the MySQL Database System, version 5.7, through release 5.7.27.
Differences between minor versions of MySQL 5.7 are noted in the present text with reference to
release numbers (5.7.x).

This manual is not intended for use with older versions of the MySQL software due to the many
functional and other differences between MySQL 5.7 and previous versions. If you are using an earlier
release of the MySQL software, please refer to the appropriate manual. For example, MySQL 5.6
Reference Manual covers the 5.6 series of MySQL software releases.

Because this manual serves as a reference, it does not provide general instruction on SQL or relational
database concepts. It also does not teach you how to use your operating system or command-line
interpreter.

The MySQL Database Software is under constant development, and the Reference Manual is updated
frequently as well. The most recent version of the manual is available online in searchable form at
https://dev.mysql.com/doc/. Other formats also are available there, including HTML, PDF, and EPUB
versions.

The Reference Manual source files are written in DocBook XML format. The HTML version and other
formats are produced automatically, primarily using the DocBook XSL stylesheets. For information
about DocBook, see http://docbook.org/

If you have questions about using MySQL, you can ask them using our mailing lists or forums. See
Section 1.6.2, “MySQL Mailing Lists”, and Section 1.6.3, “MySQL Community Support at the MySQL
Forums”. If you have suggestions concerning additions or corrections to the manual itself, please send
them to the http://www.mysqgl.com/company/contact/.

This manual was originally written by David Axmark and Michael “Monty” Widenius. It is maintained
by the MySQL Documentation Team, consisting of Chris Cole, Paul DuBois, Margaret Fisher, Edward
Gilmore, Stefan Hinz, David Moss, Philip Olson, Daniel Price, Daniel So, and Jon Stephens.

1.2 Typographical and Syntax Conventions

This manual uses certain typographical conventions:

e Text in this styleisusedfor SQL statements; database, table, and column names; program
listings and source code; and environment variables. Example: “To reload the grant tables, use the
FLUSH PRI VI LEGES statement.”
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Typographical and Syntax Conventions

e Text in this styl e indicates input that you type in examples.

e Text in this styl eindicates the names of executable programs and scripts, examples being
nysql (the MySQL command-line client program) and nysql d (the MySQL server executable).

e Text in this styl eisused for variable input for which you should substitute a value of your
own choosing.

e Textin this style is used for emphasis.
e Textin this style is used in table headings and to convey especially strong emphasis.

e Text in this styl eisused toindicate a program option that affects how the program is
executed, or that supplies information that is needed for the program to function in a certain way.
Example: “The - - host option (short form - h) tells the nysql client program the hostname or IP
address of the MySQL server that it should connect to”.

» File names and directory names are written like this: “The global my. cnf file is located in the / et c
directory.”

» Character sequences are written like this: “To specify a wildcard, use the ‘% character.”

When commands are shown that are meant to be executed from within a particular program, the
prompt shown preceding the command indicates which command to use. For example, shel | >
indicates a command that you execute from your login shell, r oot - shel | > is similar but should be
executed as r oot , and nysql > indicates a statement that you execute from the nysql client program:

shel |l > type a shell command here
root-shell> type a shell command as root here
nysql > type a nysql statenent here

In some areas different systems may be distinguished from each other to show that commands should
be executed in two different environments. For example, while working with replication the commands
might be prefixed with mast er and sl ave:

master> type a nmysql command on the replication master here
sl ave> type a nysqgl conmmand on the replication slave here

The “shell” is your command interpreter. On Unix, this is typically a program such as sh, csh, or bash.
On Windows, the equivalent program is command. comor cnd. exe, typically run in a console window.

When you enter a command or statement shown in an example, do not type the prompt shown in the
example.

Database, table, and column names must often be substituted into statements. To indicate that such
substitution is necessary, this manual uses db_nane, t bl _nane, and col _nane. For example, you
might see a statement like this:

nysqgl > SELECT col _nane FROM db_nane. t bl _nane;

This means that if you were to enter a similar statement, you would supply your own database, table,
and column names, perhaps like this:

nmysql > SELECT aut hor _nanme FROM bi bl i o_db. aut hor _| i st;

SQL keywords are not case-sensitive and may be written in any lettercase. This manual uses
uppercase.

In syntax descriptions, square brackets (“[ " and “] ") indicate optional words or clauses. For example, in
the following statement, | F EXI STS is optional:

DROP TABLE [| F EXI STS] tbl _nane
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When a syntax element consists of a number of alternatives, the alternatives are separated by vertical
bars (“| "). When one member from a set of choices may be chosen, the alternatives are listed within
square brackets (“[ " and “] "):

TRIM[[BOTH | LEADING | TRAILING [renstr] FROM str)

When one member from a set of choices must be chosen, the alternatives are listed within braces (“{”
and “}"):

{DESCRIBE | DESC} thl _nane [col nane | wild]

An ellipsis (. . . ) indicates the omission of a section of a statement, typically to provide a shorter
version of more complex syntax. For example, SELECT ... | NTO OUTFI LE is shorthand for the form
of SELECT statement that has an | NTO OUTFI LE clause following other parts of the statement.

An ellipsis can also indicate that the preceding syntax element of a statement may be repeated. In
the following example, multiple r eset _opt i on values may be given, with each of those after the first
preceded by commas:

RESET reset _option [,reset_option]

Commands for setting shell variables are shown using Bourne shell syntax. For example, the sequence
to set the CC environment variable and run the conf i gur e command looks like this in Bourne shell
syntax:

shel | > CC=gcc ./configure
If you are using csh or t csh, you must issue commands somewhat differently:

shel | > setenv CC gcc
shel | > ./configure

1.3 Overview of the MySQL Database Management System
1.3.1 What is MySQL?

MySQL, the most popular Open Source SQL database management system, is developed, distributed,
and supported by Oracle Corporation.

The MySQL website (http://www.mysqgl.com/) provides the latest information about MySQL software.
* MySQL is a database management system.

A database is a structured collection of data. It may be anything from a simple shopping list to

a picture gallery or the vast amounts of information in a corporate network. To add, access, and
process data stored in a computer database, you need a database management system such

as MySQL Server. Since computers are very good at handling large amounts of data, database
management systems play a central role in computing, as standalone utilities, or as parts of other
applications.

 MySQL databases are relational.

A relational database stores data in separate tables rather than putting all the data in one big
storeroom. The database structures are organized into physical files optimized for speed. The
logical model, with objects such as databases, tables, views, rows, and columns, offers a flexible
programming environment. You set up rules governing the relationships between different data
fields, such as one-to-one, one-to-many, unique, required or optional, and “pointers” between
different tables. The database enforces these rules, so that with a well-designed database, your
application never sees inconsistent, duplicate, orphan, out-of-date, or missing data.
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The SQL part of “MySQL” stands for “Structured Query Language”. SQL is the most common
standardized language used to access databases. Depending on your programming environment,
you might enter SQL directly (for example, to generate reports), embed SQL statements into code
written in another language, or use a language-specific API that hides the SQL syntax.

SQL is defined by the ANSI/ISO SQL Standard. The SQL standard has been evolving since 1986
and several versions exist. In this manual, “SQL-92" refers to the standard released in 1992,
“SQL:1999" refers to the standard released in 1999, and “SQL:2003" refers to the current version
of the standard. We use the phrase “the SQL standard” to mean the current version of the SQL
Standard at any time.

* MySQL software is Open Source.

Open Source means that it is possible for anyone to use and modify the software. Anybody can
download the MySQL software from the Internet and use it without paying anything. If you wish, you
may study the source code and change it to suit your needs. The MySQL software uses the GPL
(GNU General Public License), http://www.fsf.org/licenses/, to define what you may and may not do
with the software in different situations. If you feel uncomfortable with the GPL or need to embed
MySQL code into a commercial application, you can buy a commercially licensed version from us.
See the MySQL Licensing Overview for more information (http://www.mysgl.com/company/legal/
licensing/).

» The MySQL Database Server is very fast, reliable, scalable, and easy to use.

If that is what you are looking for, you should give it a try. MySQL Server can run comfortably on a
desktop or laptop, alongside your other applications, web servers, and so on, requiring little or no
attention. If you dedicate an entire machine to MySQL, you can adjust the settings to take advantage
of all the memory, CPU power, and I/O capacity available. MySQL can also scale up to clusters of
machines, networked together.

MySQL Server was originally developed to handle large databases much faster than existing
solutions and has been successfully used in highly demanding production environments for several
years. Although under constant development, MySQL Server today offers a rich and useful set of
functions. Its connectivity, speed, and security make MySQL Server highly suited for accessing
databases on the Internet.

» MySQL Server works in client/server or embedded systems.

The MySQL Database Software is a client/server system that consists of a multithreaded SQL server
that supports different back ends, several different client programs and libraries, administrative tools,
and a wide range of application programming interfaces (APIS).

We also provide MySQL Server as an embedded multithreaded library that you can link into your
application to get a smaller, faster, easier-to-manage standalone product.

* A large amount of contributed MySQL software is available.
MySQL Server has a practical set of features developed in close cooperation with our users. It is

very likely that your favorite application or language supports the MySQL Database Server.

The official way to pronounce “MySQL" is “My Ess Que EII” (not “my sequel”), but we do not mind if you
pronounce it as “my sequel” or in some other localized way.

1.3.2 The Main Features of MySQL

This section describes some of the important characteristics of the MySQL Database Software. In most
respects, the roadmap applies to all versions of MySQL. For information about features as they are
introduced into MySQL on a series-specific basis, see the “In a Nutshell” section of the appropriate
Manual:
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MySQL 8.0: What Is New in MySQL 8.0
MySQL 5.7: Section 1.4, “What Is New in MySQL 5.7”
MySQL 5.6: What Is New in MySQL 5.6

MySQL 5.5: What Is New in MySQL 5.5

Internals and Portability

Written in C and C++.
Tested with a broad range of different compilers.

Works on many different platforms. See https://www.mysql.com/support/supportedplatforms/
database.html.

For portability, uses CVake in MySQL 5.5 and up. Previous series use GNU Automake, Autoconf,
and Libtool.

Tested with Purify (a commercial memory leakage detector) as well as with Valgrind, a GPL tool
(http://developer.kde.org/~sewardj/).

Uses multi-layered server design with independent modules.

Designed to be fully multithreaded using kernel threads, to easily use multiple CPUs if they are
available.

Provides transactional and nontransactional storage engines.
Uses very fast B-tree disk tables (Myl SAM) with index compression.

Designed to make it relatively easy to add other storage engines. This is useful if you want to provide
an SQL interface for an in-house database.

Uses a very fast thread-based memory allocation system.
Executes very fast joins using an optimized nested-loop join.
Implements in-memory hash tables, which are used as temporary tables.

Implements SQL functions using a highly optimized class library that should be as fast as possible.
Usually there is no memory allocation at all after query initialization.

Provides the server as a separate program for use in a client/server networked environment, and as
a library that can be embedded (linked) into standalone applications. Such applications can be used
in isolation or in environments where no network is available.

Data Types

Many data types: signed/unsigned integers 1, 2, 3, 4, and 8 bytes long, FLOAT, DOUBLE, CHAR,
VARCHAR, Bl NARY, VARBI NARY, TEXT, BLOB, DATE, Tl ME, DATETI ME, TI MESTAMP, YEAR, SET,
ENUM and OpenGIS spatial types. See Chapter 11, Data Types.

Fixed-length and variable-length string types.

Statements and Functions

Full operator and function support in the SELECT list and WHERE clause of queries. For example:

nmysql > SELECT CONCAT(first_nane, ' ', |ast_nane)
-> FROM citi zen
-> WHERE i ncone/ dependents > 10000 AND age > 30;
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Security

 Full support for SQL GROUP BY and ORDER BY clauses. Support for group functions (COUNT( ) ,

AVE), STD(), SUM ), MAX() , M N() , and GROUP_CONCAT( ) ).

» Support for LEFT OUTER JO Nand Rl GHT OUTER JO N with both standard SQL and ODBC

syntax.

» Support for aliases on tables and columns as required by standard SQL.

e Support for DELETE, | NSERT, REPLACE, and UPDATE to return the number of rows that were

changed (affected), or to return the number of rows matched instead by setting a flag when
connecting to the server.

» Support for MySQL-specific SHOWstatements that retrieve information about databases, storage
engines, tables, and indexes. Support for the | NFORVATI ON_SCHENA database, implemented
according to standard SQL.

» An EXPLAI N statement to show how the optimizer resolves a query.

* Independence of function names from table or column names. For example, ABS is a valid column
name. The only restriction is that for a function call, no spaces are permitted between the function
name and the “( ” that follows it. See Section 9.3, “Keywords and Reserved Words”.

* You can refer to tables from different databases in the same statement.

» A privilege and password system that is very flexible and secure, and that enables host-based
verification.

» Password security by encryption of all password traffic when you connect to a server.

Scalability and Limits

» Support for large databases. We use MySQL Server with databases that contain 50 million records.
We also know of users who use MySQL Server with 200,000 tables and about 5,000,000,000 rows.

» Support for up to 64 indexes per table. Each index may consist of 1 to 16 columns or parts of
columns. The maximum index width for | nnoDB tables is either 767 bytes or 3072 bytes. See
Section 14.6.1.6, “Limits on InnoDB Tables”. The maximum index width for Myl SAMtables is 1000
bytes. See Section 15.2, “The MyISAM Storage Engine”. An index may use a prefix of a column for
CHAR, VARCHAR, BLOB, or TEXT column types.

Connectivity

 Clients can connect to MySQL Server using several protocols:
¢ Clients can connect using TCP/IP sockets on any platform.

« On Windows systems, clients can connect using named pipes if the server is started with the
- - enabl e- naned- pi pe option. Windows servers also support shared-memory connections if
started with the - - shar ed- menor y option. Clients can connect through shared memory by using
the - - pr ot ocol =menory option.

< On Unix systems, clients can connect using Unix domain socket files.

* MySQL client programs can be written in many languages. A client library written in C is available for
clients written in C or C++, or for any language that provides C bindings.

» APIs for C, C++, Eiffel, Java, Perl, PHP, Python, Ruby, and Tcl are available, enabling MySQL
clients to be written in many languages. See Chapter 27, Connectors and APIs.

» The Connector/ODBC (MyODBC) interface provides MySQL support for client programs that use
ODBC (Open Database Connectivity) connections. For example, you can use MS Access to connect
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to your MySQL server. Clients can be run on Windows or Unix. Connector/ODBC source is available.
All ODBC 2.5 functions are supported, as are many others. See MySQL Connector/ODBC Developer
Guide.

» The Connector/J interface provides MySQL support for Java client programs that use JDBC
connections. Clients can be run on Windows or Unix. Connector/J source is available. See MySQL
Connector/J 5.1 Developer Guide.

* MySQL Connector/NET enables developers to easily create .NET applications that require secure,
high-performance data connectivity with MySQL. It implements the required ADO.NET interfaces and
integrates into ADO.NET aware tools. Developers can build applications using their choice of .NET
languages. MySQL Connector/NET is a fully managed ADO.NET driver written in 100% pure C#.
See MySQL Connector/NET Developer Guide.

Localization

» The server can provide error messages to clients in many languages. See Section 10.11, “Setting
the Error Message Language”.

 Full support for several different character sets, including | at i n1 (cp1252), ger man, bi g5, uj i s,
several Unicode character sets, and more. For example, the Scandinavian characters “a”, “4” and “0”
are permitted in table and column names.

» All data is saved in the chosen character set.

» Sorting and comparisons are done according to the default character set and collation. is possible
to change this when the MySQL server is started (see Section 10.3.2, “Server Character Set and
Collation”). To see an example of very advanced sorting, look at the Czech sorting code. MySQL
Server supports many different character sets that can be specified at compile time and runtime.

» The server time zone can be changed dynamically, and individual clients can specify their own time
zone. See Section 5.1.12, “MySQL Server Time Zone Support”.

Clients and Tools

» MySQL includes several client and utility programs. These include both command-line programs
such as nysql dunp and mysqgl adm n, and graphical programs such as MySQL Workbench.

» MySQL Server has built-in support for SQL statements to check, optimize, and repair tables. These
statements are available from the command line through the nmysql check client. MySQL also
includes nyi santhk, a very fast command-line utility for performing these operations on Myl SAM
tables. See Chapter 4, MySQL Programs.

» MySQL programs can be invoked with the - - hel p or - ? option to obtain online assistance.

1.3.3 History of MySQL

We started out with the intention of using the nS5QL database system to connect to our tables using

our own fast low-level (ISAM) routines. However, after some testing, we came to the conclusion that
nSQL was not fast enough or flexible enough for our needs. This resulted in a new SQL interface to our
database but with almost the same API interface as nSQL. This APl was designed to enable third-party
code that was written for use with nSQL to be ported easily for use with MySQL.

MySQL is named after co-founder Monty Widenius's daughter, My.

The name of the MySQL Dolphin (our logo) is “Sakila,” which was chosen from a huge list of names
suggested by users in our “Name the Dolphin” contest. The winning name was submitted by Ambrose
Twebaze, an Open Source software developer from Swaziland, Africa. According to Ambrose, the
feminine name Sakila has its roots in SiSwati, the local language of Swaziland. Sakila is also the name
of a town in Arusha, Tanzania, near Ambrose's country of origin, Uganda.

1.4 What Is New in MySQL 5.7
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Features Added in MySQL 5.7

This section summarizes what has been added to, deprecated in, and removed from MySQL 5.7.
A companion section lists MySQL server options and variables that have been added, deprecated,
or removed in MySQL 5.7. See Section 1.5, “Server and Status Variables and Options Added,
Deprecated, or Removed in MySQL 5.7".

» Features Added in MySQL 5.7
» Features Deprecated in MySQL 5.7

» Features Removed in MySQL 5.7

Features Added in MySQL 5.7

The following features have been added to MySQL 5.7:
» Security improvements.  These security enhancements were added:

e In MySQL 8.0, cachi ng_sha2_passwor d is the default authentication plugin. To enable
MySQL 5.7 clients to connect to 8.0 servers using accounts that authenticate using
cachi ng_sha2 passwor d, the MySQL 5.7 client library and client programs support the
cachi ng_sha2_ passwor d client-side authentication plugin as of MySQL 5.7.23. This improves
compatibility of MySQL 5.7 with MySQL 8.0 and higher servers. See Section 6.4.1.5, “Caching
SHA-2 Pluggable Authentication”.

e The server now requires account rows in the mysql . user system table to have a
nonempty pl ugi n column value and disables accounts with an empty value. For server
upgrade instructions, see Section 2.11.3, “Changes in MySQL 5.7”. DBAs are advised to
also convert accounts that use the nysql ol d_passwor d authentication plugin to use
mysqgl native_passwor d instead, because support for nysql ol d_passwor d has been
removed. For account upgrade instructions, see Section 6.4.1.3, “Migrating Away from Pre-4.1
Password Hashing and the mysql_old_password Plugin”.

« MySQL now enables database administrators to establish a policy for automatic password
expiration: Any user who connects to the server using an account for which the password is
past its permitted lifetime must change the password. For more information, see Section 6.2.11,
“Password Management”.

« Administrators can lock and unlock accounts for better control over who can log in. For more
information, see Section 6.2.15, “Account Locking”.

* To make it easier to support secure connections, MySQL servers compiled using OpenSSL
can automatically generate missing SSL and RSA certificate and key files at startup. See
Section 6.3.3.1, “Creating SSL and RSA Certificates and Keys using MySQL”".

All servers (whether compiled using OpenSSL or yaSSL), if not configured for SSL explicitly,
attempt to enable SSL automatically at startup if they find the requisite SSL files in the data
directory. See Section 6.3.1, “Configuring MySQL to Use Encrypted Connections”.

In addition, MySQL distributions include a nysql _ssl _rsa_set up utility that can be invoked
manually to create SSL and RSA key and certificate files. For more information, see Section 4.4.5,
“nysql _ssl _rsa_set up — Create SSL/RSA Files”.

¢ MySQL deployments installed using mysqgl d --initial i ze are secure by default. The following
changes have been implemented as the default deployment characteristics:

« The installation process creates only a single r oot account,' root' @1 ocal host "',
automatically generates a random password for this account, and marks the password expired.
The MySQL administrator must connect as r oot using the random password and assign a new
password. (The server writes the random password to the error log.)

« Installation creates no anonymous-user accounts.
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 [nstallation creates no t est database.

For more information, see Section 2.10.1, “Initializing the Data Directory”.

MySQL Enterprise Edition now provides data masking and de-identification capabilities. Data
masking hides sensitive information by replacing real values with substitutes. MySQL Enterprise
Data Masking and De-Identification functions enable masking existing data using several methods
such as obfuscation (removing identifying characteristics), generation of formatted random data,
and data replacement or substitution. For more information, see Section 6.4.7, “MySQL Enterprise
Data Masking and De-Identification”.

MySQL now sets the access control granted to clients on the named pipe to the minimum
necessary for successful communication on Windows. Newer MySQL client software can open
named pipe connections without any additional configuration. If older client software cannot be
upgraded immediately, the new naned_pi pe_ful | _access_gr oup server system variable can
be used to give a Windows group the necessary permissions to open a named pipe connection.
Membership in the full-access group should be restricted and temporary.

SQL mode changes.  Strict SQL mode for transactional storage engines
(STRI CT_TRANS_TABLES) is now enabled by default.

Implementation for the ONLY _FULL_GROUP_BY SQL mode has been made more sophisticated, to no
longer reject deterministic queries that previously were rejected. In consequence, this mode is now
enabled by default, to prohibit only nondeterministic queries containing expressions not guaranteed
to be uniquely determined within a group.

The ERROR_FOR_DI VI SI ON_BY_ZERO, NO_ZERO DATE, and NO_ZERO | N_DATE SQL modes are
now deprecated but enabled by default. The long term plan is to have them included in strict SQL
mode and to remove them as explicit modes in a future MySQL release. See SQL Mode Changes in
MySQL 5.7.

The changes to the default SQL mode result in a default sql _nopde system variable value with
these modes enabled: ONLY_FULL_GROUP_BY, STRI CT_TRANS_TABLES, NO_ZERO | N_DATE,
NO_ZERO DATE, ERROR_FOR DI VI SI ON_BY_ZERO, NO_AUTO_CREATE_USER, and

NO_ENG NE_SUBSTI TUTI ON.

Online ALTER TABLE. ALTER TABLE now supports a RENAVE | NDEX clause that renames an
index. The change is made in place without a table-copy operation. It works for all storage engines.
See Section 13.1.8, “ALTER TABLE Syntax”.

ngram and MeCab full-text parser plugins.  MySQL provides a built-in full-text ngram parser
plugin that supports Chinese, Japanese, and Korean (CJK), and an installable MeCab full-text parser
plugin for Japanese.

For more information, see Section 12.9.8, “ngram Full-Text Parser”, and Section 12.9.9, “MeCab
Full-Text Parser Plugin”.

InnoDB enhancements.  These | nnoDB enhancements were added:

« VARCHAR column size can be increased using an in-place ALTER TABLE, as in this example:

ALTER TABLE t1 ALGORI THVEI NPLACE, CHANGE COLUWN c1 cl VARCHAR(255);

This is true as long as the number of length bytes required by a VARCHAR column remains the
same. For VARCHAR columns of 0 to 255 bytes in size, one length byte is required to encode the
value. For VARCHAR columns of 256 bytes in size or more, two length bytes are required. As a
result, in-place ALTER TABLE only supports increasing VARCHAR column size from 0 to 255 bytes,
or from 256 bytes to a greater size. In-place ALTER TABLE does not support increasing the size
of a VARCHAR column from less than 256 bytes to a size equal to or greater than 256 bytes. In this

10



Features Added in MySQL 5.7

case, the number of required length bytes changes from 1 to 2, which is only supported by a table
copy (ALGORI THVECORY).

Decreasing VARCHAR size using in-place ALTER TABLE is not supported. Decreasing VARCHAR
size requires a table copy (ALGORI THVECOPRY).

For more information, see Section 14.13.1, “Online DDL Operations”.

DDL performance for | nnoDB temporary tables is improved through optimization of CREATE
TABLE, DROP TABLE, TRUNCATE TABLE, and ALTER TABLE statements.

| nnoDB temporary table metadata is no longer stored to | nnoDB system tables. Instead, a new
table, | NNODB_TEMP_TABLE_ | NFQ, provides users with a snapshot of active temporary tables.
The table contains metadata and reports on all user and system-created temporary tables that are
active within a given | nnoDB instance. The table is created when the first SELECT statement is run
against it.

I nnoDB now supports MySQL-supported spatial data types. Prior to this release, | nnoDB would
store spatial data as binary BLOB data. BLOB remains the underlying data type but spatial data
types are now mapped to a new | nnoDB internal data type, DATA GEOVETRY.

There is now a separate tablespace for all non-compressed | nnoDB temporary tables. The new
tablespace is always recreated on server startup and is located in DATADI R by default. A newly
added configuration file option, i nnodb_t enp _data fil e pat h, allows for a user-defined
temporary data file path.

i nnochecksumfunctionality is enhanced with several new options and extended capabilities. See
Section 4.6.1, “i nnochecksum— Offline InnoDB File Checksum Utility”.

A new type of non-redo undo log for both normal and compressed temporary tables and related
objects now resides in the temporary tablespace. For more information, see Section 14.6.7, “Undo
Logs”.

I nnoDB buffer pool dump and load operations are enhanced. A new system variable,

i nnodb_buf fer pool dunp_pct, allows you to specify the percentage of most recently used

pages in each buffer pool to read out and dump. When there is other 1/O activity being performed
by | nnoDB background tasks, | nnoDB attempts to limit the number of buffer pool load operations
per second using the i nnodb_i o_capaci t y setting.

Support is added to | nnoDB for full-text parser plugins. For information about full-text parser
plugins, see Full-Text Parser Plugins and Section 28.2.4.4, “Writing Full-Text Parser Plugins”.

| nnoDB supports multiple page cleaner threads for flushing dirty pages from buffer pool instances.
A new system variable, i nnodb_page_cl eaner s, is used to specify the number of page cleaner
threads. The default value of 1 maintains the previous configuration in which there is a single page
cleaner thread. This enhancement builds on work completed in MySQL 5.6, which introduced a
single page cleaner thread to offload buffer pool flushing work from the | nnoDB master thread.

Online DDL support is extended to the following operations for regular and partitioned | nnoDB
tables:

« OPTI M ZE TABLE
« ALTER TABLE ... FORCE

 ALTER TABLE ... ENG NE=I NNODB (when run on an | nnoDB table)

Online DDL support reduces table rebuild time and permits concurrent DML. See Section 14.13,
“InnoDB and Online DDL".
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The Fusion-io Non-Volatile Memory (NVM) file system on Linux provides atomic write capability,
which makes the | nnoDB doublewrite buffer redundant. The | nnoDB doublewrite buffer is
automatically disabled for system tablespace files (ibdata files) located on Fusion-io devices that
support atomic writes.

| nnoDB supports the Transportable Tablespace feature for partitioned | nnoDB tables and
individual | nnoDB table partitions. This enhancement eases backup procedures for partitioned
tables and enables copying of partitioned tables and individual table partitions between MySQL
instances. For additional information, see Section 14.6.3.7, “Copying Tablespaces to Another
Instance”.

The i nnodb_buf f er _pool _si ze parameter is dynamic, allowing you to resize the buffer
pool without restarting the server. The resizing operation, which involves moving pages to a
new location in memory, is performed in chunks. Chunk size is configurable using the new

i nnodb_buf f er _pool _chunk_si ze configuration option. You can monitor resizing progress
using the new | nnodb_buf fer _pool _resi ze_st at us status variable. For more information,
see Configuring InnoDB Buffer Pool Size Online.

Multithreaded page cleaner support (i nnodb_page_cl eaner s) is extended to shutdown and
recovery phases.

| nnoDB supports indexing of spatial data types using SPATI AL indexes, including use of ALTER
TABLE ... ALGORI THVEI NPLACE for online operations (ADD SPATI AL | NDEX).

| nnoDB performs a bulk load when creating or rebuilding indexes. This method of index
creation is known as a “sorted index build”. This enhancement, which improves the efficiency

of index creation, also applies to full-text indexes. A new global configuration option,
innodb_fill _factor, defines the percentage of space on each page that is filled with data
during a sorted index build, with the remaining space reserved for future index growth. For more
information, see Section 14.6.2.3, “Sorted Index Builds”.

A new log record type (MLOG_FI LE_NANE) is used to identify tablespaces that have been modified
since the last checkpoint. This enhancement simplifies tablespace discovery during crash recovery
and eliminates scans on the file system prior to redo log application. For more information about
the benefits of this enhancement, see Tablespace Discovery During Crash Recovery.

This enhancement changes the redo log format, requiring that MySQL be shut down cleanly before
upgrading to or downgrading from MySQL 5.7.5.

You can truncate undo logs that reside in undo tablespaces. This feature is enabled using the
i nnodb_undo_| og_t runcat e configuration option. For more information, see Truncating Undo
Tablespaces.

| nnoDB supports native partitioning. Previously, | nnoDB relied on the ha_partiti on handler,
which creates a handler object for each partition. With native partitioning, a partitioned | nnoDB
table uses a single partition-aware handler object. This enhancement reduces the amount of
memory required for partitioned | nnoDB tables.

As of MySQL 5.7.9, nysql _upgr ade looks for and attempts to upgrade partitioned | nnoDB
tables that were created using the ha_partiti on handler. Also in MySQL 5.7.9 and later, you
can upgrade such tables by name in the nysql client using ALTER TABLE ... UPGRADE
PARTI TI ONI NG

I nnoDB supports the creation of general tablespaces using CREATE TABLESPACE syntax.

CREATE TABLESPACE 't abl espace_nane’
ADD DATAFI LE ' fil e_nane. i bd'
[ FI LE_BLOCK_SI ZE = n]

12
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General tablespaces can be created outside of the MySQL data directory, are capable of holding
multiple tables, and support tables of all row formats.

Tables are added to a general tablespace using CREATE TABLE tbl _nanme ... TABLESPACE
[=] tabl espace_nane or ALTER TABLE t bl _name TABLESPACE [=] tabl espace_nane
syntax.

For more information, see Section 14.6.3.3, “General Tablespaces”.

* DYNAM Creplaces COVPACT as the implicit default row format for | nnoDB tables. A new
configuration option, i nnodb_def aul t _row f or mat, specifies the default | nnoDB row format.
For more information, see Defining the Row Format of a Table.

« As of MySQL 5.7.11, | nnoDB supports data-at-rest encryption for file-per-table tablespaces.
Encryption is enabled by specifying the ENCRYPTI ON option when creating or altering an | nnoDB
table. This feature relies on a keyr i ng plugin for encryption key management. For more
information, see Section 6.4.4, “The MySQL Keyring”, and Section 14.6.3.8, “InnoDB Data-at-Rest
Encryption”.

e As of MySQL 5.7.24, the zlib library version bundled with MySQL was raised from version 1.2.3 to
version 1.2.11. MySQL implements compression with the help of the zlib library.

If you use | nnoDB compressed tables, see Section 2.11.3, “Changes in MySQL 5.7” for related
upgrade implications.

JSON support.  Beginning with MySQL 5.7.8, MySQL supports a hative JSON type. JSON values
are not stored as strings, instead using an internal binary format that permits quick read access to
document elements. JSON documents stored in JSON columns are automatically validated whenever
they are inserted or updated, with an invalid document producing an error. JSON documents are
normalized on creation, and can be compared using most comparison operators such as =, <, <=,

>, >=, <>, | = and <=>; for information about supported operators as well as precedence and other
rules that MySQL follows when comparing JSON values, see Comparison and Ordering of JSON
Values.

MySQL 5.7.8 also introduces a number of functions for working with JSON values. These functions
include those listed here:

* Functions that create JSON values: JSON_ARRAY( ), JSON_MERGE( ) , and JSON_OBJECT() . See
Section 12.17.2, “Functions That Create JSON Values”.

« Functions that search JSON values: JSON_CONTAI NS( ), JSON_CONTAI NS_PATH( ),
JSON_EXTRACT(), JSON_KEYS(), and JSON_SEARCH( ) . See Section 12.17.3, “Functions That
Search JSON Values”.

¢ Functions that modify JSON values: JSON_APPEND( ), JSON_ARRAY APPEND( ),
JSON_ARRAY_| NSERT( ), JSON_| NSERT( ), JSON_QUOTE( ), JSON_REMOVE() ,
JSON_REPLACE(),JSON_SET(), and JSON_UNQUOTE( ) . See Section 12.17.4, “Functions That
Modify JSON Values”.

« Functions that provide information about JSON values: JSON_DEPTH( ) , JSON_LENGTH( ) ,
JSON_TYPE(), and JSON_VALI X)) . See Section 12.17.5, “Functions That Return JSON Value
Attributes”.

In MySQL 5.7.9 and later, you can use col umm- >pat h as shorthand for JSON_EXTRACT( col umm,
pat h) . This works as an alias for a column wherever a column identifier can occur in an SQL
statement, including VHERE, ORDER BY, and GROUP BY clauses. This includes SELECT, UPDATE,
DELETE, CREATE TABLE, and other SQL statements. The left hand side must be a JSON column
identifier (and not an alias). The right hand side is a quoted JSON path expression which is
evaluated against the JSON document returned as the column value.

13
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MySQL 5.7.22 adds the following JSON functions:

e Two JSON aggregation functions JSON_ARRAYAGH ) and JSON_ OBJECTAGY ) .
JSON_ARRAYAGH ) takes a column or expression as its argument, and aggregates the result as a
single JSON array. The expression can evaluate to any MySQL data type; this does not have to be
a JSON value. JSON_OBJECTAGH ) takes two columns or expressions which it interprets as a key
and a value; it returns the result as a single JSON object. For more information and examples, see
Section 12.20, “Aggregate (GROUP BY) Functions”.

e The JSON utility function JSON_PRETTY( ) , which outputs an existing JSON value in an easy-to-
read format; each JSON object member or array value is printed on a separate line, and a child
object or array is intended 2 spaces with respect to its parent.

This function also works with a string that can be parsed as a JSON value.

See also Section 12.17.6, “JSON Utility Functions”.

* The JSON utility function JSON_STORAGE_SI ZE( ) , which returns the storage space in bytes used
for the binary representation of a JSON document prior to any partial update (see previous item).

This function also accepts a valid string representation of a JSON document. For such a value,
JSON _STORACE_SI ZE() returns the space used by its binary representation following its
conversion to a JSON document. For a variable containing the string representation of a JSON
document, JSON_STORAGE_FREE( ) returns zero. Either function produces an error if its (non-null)
argument cannot be parsed as a valid JSON document, and NULL if the argument is NULL.

For more information and examples, see Section 12.17.6, “JSON Utility Functions”.

¢ A JSON merge function intended to conform to RFC 7396. JSON NMERGE PATCH() , when used
on 2 JSON objects, merges them into a single JSON object that has as members a union of the
following sets:

« Each member of the first object for which there is no member with the same key in the second
object.

« Each member of the second object for which there is no member having the same key in the first
object, and whose value is not the JSON nul | literal.

» Each member having a key that exists in both objects, and whose value in the second object is
not the JSON nul | literal.

As part of this work, the JISON_MERGE( ) function has been renamed JSON_MERGE_PRESERVE( ) .
JSON_MERCE() continues to be recognized as an alias for JSON_VERGE_PRESERVE( ) in MySQL
5.7, but is now deprecated and is subject to removal in a future version of MySQL.

For more information and examples, see Section 12.17.4, “Functions That Modify JSON Values”.

See Section 12.17.3, “Functions That Search JSON Values”, for more information about - > and
JSON_EXTRACT() . For information about JSON path support in MySQL 5.7, see Searching and
Modifying JSON Values. See also Indexing a Generated Column to Provide a JSON Column Index.

System and status variables.  System and status variable information is now available in
Performance Schema tables, in preference to use of | NFORMATI ON_SCHENA tables to obtain these
variable. This also affects the operation of the SHOWN VARI ABLES and SHOW STATUS statements.
The value of the show _conpati bi | ity 56 system variable affects the output produced from

and privileges required for system and status variable statements and tables. For details, see the
description of that variable in Section 5.1.7, “Server System Variables”.

14


https://tools.ietf.org/html/rfc7396

Features Added in MySQL 5.7

5.6 behavior should set this variable to ON until such time as they have been
migrated to the new behavior for system variables and status variables.
See Section 25.20, “Migrating to Performance Schema System and Status

Note
@ The default for show conpati bility 56 is OFF. Applications that require
Variable Tables”

» sysschema. MySQL distributions now include the sys schema, which is a set of objects that
help DBAs and developers interpret data collected by the Performance Schema. sys schema
objects can be used for typical tuning and diagnosis use cases. For more information, see
Chapter 26, MySQL sys Schema.

Condition handling.  MySQL now supports stacked diagnostics areas. When the diagnostics area
stack is pushed, the first (current) diagnostics area becomes the second (stacked) diagnostics area
and a new current diagnostics area is created as a copy of it. Within a condition handler, executed
statements modify the new current diagnostics area, but GET STACKED DI AGNOSTI CS can be

used to inspect the stacked diagnostics area to obtain information about the condition that caused
the handler to activate, independent of current conditions within the handler itself. (Previously, there
was a single diagnostics area. To inspect handler-activating conditions within a handler, it was
necessary to check this diagnostics area before executing any statements that could change it.) See
Section 13.6.7.3, “GET DIAGNOSTICS Syntax”, and Section 13.6.7.7, “The MySQL Diagnostics
Area’.

Optimizer.  These optimizer enhancements were added:

« EXPLAI N can be used to obtain the execution plan for an explainable statement executing in a
named connection:

EXPLAI N [ options] FOR CONNECTI ON connection_i d;

For more information, see Section 8.8.4, “Obtaining Execution Plan Information for a Named
Connection”.

* ltis possible to provide hints to the optimizer within individual SQL statements, which enables
finer control over statement execution plans than can be achieved using the opti m zer _swi t ch
system variable. Hints are also permitted in statements used with EXPLAI N, enabling you to see
how hints affect execution plans. For more information, see Section 8.9.3, “Optimizer Hints”.

Triggers.  Previously, a table could have at most one trigger for each combination of trigger event
(I NSERT, UPDATE, DELETE) and action time (BEFORE, AFTER). This limitation has been lifted and
multiple triggers are permitted. For more information, see Section 23.3, “Using Triggers”.

Logging. These logging enhancements were added:

¢ Previously, on Unix and Unix-like systems, MySQL support for sending the server error log to
sysl og was implemented by having nysql d_saf e capture server error output and pass it to
sysl og. The server now includes native sysl| og support, which has been extended to include
Windows. For more information about sending server error output to sysl og, see Section 5.4.2,
“The Error Log".

e The nmysql client now has a - - sysl og option that causes interactive statements to be sent to
the system sysl og facility. Logging is suppressed for statements that match the default “ignore”
pattern list (" * | DENTI FI ED* : * PASSWORD* "), as well as statements that match any patterns
specified using the - - hi sti gnor e option. See Section 4.5.1.3, “mysql Client Logging”.

Generated Columns.  MySQL now supports the specification of generated columns in CREATE
TABLE and ALTER TABLE statements. Values of a generated column are computed from an
expression specified at column creation time. Generated columns can be virtual (computed “on
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the fly” when rows are read) or stored (computed when rows are inserted or updated). For more
information, see Section 13.1.18.8, “CREATE TABLE and Generated Columns”.

mysql client.  Previously, Control+C in mysql interrupted the current statement if there was one,
or exited mysql if not. Now Control+C interrupts the current statement if there was one, or cancels
any partial input line otherwise, but does not exit.

Database name rewriting with mysqglbinlog. = Renaming of databases by nysql bi nl og
when reading from binary logs written using the row-based format is nhow supported using the - -
rew ite-db option added in MySQL 5.7.1.

This option uses the format - - rew i t e- db=" dbol dnane- >dbnewnane' . You can implement
multiple rewrite rules, by specifying the option multiple times.

HANDLER with partitioned tables.  The HANDLER statement may now be used with user-
partitioned tables. Such tables may use any of the available partitioning types (see Section 22.2,
“Partitioning Types”).

Index condition pushdown support for partitioned tables.  Queries on partitioned tables using
the | nnoDB or Myl SAMstorage engine may employ the index condition pushdown optimization that
was introduced in MySQL 5.6. See Section 8.2.1.5, “Index Condition Pushdown Optimization”, for
more information.

WITHOUT VALIDATION support for ALTER TABLE ... EXCHANGE PARTITION.  As of MySQL
5.7.5, ALTER TABLE ... EXCHANGE PARTI TI ON syntax includes an optional { W TH| W THOUT}
VALI DATI ON clause. When W THOUT VALI DATI ONis specified, ALTER TABLE ... EXCHANGE
PARTI TI ON does not perform row-by-row validation when exchanging a populated table with the
partition, permitting database administrators to assume responsibility for ensuring that rows are
within the boundaries of the partition definition. W TH VALI DATI ONis the default behavior and need
not be specified explicitly. For more information, see Section 22.3.3, “Exchanging Partitions and
Subpartitions with Tables”.

Master dump thread improvements.  The master dump thread was refactored to reduce lock
contention and improve master throughput. Previous to MySQL 5.7.2, the dump thread took a lock
on the binary log whenever reading an event; in MySQL 5.7.2 and later, this lock is held only while
reading the position at the end of the last successfully written event. This means both that multiple
dump threads are now able to read concurrently from the binary log file, and that dump threads are
now able to read while clients are writing to the binary log.

Globalization improvements.  MySQL 5.7.4 includes a gb18030 character set that supports the
China National Standard GB18030 character set. For more information about MySQL character set
support, see Chapter 10, Character Sets, Collations, Unicode.

Changing the replication master without STOP SLAVE. In MySQL 5.7.4 and later, the strict
requirement to execute STOP SLAVE prior to issuing any CHANGE MASTER TOstatement is
removed. Instead of depending on whether the slave is stopped, the behavior of CHANGE MASTER
TOnow depends on the states of the slave SQL thread and slave I/O threads; which of these
threads is stopped or running now determines the options that can or cannot be used with a CHANGE
MASTER TOstatement at a given point in time. The rules for making this determination are listed
here:

« If the SQL thread is stopped, you can execute CHANGE MASTER TOusing any combination of
RELAY _LOG FI LE, RELAY_LOG PGS, and MASTER_DELAY options, even if the slave I/O thread is
running. No other options may be used with this statement when the I/O thread is running.

« If the I/O thread is stopped, you can execute CHANGE MASTER TOusing any of the options for
this statement (in any allowed combination) except RELAY LOG FI LE, RELAY LOG PCS, or
MASTER DELAY, even when the SQL thread is running. These three options may not be used
when the 1/O thread is running.
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« Both the SQL thread and the I/O thread must be stopped before issuing CHANGE MASTER
TO ... MASTER AUTO POSITION = 1.

You can check the current state of the slave SQL and I/O threads using SHON SLAVE STATUS.

If you are using statement-based replication and temporary tables, it is possible for a CHANGE
MASTER TOstatement following a STOP SLAVE statement to leave behind temporary tables

on the slave. As part of this set of improvements, a warning is now issued whenever CHANGE
MASTER TOis issued following STOP SLAVE when statement-based replication is in use and
Sl ave_open_t enp_t abl es remains greater than 0.

For more information, see Section 13.4.2.1, “CHANGE MASTER TO Syntax”, and Section 16.3.7,
“Switching Masters During Failover”.

Test suite.  The MySQL test suite now uses | nnoDB as the default storage engine.

Multi-source replication is now possible.  MySQL Multi-Source Replication adds the ability to
replicate from multiple masters to a slave. MySQL Multi-Source Replication topologies can be used
to back up multiple servers to a single server, to merge table shards, and consolidate data from
multiple servers to a single server. See Section 16.1.4, “MySQL Multi-Source Replication”.

As part of MySQL Multi-Source Replication, replication channels have been added. Replication
channels enable a slave to open multiple connections to replicate from, with each channel being a
connection to a master. See Section 16.2.3, “Replication Channels”.

Group Replication Performance Schema tables. MySQL 5.7 adds a number of new tables
to the Performance Schema to provide information about replication groups and channels. These
include the following tables:

e replication_applier_configuration

e replication_applier_status

e replication_applier_status_by_ coordi nat or
e replication_applier_status_by worker

e replication_connection_configuration

e replication_connection_status

e replication_group_nenbers

e replication_group _nenber_stats

All of these tables were added in MySQL 5.7.2, except for r epl i cati on_gr oup_nenber s and
replication_group nenber_st ats, which were added in MySQL 5.7.6. For more information,
see Section 25.12.11, “Performance Schema Replication Tables”.

Group Replication SQL.  The following statements were added in MySQL 5.7.6 for controlling
Group Replication:

e START CGROUP_REPLI CATI ON

« STOP GROUP_REPLI CATI ON

For more information, see Section 13.4.3, “SQL Statements for Controlling Group Replication”.
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Features Deprecated in MySQL 5.7

The following features are deprecated in MySQL 5.7 and may be or will be removed in a future series.
Where alternatives are shown, applications should be updated to use them.

For applications that use features deprecated in MySQL 5.7 that have been removed in a higher
MySQL series, statements may fail when replicated from a MySQL 5.7 master to a higher-series slave,
or may have different effects on master and slave. To avoid such problems, applications that use
features deprecated in 5.7 should be revised to avoid them and use alternatives when possible.

« The ERROR_FOR DI VI SI ON_BY_ZERO, NO ZERO DATE, and NO ZERO | N_DATE SQL modes are
now deprecated but enabled by default. The long term plan is to have them included in strict SQL
mode and to remove them as explicit modes in a future MySQL release.

The deprecated ERROR_FOR DI VI SI ON_BY_ZERO, NO_ZERO DATE, and NO ZERO | N_DATE

SQL modes are still recognized so that statements that name them do not produce an error, but will
be removed in a future version of MySQL. To make advance preparation for versions of MySQL in
which these mode names do not exist, applications should be modified to not refer to them. See SQL
Mode Changes in MySQL 5.7.

» These SQL modes are now deprecated and will be removed in a future version of MySQL:
DB2, MAXDB, M5SQL, MYSQL323, MYSQL40, ORACLE, POSTGRESQL, NO_FI ELD_OPTI ONS,
NO_KEY_OPTI ONS, NO_TABLE_OPTI ONS. These deprecations have two implications:

« Assigning a deprecated mode to the sql _nbde system variable produces a warning.

* With the MAXDB SQL mode enabled, using CREATE TABLE or ALTER TABLE to add a
Tl MESTAMP column to a table produces a warning.

» Changes to account-management statements make the following features obsolete. They are now
deprecated:

« Using GRANT to create users. Instead, use CREATE USER. Following this practice makes the
NO_AUTO CREATE_USER SQL mode immaterial for GRANT statements, so it too is deprecated.

¢ Using GRANT to modify account properties other than privilege assignments. This includes
authentication, SSL, and resource-limit properties. Instead, establish such properties at account-
creation time with CREATE USER or modify them afterward with ALTER USER.

e | DENTI FI ED BY PASSWCORD ' hash_string' syntax for CREATE USER and GRANT. Instead,
use | DENTI FI ED W TH aut h_pl ugin AS ' hash_string' for CREATE USERand ALTER
USER, where the ' hash_string' value is in a format compatible with the named plugin.

e The PASSWORD( ) function is deprecated and should be avoided in any context. Thus,
SET PASSWORD ... = PASSWORD(' aut h_string') syntaxis also deprecated. SET
PASSWORD ... = '"auth_string' syntaxis not deprecated; nevertheless, ALTER USERIis
now the preferred statement for assigning passwords.

e The ol d_passwor ds system variable. Account authentication plugins can no longer be left
unspecified in the nysql . user system table, so any statement that assigns a password from
a cleartext string can unambiguously determine the hashing method to use on the string before
storing it in the mysql . user table. This renders ol d_passwor ds superflous.

» The query cache is deprecated. Deprecation includes these items:
¢ The FLUSH QUERY CACHE and RESET QUERY CACHE statements.

* The SQL_CACHE and SQL_NO_CACHE SELECT modifiers.
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« These system variables: have query cache, ndb_cache_check ti ne,
query_cache_limt,query_cache_m n_res_unit,query_cache_si ze,
query_cache_type, query_cache_w ock_i nval i dat e.

e These status variables: Qcache _free bl ocks, Qcache free nenory,
cache_hits, Qcache_inserts, Qache_| owmem prunes, Qcache_not cached,
(cache_queries_in_cache, @ache_total bl ocks.

Previously, the - -transacti on-i sol ati onand--transacti on-read-onl y server startup
options corresponded to the t x_i sol ati onandtx_read_onl y system variables. For better name
correspondence between startup option and system variable names, t r ansacti on_i sol ati on
andtransacti on_read_only have been created as aliases fort x_i sol ati on and

tx_read _only.Thetx_isolationandtx read_only variables are now deprecated and will
be removed in MySQL 8.0. Applications should be adjusted to use t ransacti on_i sol ati on and
transaction_read_only instead.

The - - ski p- i nnodb option and its synonyms (- - i nnodb=0FF, - - di sabl e-i nnodb, and so
forth) are deprecated. These options have no effect as of MySQL 5.7. because | nnoDB cannot be
disabled.

The client-side - - ssl and - - ssl -veri fy-server-cert options are deprecated. Use - - ssl -
node=REQUI RED instead of - - ssl =1 or - - enabl e- ssl . Use - - ssl - node=DI SABLED instead of
--ssl =0, - - ski p-ssl,or--di sabl e-ssl . Use - -ssl| - node=VERI FY_| DENTI TY instead of - -
ssl -verify-server-cert options. (The server-side - - ss| option is not deprecated.)

For the C API, MYSQL_OPT_SSL_ENFORCE and MYSQL_OPT_SSL_VERI FY_SERVER_CERT
options for mysqgl _opti ons() correspond to the client-side - - ssl and - - ssl -veri fy-
server-cert options and are deprecated. Use M\YSQL_OPT_SSL_MODE with an option value of
SSL__MODE_REQUI RED or SSL__MODE VERI FY_| DENTI TY instead.

The | og_war ni ngs system variable and - - | og- war ni ngs server option are deprecated. Use the
| og_error_verbosity system variable instead.

The - -t enp- pool server option is deprecated.

The bi nl og_rmax_fl ush_queue_ti me system variable does nothing in MySQL 5.7, and is
deprecated as of MySQL 5.7.9.

The i nnodb_support _xa system variable, which enables | nnoDB support for two-phase commit
in XA transactions, is deprecated as of MySQL 5.7.10. | nnoDB support for two-phase commit in XA
transactions is always enabled as of MySQL 5.7.10.

The net adat a_| ocks_cache_si ze and net adat a_| ocks_hash_i nst ances system variables
are deprecated. These do nothing as of MySQL 5.7.4.

The sync_f r msystem variable is deprecated.

The global char act er _set dat abase and col | ati on_dat abase system variables are
deprecated and will be removed in a future version of MySQL.

Assigning a value to the session char act er _set dat abase and col | ati on_dat abase system
variables is deprecated and assignments produce a warning. The session variables will become read
only in a future version of MySQL and assignments will produce an error. It will remain possible to
access the session variables to determine the database character set and collation for the default
database.

The global scope for the sql _| og_bi n system variable has been deprecated, and this variable can
now be set with session scope only. The statement SET GLOBAL SQL_LOG BI N now produces

an error. It remains possible to read the global value of sql _| og_bi n, but doing so produces a
warning. You should act now to remove from your applications any dependencies on reading this
value; the global scope sql _| og_bi n is removed in MySQL 8.0.
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With the introduction of the data dictionary in MySQL 8.0, the - - i gnor e- db- di r option and
i gnore_db_di rs system variable became superfluous and were removed in that version.
Consequently, they are deprecated in MySQL 5.7.

GROUP BY implicitly sorts by default (that is, in the absence of ASC or DESC designators), but
relying on implicit GROUP BY sorting in MySQL 5.7 is deprecated. To achieve a specific sort order
of grouped results, it is preferable to use To produce a given sort order, use explicit ASC or DESC
designators for GROUP BY columns or provide an ORDER BY clause. GROUP BY sorting is a MySQL
extension that may change in a future release; for example, to make it possible for the optimizer to
order groupings in whatever manner it deems most efficient and to avoid the sorting overhead.

The EXTENDED and PARTI TI ONS keywords for the EXPLAI N statement are deprecated. These
keywords are still recognized but are now unnecessary because their effect is always enabled.

The ENCRYPT( ) , ENCODE( ) , DECODE( ) , DES_ENCRYPT( ) , and DES_DECRYPT() encryption
functions are deprecated. For ENCRYPT( ) , consider using SHA2( ) instead for one-way hashing. For
the others, consider using AES ENCRYPT() and AES DECRYPT() instead. The - - des- key-file
option, the have crypt system variable, the DES KEY_ FI LE option for the FLUSH statement, and
the HAVE_CRYPT CMake option also are deprecated.

The MBREqual () spatial function is deprecated. Use MBREqual s() instead.

The functions described in Section 12.16.4, “Functions That Create Geometry Values from WKB
Values” previously accepted either WKB strings or geometry arguments. Use of geometry arguments
is deprecated. See that section for guidelines for migrating queries away from using geometry
arguments.

The | NFORVATI ON_SCHENMA PROFI LI NGtable is deprecated. Use the Performance Schema
instead; see Chapter 25, MySQL Performance Schema.

The | NFORVATI ON_SCHENMA | NNODB_LOCKS and | NNODB_LOCK_WAI TS tables are deprecated, to
be removed in MySQL 8.0, which provides replacement Performance Schema tables.

The Performance Schema set up_ti ner s table is deprecated and is removed in MySQL 8.0, as is
the Tl CKrow in the per f or mance_ti nmer s table.

Treatment of \ N as a synonym for NULL in SQL statements is deprecated and is removed in MySQL
8.0; use NULL instead.

This change does not affect text file import or export operations performed with LOAD DATA
or SELECT ... | NTO QUTFI LE, for which NULL continues to be represented by \ N. See
Section 13.2.6, “LOAD DATA Syntax”.

PROCEDURE ANALYSE() syntax is deprecated.

Comment stripping by the nysql client and the options to control it (- - ski p- conment s, - -
conment s) are deprecated.

nysql d_saf e support for sysl og output is deprecated. Use the native server sysl| og support
used instead. See Section 5.4.2, “The Error Log".

Conversion of pre-MySQL 5.1 database names containing special characters to 5.1 format with the
addition of a #nysql 50# prefix is deprecated. Because of this, the - - f i x- db- nanes and - - f i x-
t abl e- nanmes options for nysql check and the UPGRADE DATA DI RECTCORY NAME clause for the
ALTER DATABASE statement are also deprecated.

Upgrades are supported only from one release series to another (for example, 5.0 to 5.1, or 5.1 to
5.5), so there should be little remaining need for conversion of older 5.0 database names to current
versions of MySQL. As a workaround, upgrade a MySQL 5.0 installation to MySQL 5.1 before
upgrading to a more recent release.

nysql _i nstal | _db functionality has been integrated into the MySQL server, nysql d. To use this
capability to initialize a MySQL installation, if you previously invoked nysql _i nst al | _db manually,
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invoke nysql d withthe--initializeor--initialize-insecure option, depending on
whether you want the server to generate a random password for the initial ' r oot ' @ | ocal host '
account.

nysql _install _db is now deprecated, as is the special - - boot st r ap option that
nysqgl _install _db passestonysql d.

The nysql _pl ugi n utility is deprecated. Alternatives include loading plugins at server startup using
the - - pl ugi n- 1 oad or - - pl ugi n- | oad- add option, or at runtime using the | NSTALL PLUG N
statement.

The r esol vei p utility is deprecated. ns| ookup, host, or di g can be used instead.

The resol ve_st ack_dunp utility is deprecated. Stack traces from official MySQL builds are always
symbolized, so there is no need to use r esol ve_st ack_dunp.

The nysql _kill (), nmysqgl list fields(),nysql _|ist _processes(), and

nysql _refresh() C API functions are deprecated. The same is true of the corresponding

COM PROCESS KI LL, COM FI ELD LI ST, COM PROCESS | NFO, and COM_REFRESH client/server
protocol commands. Instead, use nysql _query() to execute a Kl LL, SHOWN COLUWNS, SHOW
PROCESSLI ST, or FLUSH statement, respectively.

The nysql _shut down() C API function is deprecated. Instead, use nysql _query() to execute a
SHUTDOWN statement.

The | i bnysql d embedded server library is deprecated as of MySQL 5.7.19. These are also
deprecated:

e Thenysqgl config--1ibnysqgld-libs,--enbedded-1i bs, and--enbedded options

+ The CVake W TH_EMBEDDED_SERVER, W TH_EVMBEDDED SHARED LI BRARY, and
| NSTALL_SECURE_FI LE_PRI V_EVBEDDEDDI R options

The (undocumented) mysql --server - ar g option
e The nysqgl t est --enbedded- server,--server-arg,and--server-fil e options
e The nysql t est _enbedded and nysql _cl i ent_test_enbedded test programs

Because | i bnysql d uses an API comparable to that of | i brysql cl i ent, the migration path
away from | i bnysql d is straightforward:

1. Bring up a standalone MySQL server (nysql d).
2. Modify application code to remove API calls that are specificto | i brmysql d.
3. Modify application code to connect to the standalone MySQL server.

4. Modify build scriptsto use | i bnysqgl cl i ent ratherthan | i bnysql d. For example, if you use
mysqgl _confi g, invoke it with the - - | i bs option rather than - - | i bnysql d-1i bs.

The r epl ace utility is deprecated.
Support for DTrace is deprecated.

The JSON_NMERGE() function is deprecated as of MySQL 5.7.22. Use JSON MERGE PRESERVE( )
instead.

Support for placing table partitions in shared | nnoDB tablespaces is deprecated as of MySQL
5.7.24. Shared tablespaces include the | nnoDB system tablespace and general tablespaces. For
information about identifying partitions in shared tablespaces and moving them to file-per-table
tablespaces, see Preparing Your Installation for Upgrade.
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e Support for TABLESPACE = i nnodb_file_per tabl e and TABLESPACE =

i nnodb_t enpor ary clauses with CREATE TEMPORARY TABLE is deprecated as of MySQL 5.7.24.

e The - - ndb perr or option is deprecated. Use the ndb_per r or utility instead.

Features Removed in MySQL 5.7

The following items are obsolete and have been removed in MySQL 5.7. Where alternatives are
shown, applications should be updated to use them.

For MySQL 5.6 applications that use features removed in MySQL 5.7, statements may fail when
replicated from a MySQL 5.6 master to a MySQL 5.7 slave, or may have different effects on master
and slave. To avoid such problems, applications that use features removed in MySQL 5.7 should be
revised to avoid them and use alternatives when possible.

» Support for passwords that use the older pre-4.1 password hashing format is removed, which

involves the following changes. Applications that use any feature no longer supported must be
modified.

e The nysql _ol d_passwor d authentication plugin is removed. Accounts that use this plugin
are disabled at startup and the server writes an “unknown plugin” message to the error log. For
instructions on upgrading accounts that use this plugin, see Section 6.4.1.3, “Migrating Away from
Pre-4.1 Password Hashing and the mysql_old_password Plugin”.

e The - - secur e- aut h option to the server and client programs is the default, but is now a no-op. It
is deprecated and will be removed in a future MySQL release.

e The - - ski p- secur e- aut h option to the server and client programs is no longer supported and
using it produces an error.

e The secur e_aut h system variable permits only a value of 1; a value of 0 is no longer permitted.

e For the ol d_passwor ds system variable, a value of 1 (produce pre-4.1 hashes) is no longer
permitted.

e The OLD_PASSWORD( ) function is removed.

In MySQL 5.6.6, the YEAR( 2) data type was deprecated. Support for YEAR( 2) is how removed.
Once you upgrade to MySQL 5.7.5 or higher, any remaining YEAR( 2) columns must be converted
to YEAR( 4) to become usable again. For conversion strategies, see Section 11.3.4, “YEAR(2)
Limitations and Migrating to YEAR(4)”". For example, run nmysql _upgr ade after upgrading.

The i nnodb_mi rrored_| og_groups system variable. The only supported value was 1, so it had
no purpose.

The st or age_engi ne system variable. Use def aul t _st or age_engi ne instead.
The t hr ead_concur r ency system variable.

The t i med_nut exes system variable. It does nothing and has no effect.

The | GNORE clause for ALTER TABLE.

| NSERT DELAYED is no longer supported. The server recognizes but ignores the

DELAYED keyword, handles the insert as a nondelayed insert, and generates an

ER WARN LEGACY SYNTAX CONVERTEDwarning. (“INSERT DELAYED is no longer supported. The
statement was converted to INSERT.”) Similarly, REPLACE DELAYED is handled as a nondelayed
replace. The DELAYED keyword will be removed in a future release.

In addition, several DELAYED-related options or features were removed:

e The - -del ayed-i nsert option for nysql dunp.

22



Server and Status Variables and Options Added, Deprecated, or Removed in MySQL 5.7

« The COUNT_WRI TE_DELAYED, SUM TI MER_WRI TE_DELAYED, M N_TI MER_WRI TE_DELAYED,
AVG Tl MER WRI TE_DELAYED, and MAX_TI MER_WRI TE_DELAYED columns of the Performance
Schematabl e | ock waits sumary_ by tabl e table.

e nysql bi nl og no longer writes comments mentioning | NSERT DELAYED.

» Database symlinking on Windows using for . symfiles has been removed because it is redundant
with native symlink support available using nkl i nk. Any . symfile symbolic links will be ignored and
should be replaced with symlinks created using nkl i nk. See Section 8.12.3.3, “Using Symbolic
Links for Databases on Windows”.

e The unused - - basedi r, - -dat adi r, and - - t npdi r options for nysqgl _upgr ade were removed.

» Previously, program options could be specified in full or as any unambiguous prefix. For example,
the - - conpr ess option could be given to nysql dunp as - - conpr, but not as - - conp because
the latter is ambiguous. Option prefixes are no longer supported; only full options are accepted. This
is because prefixes can cause problems when new options are implemented for programs and a
prefix that is currently unambiguous might become ambiguous in the future. Some implications of this
change:

e The - - key- buf f er option must now be specified as - - key- buf f er - si ze.
e The - - ski p- grant option must now be specified as - - ski p- grant -t abl es.

* SHOW ENG NE | NNODB MUTEX output is removed. Comparable information can be generated by
creating views on Performance Schema tables.

* The | nnoDB Tablespace Monitor and | nnoDB Table Monitor are removed. For the Table Monitor,
equivalent information can be obtained from | nnoDB | NFORVATI ON_SCHENA tables.

e The specially named tables used to enable and disable the standard | nnoDB Monitor and | nnoDB
Lock Monitor (i nnodb_noni t or and i nnodb_| ock_noni t or) are removed and replaced by two
dynamic system variables: i nnodb_st at us_out put andi nnodb_st at us_out put _| ocks. For
additional information, see Section 14.17, “InnoDB Monitors”.

* Theinnodb use sys nalloc andinnodb_addi tional nem pool _si ze system variables,
which were deprecated in MySQL 5.6.3, were removed.

e The nsql 2nysql , nysqgl _convert _table format,nysql _find_rows,
nmysql _fix_extensions, nysqgl _setperm ssion, nysqgl _waitpid, nmysqgl _zap,
nysql access, and nysql bug utilities.
* The nysqgl hot copy utility. Alternatives include nmysql dunp and MySQL Enterprise Backup.
e The bi nary-confi gure. sh script.
» The | NNCDB_PAGE ATOM C_REF_COUNT CMake option is removed.

e Theinnodb create_intrinsic optionisremoved.

» Theinnodb_opti m ze_poi nt _st or age option and related internal data types (DATA_ PO NT and
DATA VAR _ PO NT) were removed.

* Theinnodb_| og_checksum al gori t hmoption is removed.

1.5 Server and Status Variables and Options Added, Deprecated,
or Removed in MySQL 5.7

This section lists server variables, status variables, and options that were added for the first time, have
been deprecated, or have been removed in MySQL 5.7.
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Options and Variables Introduced in MySQL 5.7

The following system variables, status variables, and options are new in MySQL 5.7, and have not
been included in any previous release series.

Audit _| og_current _si ze: Audit log file current size. Added in MySQL 5.7.9.

Audit | og_event nax_drop_si ze: Size of largest dropped audited event. Added in MySQL
5.7.9.

Audi t _| og_event s: Number of handled audited events. Added in MySQL 5.7.9.

Audit | og events filtered: Number of filtered audited events. Added in MySQL 5.7.9.
Audit | og events_| ost: Number of dropped audited events. Added in MySQL 5.7.9.
Audit | og events witten: Number of written audited events. Added in MySQL 5.7.9.
Audit | og total size: Combined size of written audited events. Added in MySQL 5.7.9.
Audit | og wite_ waits:Number of write-delayed audited events. Added in MySQL 5.7.9.

Com change_repl filter: Countof CHANGE REPLICATION FILTER statements. Added in
MySQL 5.7.3.

Com expl ai n_ot her : Count of EXPLAIN FOR CONNECTION statements. Added in MySQL 5.7.2.

Com group_replication_start: Countof START GROUP_REPLICATION statements. Added
in MySQL 5.7.6.

Com group_replication_stop: Count of STOP GROUP_REPLICATION statements. Added in
MySQL 5.7.6.

Com show _cr eat e_user : Count of SHOW CREATE USER statements. Added in MySQL 5.7.6.

Com show sl ave_st at us_nonbl ocki ng: Count of SHOW SLAVE STATUS NONBLOCKING
statements. Added in MySQL 5.7.0.

Com si gnal : Count of SHUTDOWN statements. Added in MySQL 5.7.9.

Connection_control _del ay_gener at ed: How many times the server delayed a connection
request. Added in MySQL 5.7.17.

Firewal | _access_deni ed: Number of statements rejected by MySQL Enterprise Firewall. Added
in MySQL 5.7.9.

Firewal | _access_grant ed: Number of statements accepted by MySQL Enterprise Firewall.
Added in MySQL 5.7.9.

Firewal | _cached_entri es: Number of statements recorded by MySQL Enterprise Firewall.
Added in MySQL 5.7.9.

| nnodb_buffer_pool resize_ st atus: The status of the dynamic buffer pool resizing operation.
Added in MySQL 5.7.5.

Locked_connect s: Number of attempts to connect to locked accounts. Added in MySQL 5.7.6.

Max_execution_ti me_exceeded: Number of statements that exceeded the execution timeout
value. Added in MySQL 5.7.8.
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Max_execution_ti me_set: Number of statements for which execution timeout was set. Added in
MySQL 5.7.8.

Max_execution_time_set fail ed: Number of statements for which execution timeout setting
failed. Added in MySQL 5.7.8.

Max_st at enent _ti me_exceeded: Number of statements that exceeded the execution timeout
value. Added in MySQL 5.7.4.

Max_st at enent _ti me_set : Number of statements for which execution timeout was set. Added in
MySQL 5.7.4.

Max_statenent _tinme_set fail ed: Number of statements for which execution timeout setting
failed. Added in MySQL 5.7.4.

Max_used_connecti ons_ti ne: The time at which Max_used_connections reached its current
value. Added in MySQL 5.7.5.

Per f ormance_schena_i ndex_st at | ost: Number of indexes for which statistics were lost.
Added in MySQL 5.7.6.

Per f ormance_schenma_nenory_cl asses_| ost : How many memory instruments could not be
loaded. Added in MySQL 5.7.2.

Per f or mance_schenma_net adat a_| ock_| ost : Number of metadata locks that could not be
recorded. Added in MySQL 5.7.3.

Per f ormance_scherma_nest ed_st at ement _| ost : Number of stored program statements for
which statistics were lost. Added in MySQL 5.7.2.

Per f or mance_schenma_pr epar ed_st at ement s_| ost : Number of prepared statements that
could not be instrumented. Added in MySQL 5.7.4.

Per f or mance_schenma_pr ogram | ost : Number of stored programs for which statistics were lost.
Added in MySQL 5.7.2.

Performance_schema_tabl e | ock_stat | ost: Number of tables for which lock statistics were
lost. Added in MySQL 5.7.6.

Rewriter nunber | oaded_rul es: Number of rewrite rules successfully loaded into memory.
Added in MySQL 5.7.6.

Rewriter nunber _rel oads: Number of reloads of rules table into memory. Added in MySQL
5.7.6.

Rewriter nunber _rewitten_queries: Number of queries rewritten since the plugin was
loaded. Added in MySQL 5.7.6.

Rewriter _rel oad_error: Whether an error occurred when last loading the rewriting rules into
memory. Added in MySQL 5.7.6.

audi t -1 og: Whether to activate the audit log plugin. Added in MySQL 5.7.9.
audi t _| og_buffer_si ze: The size of the audit log buffer. Added in MySQL 5.7.9.
audi t _| og_conpr essi on: Audit log file compression method. Added in MySQL 5.7.21.

audit _| og_connecti on_pol i cy: Audit logging policy for connection-related events. Added in
MySQL 5.7.9.

audit | og_current _sessi on: Whether to audit current session. Added in MySQL 5.7.9.
audi t _| og_encrypti on: Audit log file encryption method. Added in MySQL 5.7.21.

audi t _| og_excl ude_account s: Accounts not to audit. Added in MySQL 5.7.9.
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audit _| og_fil e: The name of the audit log file. Added in MySQL 5.7.9.

audit | og filter_id:ID ofcurrent audit log filter. Added in MySQL 5.7.13.

audi t _| og_f 1 ush: Close and reopen the audit log file. Added in MySQL 5.7.9.

audi t _| og_f or mat : The audit log file format. Added in MySQL 5.7.9.

audit _| og_i ncl ude_account s: Accounts to audit. Added in MySQL 5.7.9.

audi t _| og_pol i cy: Audit logging policy. Added in MySQL 5.7.9.

audit _| og_read_buffer_size: Audit log file read buffer size. Added in MySQL 5.7.21.

audit _| og_rotate_on_size: Close and reopen the audit log file at a certain size. Added in
MySQL 5.7.9.

audit _| og_statenment _pol i cy: Audit logging policy for statement-related events. Added in
MySQL 5.7.9.

audi t _| og_strat egy: The audit logging strategy. Added in MySQL 5.7.9.

aut henti cati on_| dap_sasl _aut h_net hod_nane: Authentication method name. Added in
MySQL 5.7.19.

aut henti cati on_| dap_sasl _bi nd_base_dn: LDAP server base distinguished name. Added in
MySQL 5.7.19.

aut henti cation_| dap_sasl _bi nd_root _dn: LDAP server root distinguished name. Added in
MySQL 5.7.19.

aut henti cation_| dap_sasl _bind _root pwd: LDAP server root bind password. Added in
MySQL 5.7.19.

aut henti cation_| dap_sasl _ca_pat h: LDAP server certificate authority file name. Added in
MySQL 5.7.19.

aut henti cati on_| dap_sasl _group_search_attr: LDAP server group search attribute.
Added in MySQL 5.7.19.

aut henti cation_| dap_sasl _group_search_filter:LDAP custom group search filter.
Added in MySQL 5.7.21.

aut henti cation_| dap_sasl __init_pool size: LDAP server initial connection pool size.
Added in MySQL 5.7.19.

aut henti cati on_| dap_sasl _| og_st at us: LDAP server log level. Added in MySQL 5.7.19.

aut henti cati on_| dap_sasl _max_pool _si ze: LDAP server maximum connection pool size.
Added in MySQL 5.7.19.

aut henti cation_| dap_sasl _server host : LDAP server host name or IP address. Added in
MySQL 5.7.19.

aut henti cation_| dap_sasl _server _port: LDAP server port number. Added in MySQL
5.7.19.

aut henti cati on_| dap_sasl _t| s: Whether to use encrypted connections to LDAP server.
Added in MySQL 5.7.19.

aut henti cati on_| dap_sasl _user_search_attr: LDAP server user search attribute. Added in
MySQL 5.7.19.

aut henti cation_| dap_si npl e_aut h_net hod_nane: Authentication method name. Added in
MySQL 5.7.19.
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aut henti cation_| dap_si npl e_bi nd_base_dn: LDAP server base distinguished name. Added
in MySQL 5.7.19.

aut henti cati on_| dap_si npl e_bi nd_r oot _dn: LDAP server root distinguished hame. Added
in MySQL 5.7.19.

aut henti cation_| dap_si npl e_bi nd_root pwd: LDAP server root bind password. Added in
MySQL 5.7.19.

aut henti cati on_| dap_si npl e_ca_pat h: LDAP server certificate authority file name. Added in
MySQL 5.7.19.

aut henti cation_| dap_si npl e_group_search_attr: LDAP server group search attribute.
Added in MySQL 5.7.19.

aut henti cation_| dap_sinple_group_search_filter:LDAP custom group search filter.
Added in MySQL 5.7.21.

aut hentication_|l dap_sinple_init_pool _size: LDAP server initial connection pool size.
Added in MySQL 5.7.19.

aut henti cation_| dap_si npl e_| og_st at us: LDAP server log level. Added in MySQL 5.7.19.

aut henti cati on_| dap_si npl e_nmax_pool _si ze: LDAP server maximum connection pool size.
Added in MySQL 5.7.19.

aut henti cation_| dap_si npl e_server host : LDAP server host name or IP address. Added in
MySQL 5.7.19.

aut henti cation_| dap_si npl e_server _port: LDAP server port number. Added in MySQL
5.7.19.

aut henti cati on_| dap_si npl e_t| s: Whether to use encrypted connections to LDAP server.
Added in MySQL 5.7.19.

aut henti cation_| dap_sinpl e _user_search_attr:LDAP server user search attribute.
Added in MySQL 5.7.19.

aut henti cati on_w ndows_I| og_| evel : Windows authentication plugin logging level. Added in
MySQL 5.7.9.

aut henti cati on_w ndows_use_pri nci pal _nane: Whether to use Windows authentication
plugin principal name. Added in MySQL 5.7.9.

aut o_gener at e_cert s: Whether to autogenerate SSL key and certificate files. Added in MySQL
5.7.5.

avoi d_t enpor al _upgr ade: Whether ALTER TABLE should upgrade pre-5.6.4 temporal columns.
Added in MySQL 5.7.6.

bi nl og_error_acti on: Controls what happens when the server cannot write to the binary log.
Added in MySQL 5.7.6.

bi nl og_group_comm t _sync_del ay: Sets the number of microseconds to wait before
synchronizing transactions to disk. Added in MySQL 5.7.5.

bi nl og_group_conmit_sync_no_del ay_count : Sets the maximum number of transactions to
wait for before aborting the current delay specified by binlog_group_commit_sync_delay. Added in
MySQL 5.7.5.

bi nl og_gtid_si npl e_recovery: Controls how binary logs are iterated during GTID recovery.
Added in MySQL 5.7.6.
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bi nl og_transacti on_dependency_hi story_si ze: Number of row hashes kept for looking up
transaction that last updated some row.. Added in MySQL 5.7.22.

bi nl og_transacti on_dependency_tracki ng: Source of dependency information (commit
timestamps or transaction write sets) from which to assess which transactions can be executed in
parallel by slave's multithreaded applier.. Added in MySQL 5.7.22.

bi nl oggi ng_i npossi bl e_node: Deprecated and will be removed in a future version. Use the
renamed binlog_error_action instead.. Added in MySQL 5.7.5.

bl ock_encrypti on_node: Mode for block-based encryption algorithms. Added in MySQL 5.7.4.
check_proxy_user s: Whether built-in authentication plugins do proxying. Added in MySQL 5.7.7.

connection_control _failed connections_threshol d: Consecutive failed connection
attempts before delays occur. Added in MySQL 5.7.17.

connecti on_control _max_connecti on_del ay: Maximum delay (milliseconds) for server
response to failed connection attempts. Added in MySQL 5.7.17.

connection_control _m n_connecti on_del ay: Minimum delay (milliseconds) for server
response to failed connection attempts. Added in MySQL 5.7.17.

daenoni ze: Run as System V daemon. Added in MySQL 5.7.6.
defaul t _aut henti cati on_pl ugi n: The default authentication plugin. Added in MySQL 5.7.2.

default _password_Iifetimnme: Age in days when passwords effectively expire. Added in MySQL
5.7.4.

di sabl e-partition-engi ne- check: Whether to disable the startup check for tables with
nonnative partitioning. Added in MySQL 5.7.17.

di sabl ed_st or age_engi nes: Storage engines that cannot be used to create tables. Added in
MySQL 5.7.8.

di sconnect _on_expi r ed_passwor d: Whether the server disconnects clients with expired
passwords if clients cannot handle such accounts. Added in MySQL 5.7.1.

ear| y- pl ugi n-1 oad: Specify plugins to load before loading mandatory built-in plugins and before
storage engine initialization. Added in MySQL 5.7.11.

execut ed- gti ds-conpressi on- peri od: Deprecated and will be removed in a future version;
use the renamed gtid-executed-compression-period instead. Added in MySQL 5.7.5.

execut ed_gti ds_conpressi on_peri od: Deprecated and will be removed in a future version;
use the renamed gtid_executed_compression_period instead. Added in MySQL 5.7.5.

group_replication_allow | ocal _disjoint_gtids_join:Allow the current server to join
the group even if it has transactions not present in the group. Added in MySQL 5.7.17.

group_replication_allow | ocal | ower_version_join:Allow the current server to join the
group even if it has a lower plugin version than the group. Added in MySQL 5.7.17.

group_replication_auto_increnment_increnent: Determines the interval between
successive column values for transactions that execute on this server. Added in MySQL 5.7.17.

group_replication_bootstrap_group: Configure this server to bootstrap the group. Added in
MySQL 5.7.17.

group_replication_conponents_stop_timeout: Timeout, in seconds, that the plugin waits
for each of the components when shutting down. Added in MySQL 5.7.17.

group_replication_conpression_t hreshol d: The value in bytes above which (LZ4)
compression is enforced; when set to zero, deactivates compression. Added in MySQL 5.7.17.
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group_replication_enforce_update_everywhere_checks: Enable or disable strict
consistency checks for multi-master update everywhere. Added in MySQL 5.7.17.

group_replication_exit_state_action: How the instance behaves when it leaves the group
involuntarily. Added in MySQL 5.7.24.

group_replication_flow control applier_threshol d: Number of waiting transactions in
the applier queue that trigger flow control. Added in MySQL 5.7.17.

group_replication_flow control _certifier_threshol d: Specifies the number of waiting
transactions in the certifier queue that trigger flow control. Added in MySQL 5.7.17.

group_replication_flow control node: Specifies the mode used for flow control. Added in
MySQL 5.7.17.

group_replication_force_nenbers: Acomma separated list of peer addresses, such as
host1:portl,host2:port2. Added in MySQL 5.7.17.

group_replication_group_namne: The name of the group. Added in MySQL 5.7.17.

group_replication_group_seeds: A list of peer addresses, comma separated list such as
host1:portl,host2:port2. Added in MySQL 5.7.17.

group_replication_gtid_assignment bl ock_si ze: Number of consecutive GTIDs that are
reserved for each member; each member consumes its blocks and reserves more when needed.
Added in MySQL 5.7.17.

group_replication_ip_whitelist:The list of hosts permitted to connect to the group. Added
in MySQL 5.7.17.

group_replication_|l ocal address: The local address in host:port formatted string. Added in
MySQL 5.7.17.

group_replication_nmenber_wei ght : Chance of this member being elected as primary. Added
in MySQL 5.7.20.

group_replication_poll _spin_| oops: Number of times the group communication thread
waits. Added in MySQL 5.7.17.

group_replication_recovery_conpl et e_at : Recovery policies when handling cached
transactions after state transfer. Added in MySQL 5.7.17.

group_replication_recovery reconnect interval: The sleep time, in seconds, between
reconnection attempts when no donor was found in the group. Added in MySQL 5.7.17.

group_replication_recovery_ retry_count: Number of times that a joining member tries to
connect to the available donors before giving up. Added in MySQL 5.7.17.

group_replication_recovery_ssl _ca: File that contains list of trusted SSL Certificate
Authorities. Added in MySQL 5.7.17.

group_replication_recovery_ ssl _capat h: Directory that contains trusted SSL Certificate
Authority certificate files. Added in MySQL 5.7.17.

group_replication_recovery_ssl _cert:Name of SSL certificate file to use for establishing
encrypted connection. Added in MySQL 5.7.17.

group_replication_recovery_ssl _cipher: List of permitted ciphers for SSL encryption.
Added in MySQL 5.7.17.

group_replication_recovery_ssl _crl: File that contains certificate revocation lists. Added in
MySQL 5.7.17.
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group_replication_recovery_ssl _crl path: Directory that contains certificate revocation-list
files. Added in MySQL 5.7.17.

group_replication_recovery ssl _key: Name of SSL key file to use for establishing
encrypted connection. Added in MySQL 5.7.17.

group_replication_recovery_ssl _verify_server_cert:Make the recovery process
check the server's Common Name value in the donor sent certificate. Added in MySQL 5.7.17.

group_replication_recovery_use_ssl : Whether Group Replication recovery connection
should use SSL. Added in MySQL 5.7.17.

group_replication_single primary_node: Instructs the group to use a single server for the
read/write workload. Added in MySQL 5.7.17.

group_replication_ssl_node: Specifies the security state of the connection between Group
Replication members. Added in MySQL 5.7.17.

group_replication_start_on_boot : Whether the server should start Group Replication or not
during server start. Added in MySQL 5.7.17.

group_replication_transaction_size_ |imt: Setsthe maximum size of transaction in
bytes which the group accepts. Added in MySQL 5.7.19.

group_replication_unreachabl e najority tinmeout:How long to wait for network
partitions that result in a minority to leave the group. Added in MySQL 5.7.19.

gti d- execut ed- conpr essi on- peri od: Compress gtid_executed table each time this many
transactions have occurred. 0 means never compress this table. Applies only when binary logging is
disabled.. Added in MySQL 5.7.6.

gti d_execut ed_conpressi on_peri od: Compress gtid_executed table each time this many
transactions have occurred. 0 means never compress this table. Applies only when binary logging is
disabled.. Added in MySQL 5.7.6.

have_ st at enent _ti nmeout : Whether statement execution timeout is available. Added in MySQL
5.7.4.

i nitialize:Whetherto run in initialization mode (secure). Added in MySQL 5.7.6.
initialize-insecure: Whether to run in initialization mode (insecure). Added in MySQL 5.7.6.

i nnodb_adapti ve_hash_i ndex_part s: Partitions the adaptive hash index search system into
n partitions, with each partition protected by a separate latch. Each index is bound to a specific
partition based on space ID and index ID attributes.. Added in MySQL 5.7.8.

i nnodb_background_drop_I| i st_enpty: This debug option delays table creation until the
background drop list is empty. Added in MySQL 5.7.10.

i nnodb_buf f er _pool _chunk_si ze: Defines the chunk size that is used when resizing the buffer
pool. Added in MySQL 5.7.5.

i nnodb_buf fer _pool _dunp_pct : Specifies the percentage of the most recently used pages for
each buffer pool to read out and dump. Added in MySQL 5.7.2.

i nnodb_conpr ess_debug: Compresses all tables using a specified compression algorithm. Added
in MySQL 5.7.8.

i nnodb_deadl ock_det ect : Enables or disables deadlock detection. Added in MySQL 5.7.15.

i nnodb_def aul t _row_f or mat : Defines the default row format (ROW_FORMAT) for InnoDB
tables. Added in MySQL 5.7.9.

i nnodb_di sabl e_resi ze_buffer_pool debug: Disables resizing of the InnoDB buffer pool.
Added in MySQL 5.7.6.
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i nnodb_fill _factor: Defines the percentage B-tree leaf and non-leaf page space that is to be
filled with data. The remaining space is reserved for future growth.. Added in MySQL 5.7.5.

i nnodb_fl ush_sync: Enable innodb_flush_sync to ignore the innodb_io_capacity setting for
bursts of 1/0O activity that occur at checkpoints. Disable innodb_flush_sync to adhere to the limit on I/
O activity defined by the innodb_io_capacity setting.. Added in MySQL 5.7.8.

innodb_ft_result_cache_linit:The InnoDB FULLTEXT search query result cache limit.
Added in MySQL 5.7.2.

i nnodb_ft_total _cache_si ze: The total memory allocated for the InnoDB FULLTEXT search
index cache. Added in MySQL 5.7.2.

i nnodb_I og_checkpoi nt _now: A debug option that forces InnoDB to write a checkpoint. Added
in MySQL 5.7.2.

i nnodb_I| og_checksum al gori t hm Specifies how to generate and verify the checksum stored in
each redo log disk block. Added in MySQL 5.7.8.

i nnodb_| og_checksuns: Enables or disables checksums for redo log pages. Added in MySQL
5.7.9.

i nnodb_| og_write_ahead_si ze: The write-ahead block size for the redo log. Added in MySQL
5.7.4.

i nnodb_nmax_undo_| og_si ze: Sets the threshold for truncating the InnoDB undo log. Added in
MySQL 5.7.5.

i nnodb_nerge_threshol d_set all _debug: Overrides the current MERGE_THRESHOLD
setting with the specified value for all indexes that are currently in the dictionary cache. Added in
MySQL 5.7.6.

i nnodb_nuna_i nt er| eave: Enables the NUMA MPOL_INTERLEAVE memory policy for
allocation of the InnoDB buffer pool. Added in MySQL 5.7.9.

i nnodb_opti m ze_poi nt _st or age: Enable this option to store POINT data as fixed-length data
rather than a variable-length data. Added in MySQL 5.7.5.

i nnodb_page_cl eaner s: Number of page cleaner threads. Added in MySQL 5.7.4.

i nnodb_purge_rseg_truncate_frequency: The rate at which undo log purge should be
invoked as part of the purge action. A value of n invokes undo log purge on every nth iteration of
purge invocation.. Added in MySQL 5.7.5.

i nnodb_stats_i ncl ude_del et e_nmar ked: Include delete-marked records when calculating
persistent InnoDB statistics. Added in MySQL 5.7.17.

i nnodb_st at us_out put : Used to enable or disable periodic output for the standard InnoDB
Monitor. Also used in combination with innodb_status_output_locks to enable and disable periodic
output for the InnoDB Lock Monitor.. Added in MySQL 5.7.4.

i nnodb_st at us_out put _| ocks: Used to enable or disable periodic output for the standard
InnoDB Lock Monitor. innodb_status_output must also be enabled to produce periodic output for the
InnoDB Lock Monitor.. Added in MySQL 5.7.4.

i nnodb_sync_debug: Enables InnoDB sync debug checking. Added in MySQL 5.7.8.

i nnodb_tenp_data_file_pat h: Path to temporary tablespace data files and their sizes. Added in
MySQL 5.7.1.

i nnodb_t npdi r: The directory location for the temporary table files created during online ALTER
TABLE operations. Added in MySQL 5.7.11.
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i nnodb_undo_| og_t runcat e: Enable this option to mark the InnoDB undo tablespace for
truncation. Added in MySQL 5.7.5.

i nternal _tnp_di sk_storage_engi ne: Storage engine for internal temporary tables. Added in
MySQL 5.7.5.

keyring-mi gration-destinati on: Key migration destination keyring plugin. Added in MySQL
5.7.21.

keyring-m gration-host: Host name for connecting to running server for key migration. Added
in MySQL 5.7.21.

keyring-m gration-passwor d: Password for connecting to running server for key migration.
Added in MySQL 5.7.21.

keyring-mi gration-port: TCP/IP port number for connecting to running server for key
migration. Added in MySQL 5.7.21.

keyring-m gration-socket: Unix socket file or Windows named pipe for connecting to running
server for key migration. Added in MySQL 5.7.21.

keyring-m gration-sour ce: Key migration source keyring plugin. Added in MySQL 5.7.21.

keyring-m gration-user: User name for connecting to running server for key migration. Added
in MySQL 5.7.21.

keyring_aws_cnk_i d: AWS keyring plugin customer master key ID value. Added in MySQL
5.7.19.

keyring_aws_conf fil e: AWS keyring plugin configuration file location. Added in MySQL 5.7.19.
keyring_aws_data_fil e: AWS keyring plugin storage file location. Added in MySQL 5.7.19.
keyri ng_aws_r egi on: AWS keyring plugin region. Added in MySQL 5.7.19.

keyring_encrypted fil e_dat a: keyring_encrypted_file plugin data file. Added in MySQL
5.7.21.

keyring_encrypted_fil e _password: keyring_encrypted_file plugin password. Added in
MySQL 5.7.21.

keyring_fil e_dat a: keyring_file plugin data file. Added in MySQL 5.7.11.

keyring_okv_conf _dir: Oracle Key Vault keyring plugin configuration directory. Added in
MySQL 5.7.12.

keyri ng_oper ati ons: Whether keyring operations are enabled. Added in MySQL 5.7.21.

| og_backwar d_conpati bl e_user _defi ni ti ons: Whether to log CREATE/ALTER USER,
GRANT in backward-compatible fashion. Added in MySQL 5.7.6.

log builtin_as identified by password: Whether to log CREATE/ALTER USER, GRANT
in backward-compatible fashion. Added in MySQL 5.7.9.

| og_error_verbosity: Error logging verbosity level. Added in MySQL 5.7.2.

| og_sl ow _admi n_st at enent s: Log slow OPTIMIZE, ANALYZE, ALTER and other administrative
statements to the slow query log if it is open. Added in MySQL 5.7.1.

| og_sl ow sl ave_st at enent s: Cause slow statements as executed by the slave to be written to
the slow query log. Added in MySQL 5.7.1.

| og_statenents_unsafe_for_binl og: Disables error 1592 warnings being written to the error
log. Added in MySQL 5.7.11.
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| og_sysl og: Whether to write error log to syslog. Added in MySQL 5.7.5.
| og_sysl og_facility: Facility for syslog messages. Added in MySQL 5.7.5.

| og_sysl og_i ncl ude_pi d: Whether to include server PID in syslog messages. Added in MySQL
5.7.5.

| og_sysl og_t ag: Tag for server identifier in syslog messages. Added in MySQL 5.7.5.
| og_ti mest anps: Log timestamp format. Added in MySQL 5.7.2.

max_di gest _| engt h: The maximum digest size in bytes. Added in MySQL 5.7.6.
max_executi on_ti me: Statement execution timeout value. Added in MySQL 5.7.8.

max_poi nts_i n_geonet r y: Maximum number of points in geometry values for
ST_Buffer_Strategy(). Added in MySQL 5.7.8.

max_st at ement _t i ne: Statement execution timeout value. Added in MySQL 5.7.4.

nmecab_char set : The character set currently used by the MeCab full-text parser plugin. Added in
MySQL 5.7.6.

mecab_rc_fil e: Path to the mecabrc configuration file for the MeCab parser for full-text search.
Added in MySQL 5.7.6.

nysql _firewal | _node: Whether MySQL Enterprise Firewall is operational. Added in MySQL
5.7.9.

nysql _firewal | trace: Whether to enable firewall trace. Added in MySQL 5.7.9.

mysql _native_password_proxy_users: Whether the mysqgl_native_password authentication
plugin does proxying. Added in MySQL 5.7.7.

nysql x: Whether X Plugin is initialized. Added in MySQL 5.7.12.

nysql x_bi nd_addr ess: The network address X Plugin uses for connections. Added in MySQL
5.7.17.

mysql x_connect _ti nmeout : Maximum permitted waiting time in seconds for a connection to set up
a session. Added in MySQL 5.7.12.

mysql x_i dl e_wor ker _thread_ti neout: Time in seconds after which idle worker threads are
terminated. Added in MySQL 5.7.12.

nysql x_max_al | owed_packet : Maximum size of network packets that can be received by X
Plugin. Added in MySQL 5.7.12.

mysql x_nmax_connect i ons: Maximum number of concurrent client connections X Plugin can
accept. Added in MySQL 5.7.12.

mysql x_m n_wor ker _t hr eads: Minimum number of worker threads used for handling client
requests. Added in MySQL 5.7.12.

nysql x_por t: Port number on which X Plugin accepts TCP/IP connections. Added in MySQL
5.7.12.

nysql x_port _open_ti meout : Time which the X Plugin waits when accepting connections. Added
in MySQL 5.7.17.

mysql x_socket : Path to the socket where X Plugin listens for connections. Added in MySQL
5.7.15.

nysql x_ssl _ca: Path to SSL Certificate Authority file. Added in MySQL 5.7.12.
nysql x_ssl _capat h: SSL Certificate Authority file directory. Added in MySQL 5.7.12.
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mysql x_ssl _cert: Path to X.509 certficate. Added in MySQL 5.7.12.

mysql x_ssl _ci pher: SSL cipher to use. Added in MySQL 5.7.12.

mysql x_ssl _cr : Certificate revocation list. Added in MySQL 5.7.12.

mysql x_ssl _crl pat h: Certificate revocation list path. Added in MySQL 5.7.12.
nysql x_ssl _key: Path to X.509 key. Added in MySQL 5.7.12.

named_pi pe_ful | _access_group: Name of Windows group granted full access to the named
pipe. Added in MySQL 5.7.25.

ngr am t oken_si ze: Defines the n-gram token size for the full-text search ngram parser. Added in
MySQL 5.7.6.

of f1i ne_node: Whether server is offline. Added in MySQL 5.7.5.

par ser _nmax_nem si ze: Maximum amount of memory available to parser. Added in MySQL
5.7.12.

per f or mance- schema- consuner - event s-transacti ons- curr ent : Configure events-
transactions-current consumer. Added in MySQL 5.7.3.

per f or mance- schema- consuner - event s-transact i ons- hi st or y: Configure events-
transactions-history consumer. Added in MySQL 5.7.3.

per f or mance- schema- consuner - event s-transacti ons- hi st ory- | ong: Configure events-
transactions-history-long consumer. Added in MySQL 5.7.3.

performance_schema_events_transacti ons_hi story_| ong_si ze: Number of rows in the
events_transactions_history long table. Added in MySQL 5.7.3.

performance_schema_events_transacti ons_hi story_si ze: Number of rows per thread in
the events_transactions_history table. Added in MySQL 5.7.3.

performance_schenma_nax_di gest | engt h: The maximum Performance Schema digest size in
bytes. Added in MySQL 5.7.8.

performance_schenma_max_i ndex_st at : Maximum number of indexes to keep statistics for.
Added in MySQL 5.7.6.

performance_schenma_nmax_nenory_cl asses: The maximum number of memory instruments.
Added in MySQL 5.7.2.

performance_schema_max_rmet adat a_| ocks: The maximum number of metadata locks to track.
Added in MySQL 5.7.3.

performance_schema_max_prepared_st at enment s_i nst ances: Number of rows in the
prepared_statements_instances table. Added in MySQL 5.7.4.

per f or mance_schema_max_program i nst ances: The maximum number of stored programs for
statistics. Added in MySQL 5.7.2.

performance_schema_max_sql _text | engt h: The maximum number of bytes stored from
SQL statements. Added in MySQL 5.7.6.

performance_schema_nax_st at enent _st ack: The maximum stored program nesting for
statistics. Added in MySQL 5.7.2.

performance_schenma_max_t abl e | ock_st at : Maximum number of tables to keep lock
statistics for. Added in MySQL 5.7.6.

range_optinm zer _nmax_nem si ze: Limit on range optimizer memory consumption. Added in
MySQL 5.7.9.
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rbr _exec_node: Allows for switching the server between IDEMPOTENT mode (key and some
other errors suppressed) and STRICT mode; STRICT mode is the default. Added in MySQL 5.7.1.

require_secure_transport: Whether client connections must use secure transport. Added in
MySQL 5.7.8.

rewiter_enabl ed: Whether the example query rewrite plugin is enabled. Added in MySQL 5.7.6.
rewriter_verbose: For internal use. Added in MySQL 5.7.6.

rpl _sem sync_master _wait_for_slave count:How many slave acknowledgments the
master must receive per transaction before proceeding. Added in MySQL 5.7.3.

rpl _sem _sync_master _wait_point: The wait point for slave transaction receipt
acknowledgment. Added in MySQL 5.7.2.

rpl _stop_slave_tineout: Set the number of seconds that STOP SLAVE waits before timing out.
Added in MySQL 5.7.2.

session_track_gti ds: Enables a tracker which can be configured to track different GTIDs.
Added in MySQL 5.7.6.

sessi on_track _schena: Whether to track schema changes. Added in MySQL 5.7.4.
session_track_stat e_change: Whether to track session state changes. Added in MySQL 5.7.4.

session_track_system vari abl es: Session variables to track changes for. Added in MySQL
5.7.4.

session_track _transaction_i nf o: How to perform transaction tracking. Added in MySQL
5.7.8.

sha256_ password_aut o_gener at e _rsa_keys: Whether to autogenerate RSA key-pair files.
Added in MySQL 5.7.5.

sha256_passwor d_proxy_user s: Whether the sha256_password authentication plugin does
proxying. Added in MySQL 5.7.7.

show_compati bi |l i ty_56: Compatibility for SHOW STATUS/VARIABLES. Added in MySQL 5.7.6.

show create_tabl e verbosity: Whether to display ROW_FORMAT in SHOW CREATE
TABLE even if it has the default value. Added in MySQL 5.7.22.

show ol d_t enpor al s: Whether SHOW CREATE TABLE should indicate pre-5.6.4 temporal
columns. Added in MySQL 5.7.6.

sinmplified_binlog_gtid_recovery: Controls how binary logs are iterated during GTID
recovery. Added in MySQL 5.7.5.

sl ave- par al | el -t ype: Tells the slave to use timestamp information (LOGICAL_CLOCK) or
database partioning (DATABASE) to parallelize transactions. The default is LOGICAL_CLOCK..
Added in MySQL 5.7.2.

sl ave_paral |l el _type: Tells the slave to use timestamp information (LOGICAL_CLOCK) or
database partioning (DATABASE) to parallelize transactions.. Added in MySQL 5.7.2.

sl ave_preserve_conmit_order: Ensures that all commits by slave workers happen in the
same order as on the master to maintain consistency when using parallel applier threads.. Added in
MySQL 5.7.5.

super _read_onl y: Whether to ignore SUPER exceptions to read-only mode. Added in MySQL
5.7.8.

t hread_pool _al gorit hm The thread pool algorithm. Added in MySQL 5.7.9.
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thread_pool _high_priority_connecti on: Whether the current session is high priority. Added
in MySQL 5.7.9.

t hread_pool _max_unused_t hr eads: The maximum permitted humber of unused threads.
Added in MySQL 5.7.9.

t hread_pool prio_kickup_tiner:How long before a statement is moved to high-priority
execution. Added in MySQL 5.7.9.

t hread_pool _si ze: Number of thread groups in the thread pool. Added in MySQL 5.7.9.

thread_pool stall _|int:Howlong before a statement is defined as stalled. Added in MySQL
5.7.9.

t1 s_ver si on: Protocols permitted for encrypted connections. Added in MySQL 5.7.10.

transaction_wite_set extraction: Defines the algorithm used to hash the writes extracted
during a transaction. Added in MySQL 5.7.6.

val i dat e_password_check _user _nane: Whether to check passwords against user name.
Added in MySQL 5.7.15.

val i dat e_password_dictionary _file_| ast_par sed: When the dictionary file was last
parsed. Added in MySQL 5.7.8.

val i dat e_password _dictionary file_ words_count: Number of words in dictionary file.
Added in MySQL 5.7.8.

ver si on_t okens_sessi on: Client token list for Version Tokens. Added in MySQL 5.7.8.

ver si on_t okens_sessi on_nunber : For internal use. Added in MySQL 5.7.8.

Options and Variables Deprecated in MySQL 5.7

The following system variables, status variables, and options have been deprecated in MySQL 5.7.

| nnodb_avai | abl e_undo_|I ogs: Display the total number of InnoDB rollback segments; different
from innodb_rollback segments, which displays the number of active rollback segments. Deprecated
as of MySQL 5.7.19.

Qcache_free_bl ocks: Number of free memory blocks in the query cache. Deprecated as of
MySQL 5.7.20.

Qcache_free_nenory: The amount of free memory for the query cache. Deprecated as of MySQL
5.7.20.

Qache_hi t s: Number of query cache hits. Deprecated as of MySQL 5.7.20.
Qcache_i nsert s: Number of query cache inserts. Deprecated as of MySQL 5.7.20.

Qcache_| owrem pr unes: Number of queries that were deleted from the query cache due to lack of
free memory in the cache. Deprecated as of MySQL 5.7.20.

Qcache_not _cached: Number of noncached queries (not cacheable, or not cached due to the
query_cache_type setting). Deprecated as of MySQL 5.7.20.

Qcache_queri es_i n_cache: Number of queries registered in the query cache. Deprecated as of
MySQL 5.7.20.

Qcache_t ot al _bl ocks: The total number of blocks in the query cache. Deprecated as of MySQL
5.7.20.

Sl ave_heart beat peri od: The slave's replication heartbeat interval, in seconds. Deprecated as
of MySQL 5.7.6.
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Sl ave_| ast _heart beat : Shows when the latest heartbeat signal was received, in TIMESTAMP
format. Deprecated as of MySQL 5.7.6.

Sl ave_recei ved_heart beat s: Number of heartbeats received by a replication slave since
previous reset. Deprecated as of MySQL 5.7.6.

Sl ave_retried_transacti ons: The total number of times since startup that the replication slave
SQL thread has retried transactions. Deprecated as of MySQL 5.7.6.

Sl ave_r unni ng: The state of this server as a replication slave (slave 1/O thread status).
Deprecated as of MySQL 5.7.6.

avoi d_t enpor al _upgr ade: Whether ALTER TABLE should upgrade pre-5.6.4 temporal columns.
Deprecated as of MySQL 5.7.6.

bi nl og_nmax_fl ush_queue_t i ne: How long to read transactions before flushing to binary log.
Deprecated as of MySQL 5.7.9.

boot st r ap: Used by mysql installation scripts. Deprecated as of MySQL 5.7.6.

des- key-fil e: Load keys for des_encrypt() and des_encrypt from given file. Deprecated as of
MySQL 5.7.6.

di sabl e-partition-engi ne- check: Whether to disable the startup check for tables with
nonnative partitioning. Deprecated as of MySQL 5.7.17.

execut ed- gti ds- conpressi on- peri od: Deprecated and will be removed in a future version;
use the renamed gtid-executed-compression-period instead. Deprecated as of MySQL 5.7.6.

execut ed _gtids_conpressi on_peri od: Deprecated and will be removed in a future version;
use the renamed gtid_executed_compression_period instead. Deprecated as of MySQL 5.7.6.

group_replication_allow | ocal _disjoint_gtids_join:Allow the current server to join
the group even if it has transactions not present in the group. Deprecated as of MySQL 5.7.21.

have_crypt : Availability of the crypt() system call. Deprecated as of MySQL 5.7.6.

have query_cache: Whether mysqld supports query cache. Deprecated as of MySQL 5.7.20.

i gnor e- db- di r: Treat directory as nondatabase directory. Deprecated as of MySQL 5.7.16.

i gnor e_db_di r s: Directories treated as nondatabase directories. Deprecated as of MySQL 5.7.16.
i nnodb: Enable InnoDB (if this version of MySQL supports it). Deprecated as of MySQL 5.7.5.

i nnodb_fil e_fornmat: The format for new InnoDB tables. Deprecated as of MySQL 5.7.7.

i nnodb_fi | e_f ormat _check: Whether InnoDB performs file format compatibility checking.
Deprecated as of MySQL 5.7.7.

i nnodb_fi | e_f or mat _nmax: The file format tag in the shared tablespace. Deprecated as of
MySQL 5.7.7.

i nnodb_| ar ge_pr efi x: Enables longer keys for column prefix indexes. Deprecated as of MySQL
5.7.7.

i nnodb_support _xa: Enable InnoDB support for the XA two-phase commit. Deprecated as of
MySQL 5.7.10.

i nnodb_undo_| ogs: Defines the number of undo logs (rollback segments) used by InnoDB; an
alias for innodb_rollback _segments. Deprecated as of MySQL 5.7.19.

i nnodb_undo_t abl espaces: Number of tablespace files that rollback segments are divided
between. Deprecated as of MySQL 5.7.21.
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| og- war ni ngs: Log some noncritical warnings to the log file. Deprecated as of MySQL 5.7.2.

net adat a_| ocks_cache_si ze: Size of the metadata locks cache. Deprecated as of MySQL
5.7.4.

net adat a_| ocks_hash_i nst ances: Number of metadata lock hashes. Deprecated as of MySQL
5.7.4.

ol d_passwor ds: Selects password hashing method for PASSWORD(). Deprecated as of MySQL
5.7.6.

partition: Enable (or disable) partitioning support. Deprecated as of MySQL 5.7.16.

query_cache_ | i m t: Do not cache results that are bigger than this. Deprecated as of MySQL
5.7.20.

query_cache_mi n_r es_uni t : Minimal size of unit in which space for results is allocated (last unit
will be trimmed after writing all result data). Deprecated as of MySQL 5.7.20.

query_cache_si ze: The memory allocated to store results from old queries. Deprecated as of
MySQL 5.7.20.

query_cache_t ype: Query cache type. Deprecated as of MySQL 5.7.20.

query_cache_w ock_i nval i dat e: Invalidate queries in query cache on LOCK for write.
Deprecated as of MySQL 5.7.20.

secur e- aut h: Disallow authentication for accounts that have old (pre-4.1) passwords. Deprecated
as of MySQL 5.7.5.

show conpati bi ity 56: Compatibility for SHOW STATUS/VARIABLES. Deprecated as of
MySQL 5.7.6.

show ol d_t enpor al s: Whether SHOW CREATE TABLE should indicate pre-5.6.4 temporal
columns. Deprecated as of MySQL 5.7.6.

sinmplified binlog _gtid recovery: Controls how binary logs are iterated during GTID
recovery. Deprecated as of MySQL 5.7.6.

ski p- partition: Do not enable user-defined partitioning. Deprecated as of MySQL 5.7.16.
sync_frm Sync .frm to disk on create. Enabled by default. Deprecated as of MySQL 5.7.6.

t enp- pool : Using this option will cause most temporary files created to use a small set of names,
rather than a unique name for each new file. Deprecated as of MySQL 5.7.18.

t x_i sol ati on: The default transaction isolation level. Deprecated as of MySQL 5.7.20.

t x_read_onl y: Default transaction access mode. Deprecated as of MySQL 5.7.20.

Options and Variables Removed in MySQL 5.7

The following system variables, status variables, and options have been removed in MySQL 5.7.

Com show sl ave_st at us_nonbl ocki ng: Count of SHOW SLAVE STATUS NONBLOCKING
statements. Removed in MySQL 5.7.6.

Max_st at enent _ti me_exceeded: Number of statements that exceeded the execution timeout
value. Removed in MySQL 5.7.8.

Max_st at enent _ti me_set : Number of statements for which execution timeout was set. Removed
in MySQL 5.7.8.

Max_statenent tinme_set fail ed: Number of statements for which execution timeout setting
failed. Removed in MySQL 5.7.8.
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e bi nl oggi ng_i npossi bl e_node: Deprecated and will be removed in a future version. Use the
renamed binlog_error_action instead.. Removed in MySQL 5.7.6.

» defaul t-aut hentication-pl ugi n: The default authentication plugin. Removed in MySQL 5.7.2.

e innodb_addi ti onal _nem pool _si ze: Size of a memory pool InnoDB uses to store data
dictionary information and other internal data structures. Removed in MySQL 5.7.4.

» innodb_| og_checksum al gorit hm Specifies how to generate and verify the checksum stored in
each redo log disk block. Removed in MySQL 5.7.9.

e innodb_optim ze_poi nt _storage: Enable this option to store POINT data as fixed-length data
rather than a variable-length data. Removed in MySQL 5.7.6.

* innodb_use_sys_nal | oc: Whether InnoDB uses the OS or its own memory allocator. Removed in
MySQL 5.7.4.

* | 0g- sl ow adni n- st at enent s: Log slow OPTIMIZE, ANALYZE, ALTER and other administrative
statements to the slow query log if it is open. Removed in MySQL 5.7.1.

* | 0g- sl ow sl ave- st at ement s: Cause slow statements as executed by the slave to be written to
the slow query log. Removed in MySQL 5.7.1.

* | og_backward_conpati bl e_user_defi niti ons: Whether to log CREATE/ALTER USER,
GRANT in backward-compatible fashion. Removed in MySQL 5.7.9.

* max_stat enent _ti nme: Statement execution timeout value. Removed in MySQL 5.7.8.
» st orage_engi ne: The default storage engine. Removed in MySQL 5.7.5.

» thread_concurrency: Permits the application to give the threads system a hint for the desired
number of threads that should be run at the same time. Removed in MySQL 5.7.2.

* tinmed_mut exes: Specify whether to time mutexes (only InnoDB mutexes are currently supported).
Removed in MySQL 5.7.5.

1.6 MySQL Information Sources

This section lists sources of additional information that you may find helpful, such as MySQL websites,
mailing lists, user forums, and Internet Relay Chat.

1.6.1 MySQL Websites

The primary website for MySQL documentation is https://dev.mysqgl.com/doc/. Online and
downloadable documentation formats are available for the MySQL Reference Manual, MySQL
Connectors, and more.

The MySQL developers provide information about new and upcoming features as the MySQL Server
Blog.

1.6.2 MySQL Mailing Lists

This section introduces the MySQL mailing lists and provides guidelines as to how the lists should be
used. When you subscribe to a mailing list, you receive all postings to the list as email messages. You
can also send your own questions and answers to the list.

To subscribe to or unsubscribe from any of the mailing lists described in this section, visit http://
lists.mysqgl.com/. For most of them, you can select the regular version of the list where you get
individual messages, or a digest version where you get one large message per day.

Please do not send messages about subscribing or unsubscribing to any of the mailing lists, because
such messages are distributed automatically to thousands of other users.
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Your local site may have many subscribers to a MySQL mailing list. If so, the site may have a local
mailing list, so that messages sent from | i st s. mysql . comto your site are propagated to the local
list. In such cases, please contact your system administrator to be added to or dropped from the local
MySQL list.

To have traffic for a mailing list go to a separate mailbox in your mail program, set up a filter based on
the message headers. You can use either the Li st - | D: or Del i ver ed- To: headers to identify list
messages.

The MySQL mailing lists are as follows:

announce

The list for announcements of new versions of MySQL and related programs. This is a low-volume
list to which all MySQL users should subscribe.

nysql

The main list for general MySQL discussion. Please note that some topics are better discussed on
the more-specialized lists. If you post to the wrong list, you may not get an answer.

bugs

The list for people who want to stay informed about issues reported since the last release of MySQL
or who want to be actively involved in the process of bug hunting and fixing. See Section 1.7, “How
to Report Bugs or Problems”.

internal s

The list for people who work on the MySQL code. This is also the forum for discussions on MySQL
development and for posting patches.

nysql doc
The list for people who work on the MySQL documentation.
benchmar ks

The list for anyone interested in performance issues. Discussions concentrate on database
performance (not limited to MySQL), but also include broader categories such as performance of the
kernel, file system, disk system, and so on.

packagers

The list for discussions on packaging and distributing MySQL. This is the forum used by distribution
maintainers to exchange ideas on packaging MySQL and on ensuring that MySQL looks and feels as
similar as possible on all supported platforms and operating systems.

j ava

The list for discussions about the MySQL server and Java. It is mostly used to discuss JDBC drivers
such as MySQL Connector/J.

wi n32

The list for all topics concerning the MySQL software on Microsoft operating systems, such as
Windows 9x, Me, NT, 2000, XP, and 2003.

nmyodbc
The list for all topics concerning connecting to the MySQL server with ODBC.

gui -tool s
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The list for all topics concerning MySQL graphical user interface tools such as MySQL Workbench.
e cluster

The list for discussion of MySQL Cluster.
» dot net

The list for discussion of the MySQL server and the .NET platform. It is mostly related to MySQL
Connector/NET.

e plusplus

The list for all topics concerning programming with the C++ API for MySQL.
» perl

The list for all topics concerning Perl support for MySQL with DBD: : nysql .

If you're unable to get an answer to your questions from a MySQL mailing list or forum, one option is to
purchase support from Oracle. This puts you in direct contact with MySQL developers.

The following MySQL mailing lists are in languages other than English. These lists are not operated by
Oracle.

e <nysql -france-subscri be@ahoogr oups. con

A French mailing list.
e <list@inc.net>

A Korean mailing list. To subscribe, email subscri be nysql your @nei | . addr ess to this list.
e <nysql -de-request @i sts. 4t2. conp

A German mailing list. To subscribe, email subscri be nysql -de your @nai | . addr ess to this
list. You can find information about this mailing list at http://www.4t2.com/mysq]l/.

e <nmysql -br-request @i stas. | inkway.com br>

A Portuguese mailing list. To subscribe, email subscri be nysql - br your @nai | . address to
this list.

e <nysqgl -alta@l i stas. net>
A Spanish mailing list. To subscribe, email subscri be nysql your @nei |l . addr ess to this list.
1.6.2.1 Guidelines for Using the Mailing Lists

Please do not post mail messages from your browser with HTML mode turned on. Many users do not
read mail with a browser.

When you answer a question sent to a mailing list, if you consider your answer to have broad interest,
you may want to post it to the list instead of replying directly to the individual who asked. Try to make
your answer general enough that people other than the original poster may benefit from it. When you
post to the list, please make sure that your answer is not a duplication of a previous answer.

Try to summarize the essential part of the question in your reply. Do not feel obliged to quote the entire
original message.

When answers are sent to you individually and not to the mailing list, it is considered good etiquette to
summarize the answers and send the summary to the mailing list so that others may have the benefit
of responses you received that helped you solve your problem.
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1.6.3 MySQL Community Support at the MySQL Forums

The forums at http://forums.mysql.com are an important community resource. Many forums are
available, grouped into these general categories:

» Migration

* MySQL Usage

* MySQL Connectors

* Programming Languages
* Tools

 3rd-Party Applications

» Storage Engines

* MySQL Technology

» SQL Standards

» Business

1.6.4 MySQL Community Support on Internet Relay Chat (IRC)

In addition to the various MySQL mailing lists and forums, you can find experienced community people
on Internet Relay Chat (IRC). These are the best networks/channels currently known to us:

freenode (see http://www.freenode.net/ for servers)

o #nysql is primarily for MySQL questions, but other database and general SQL questions are
welcome. Questions about PHP, Perl, or C in combination with MySQL are also common.

» #wor kbench is primarily for MySQL Workbench related questions and thoughts, and it is also a
good place to meet the MySQL Workbench developers.

1.6.5 MySQL Enterprise

Oracle offers technical support in the form of MySQL Enterprise. For organizations that rely on the
MySQL DBMS for business-critical production applications, MySQL Enterprise is a commercial
subscription offering which includes:

* MySQL Enterprise Server

* MySQL Enterprise Monitor

» Monthly Rapid Updates and Quarterly Service Packs
* MySQL Knowledge Base

» 24x7 Technical and Consultative Support

MySQL Enterprise is available in multiple tiers, giving you the flexibility to choose the level of service
that best matches your needs. For more information, see MySQL Enterprise.

1.7 How to Report Bugs or Problems

Before posting a bug report about a problem, please try to verify that it is a bug and that it has not been
reported already:

 Start by searching the MySQL online manual at https://dev.mysqgl.com/doc/. We try to keep the
manual up to date by updating it frequently with solutions to newly found problems. In addition, the
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release notes accompanying the manual can be particularly useful since it is quite possible that a
newer version contains a solution to your problem. The release notes are available at the location
just given for the manual.

 If you get a parse error for an SQL statement, please check your syntax closely. If you cannot find
something wrong with it, it is extremely likely that your current version of MySQL Server doesn't
support the syntax you are using. If you are using the current version and the manual doesn't cover
the syntax that you are using, MySQL Server doesn't support your statement.

If the manual covers the syntax you are using, but you have an older version of MySQL Server, you
should check the MySQL change history to see when the syntax was implemented. In this case, you
have the option of upgrading to a newer version of MySQL Server.

» For solutions to some common problems, see Section B.6, “Problems and Common Errors”.

» Search the bugs database at http://bugs.mysql.com/ to see whether the bug has been reported and
fixed.

» Search the MySQL mailing list archives at http://lists.mysqgl.com/. See Section 1.6.2, “MySQL Mailing
Lists”.

* You can also use http://www.mysqgl.com/search/ to search all the Web pages (including the manual)
that are located at the MySQL website.

If you cannot find an answer in the manual, the bugs database, or the mailing list archives, check with
your local MySQL expert. If you still cannot find an answer to your question, please use the following
guidelines for reporting the bug.

The normal way to report bugs is to visit http://bugs.mysql.com/, which is the address for our bugs
database. This database is public and can be browsed and searched by anyone. If you log in to the
system, you can enter new reports.

Bugs posted in the bugs database at http://bugs.mysql.com/ that are corrected for a given release are
noted in the release notes.

If you find a sensitive security bug in MySQL Server, please let us know immediately by sending an
email message to <secal ert _us@r acl e. conm. Exception: Support customers should report all
problems, including security bugs, to Oracle Support at http://support.oracle.com/.

To discuss problems with other users, you can use one of the MySQL mailing lists. Section 1.6.2,
“MySQL Mailing Lists”.

Writing a good bug report takes patience, but doing it right the first time saves time both for us and for
yourself. A good bug report, containing a full test case for the bug, makes it very likely that we will fix
the bug in the next release. This section helps you write your report correctly so that you do not waste
your time doing things that may not help us much or at all. Please read this section carefully and make
sure that all the information described here is included in your report.

Preferably, you should test the problem using the latest production or development version of MySQL
Server before posting. Anyone should be able to repeat the bug by just using nysql test <
script_fil e onyourtestcase or by running the shell or Perl script that you include in the bug report.
Any bug that we are able to repeat has a high chance of being fixed in the next MySQL release.

It is most helpful when a good description of the problem is included in the bug report. That is, give a
good example of everything you did that led to the problem and describe, in exact detail, the problem
itself. The best reports are those that include a full example showing how to reproduce the bug or
problem. See Section 28.5, “Debugging and Porting MySQL".

Remember that it is possible for us to respond to a report containing too much information, but not to
one containing too little. People often omit facts because they think they know the cause of a problem
and assume that some details do not matter. A good principle to follow is that if you are in doubt about
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stating something, state it. It is faster and less troublesome to write a couple more lines in your report
than to wait longer for the answer if we must ask you to provide information that was missing from the
initial report.

The most common errors made in bug reports are (a) not including the version number of the MySQL
distribution that you use, and (b) not fully describing the platform on which the MySQL server is
installed (including the platform type and version number). These are highly relevant pieces of
information, and in 99 cases out of 100, the bug report is useless without them. Very often we get
guestions like, “Why doesn't this work for me?” Then we find that the feature requested wasn't
implemented in that MySQL version, or that a bug described in a report has been fixed in newer
MySQL versions. Errors often are platform-dependent. In such cases, it is next to impossible for us to
fix anything without knowing the operating system and the version number of the platform.

If you compiled MySQL from source, remember also to provide information about your compiler if

it is related to the problem. Often people find bugs in compilers and think the problem is MySQL-
related. Most compilers are under development all the time and become better version by version. To
determine whether your problem depends on your compiler, we need to know what compiler you used.
Note that every compiling problem should be regarded as a bug and reported accordingly.

If a program produces an error message, it is very important to include the message in your report. If
we try to search for something from the archives, it is better that the error message reported exactly
matches the one that the program produces. (Even the lettercase should be observed.) It is best

to copy and paste the entire error message into your report. You should never try to reproduce the
message from memory.

If you have a problem with Connector/ODBC (MyODBC), please try to generate a trace file and send it
with your report. See How to Report Connector/ODBC Problems or Bugs.

If your report includes long query output lines from test cases that you run with the nysql command-
line tool, you can make the output more readable by using the - - ver ti cal option or the \ Gstatement
terminator. The EXPLAI N SELECT example later in this section demonstrates the use of \ G

Please include the following information in your report:

» The version number of the MySQL distribution you are using (for example, MySQL 5.7.10). You can
find out which version you are running by executing nysql adm n ver si on. The nysql adni n
program can be found in the bi n directory under your MySQL installation directory.

» The manufacturer and model of the machine on which you experience the problem.

» The operating system name and version. If you work with Windows, you can usually get the name
and version number by double-clicking your My Computer icon and pulling down the “Help/About
Windows” menu. For most Unix-like operating systems, you can get this information by executing the
command unane - a.

» Sometimes the amount of memory (real and virtual) is relevant. If in doubt, include these values.

e The contents of the docs/ | NFO _BI Nfile from your MySQL installation. This file contains information
about how MySQL was configured and compiled.

« If you are using a source distribution of the MySQL software, include the name and version number
of the compiler that you used. If you have a binary distribution, include the distribution name.

* If the problem occurs during compilation, include the exact error messages and also a few lines of
context around the offending code in the file where the error occurs.

» If nysql d died, you should also report the statement that crashed nmysql d. You can usually get this
information by running nysql d with query logging enabled, and then looking in the log after mysql d
crashes. See Section 28.5, “Debugging and Porting MySQL".

« If a database table is related to the problem, include the output from the SHOW CREATE TABLE
db_nane. t bl _nane statement in the bug report. This is a very easy way to get the definition of
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any table in a database. The information helps us create a situation matching the one that you have
experienced.

The SQL mode in effect when the problem occurred can be significant, so please report the value
of the sgl _node system variable. For stored procedure, stored function, and trigger objects, the
relevant sgql _node value is the one in effect when the object was created. For a stored procedure
or function, the SHOW CREATE PROCEDURE or SHOWN CREATE FUNCTI ON statement shows the
relevant SQL mode, or you can query | NFORVATI ON_SCHENA for the information:

SELECT ROUTI NE_SCHEMA, ROUTI NE_NAME, SQ._MODE
FROM | NFORVATI ON_SCHENMA. ROUTI NES;

For triggers, you can use this statement:

SELECT EVENT_OBJECT_SCHEMA, EVENT_OBJECT_TABLE, TRI GGER _NAMVE, SQL_MODE
FROM | NFORVATI ON_SCHENA. TRI GGERS;

For performance-related bugs or problems with SELECT statements, you should always include

the output of EXPLAI N SELECT . . ., and at least the number of rows that the SELECT statement
produces. You should also include the output from SHOW CREATE TABLE t bl _nane for each
table that is involved. The more information you provide about your situation, the more likely it is that
someone can help you.

The following is an example of a very good bug report. The statements are run using the mysq|l
command-line tool. Note the use of the \ G statement terminator for statements that would otherwise
provide very long output lines that are difficult to read.

mysql > SHOW VARI ABLES;
nysql > SHOW COLUWS FROM ...\ G
<out put from SHOW COLUWNS>
nmysql > EXPLAIN SELECT ...\G
<out put from EXPLAI N>
nysql > FLUSH STATUS;
nysql > SELECT .. .;
<A short version of the output from SELECT,
including the tinme taken to run the query>
nysql > SHOW STATUS;
<out put from SHOW STATUS>

If a bug or problem occurs while running nmysql d, try to provide an input script that reproduces the
anomaly. This script should include any necessary source files. The more closely the script can
reproduce your situation, the better. If you can make a reproducible test case, you should upload it to
be attached to the bug report.

If you cannot provide a script, you should at least include the output from nysql admi n vari abl es
ext ended- st at us processl i st inyour report to provide some information on how your system
is performing.

If you cannot produce a test case with only a few rows, or if the test table is too big to be included in
the bug report (more than 10 rows), you should dump your tables using mysql dunp and create a
READIVE file that describes your problem. Create a compressed archive of your files using t ar and
gzi p or zi p. After you initiate a bug report for our bugs database at http://bugs.mysql.com/, click the
Files tab in the bug report for instructions on uploading the archive to the bugs database.

If you believe that the MySQL server produces a strange result from a statement, include not only the
result, but also your opinion of what the result should be, and an explanation describing the basis for
your opinion.

When you provide an example of the problem, it is better to use the table names, variable names,
and so forth that exist in your actual situation than to come up with new names. The problem could
be related to the name of a table or variable. These cases are rare, perhaps, but it is better to be
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safe than sorry. After all, it should be easier for you to provide an example that uses your actual
situation, and it is by all means better for us. If you have data that you do not want to be visible

to others in the bug report, you can upload it using the Files tab as previously described. If the
information is really top secret and you do not want to show it even to us, go ahead and provide an
example using other names, but please regard this as the last choice.

Include all the options given to the relevant programs, if possible. For example, indicate the
options that you use when you start the nysql d server, as well as the options that you use to run
any MySQL client programs. The options to programs such as nmysql d and mysql , and to the
conf i gur e script, are often key to resolving problems and are very relevant. It is never a bad idea
to include them. If your problem involves a program written in a language such as Perl or PHP,
please include the language processor's version number, as well as the version for any modules
that the program uses. For example, if you have a Perl script that uses the DBl and DBD: : nmysq|l
modules, include the version numbers for Perl, DBl , and DBD: : nysql .

If your question is related to the privilege system, please include the output of nysql admi n

r el oad, and all the error messages you get when trying to connect. When you test your privileges,
you should execute mysql adm n rel oad ver si on and try to connect with the program that gives
you trouble.

If you have a patch for a bug, do include it. But do not assume that the patch is all we need, or that
we can use it, if you do not provide some necessary information such as test cases showing the bug
that your patch fixes. We might find problems with your patch or we might not understand it at all. If
S0, we cannot use it.

If we cannot verify the exact purpose of the patch, we will not use it. Test cases help us here. Show
that the patch handles all the situations that may occur. If we find a borderline case (even a rare one)
where the patch will not work, it may be useless.

Guesses about what the bug is, why it occurs, or what it depends on are usually wrong. Even the
MySQL team cannot guess such things without first using a debugger to determine the real cause of
a bug.

Indicate in your bug report that you have checked the reference manual and mail archive so that
others know you have tried to solve the problem yourself.

If your data appears corrupt or you get errors when you access a particular table, first check your
tables with CHECK TABLE. If that statement reports any errors:

< The | nnoDB crash recovery mechanism handles cleanup when the server is restarted after being
killed, so in typical operation there is no need to “repair” tables. If you encounter an error with
| nnoDB tables, restart the server and see whether the problem persists, or whether the error
affected only cached data in memory. If data is corrupted on disk, consider restarting with the
i nnodb_force_recovery option enabled so that you can dump the affected tables.

» For non-transactional tables, try to repair them with REPAI R TABLE or with nmyi santhk. See
Chapter 5, MySQL Server Administration.

If you are running Windows, please verify the value of | ower case_t abl e_nanes using the SHOW
VARI ABLES LI KE ' | ower case_tabl e_nanmes' statement. This variable affects how the server
handles lettercase of database and table names. Its effect for a given value should be as described
in Section 9.2.2, “Identifier Case Sensitivity”.

If you often get corrupted tables, you should try to find out when and why this happens. In this case,
the error log in the MySQL data directory may contain some information about what happened. (This
is the file with the . er r suffix in the name.) See Section 5.4.2, “The Error Log”. Please include any
relevant information from this file in your bug report. Normally nysql d should never crash a table

if nothing killed it in the middle of an update. If you can find the cause of mysql d dying, it is much
easier for us to provide you with a fix for the problem. See Section B.6.1, “How to Determine What Is
Causing a Problem”.
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« If possible, download and install the most recent version of MySQL Server and check whether it
solves your problem. All versions of the MySQL software are thoroughly tested and should work
without problems. We believe in making everything as backward-compatible as possible, and you
should be able to switch MySQL versions without difficulty. See Section 2.1.1, “Which MySQL
Version and Distribution to Install”.

1.8 MySQL Standards Compliance

This section describes how MySQL relates to the ANSI/ISO SQL standards. MySQL Server has many
extensions to the SQL standard, and here you can find out what they are and how to use them. You
can also find information about functionality missing from MySQL Server, and how to work around
some of the differences.

The SQL standard has been evolving since 1986 and several versions exist. In this manual, “SQL-92"
refers to the standard released in 1992. “SQL:1999", “SQL:2003", “SQL:2008", and “SQL:2011" refer
to the versions of the standard released in the corresponding years, with the last being the most recent
version. We use the phrase “the SQL standard” or “standard SQL” to mean the current version of the
SQL Standard at any time.

One of our main goals with the product is to continue to work toward compliance with the SQL
standard, but without sacrificing speed or reliability. We are not afraid to add extensions to SQL

or support for non-SQL features if this greatly increases the usability of MySQL Server for a large
segment of our user base. The HANDLER interface is an example of this strategy. See Section 13.2.4,
“HANDLER Syntax”.

We continue to support transactional and nontransactional databases to satisfy both mission-critical
24/7 usage and heavy Web or logging usage.

MySQL Server was originally designed to work with medium-sized databases (10-100 million rows,
or about 100MB per table) on small computer systems. Today MySQL Server handles terabyte-
sized databases, but the code can also be compiled in a reduced version suitable for hand-held and
embedded devices. The compact design of the MySQL server makes development in both directions
possible without any conflicts in the source tree.

We are not targeting real-time support, although MySQL replication capabilities offer significant
functionality.

MySQL supports ODBC levels 0 to 3.51.

MySQL supports high-availability database clustering using the NDBCLUSTER storage engine. See
Chapter 21, MySQL NDB Cluster 7.5 and NDB Cluster 7.6.

We implement XML functionality which supports most of the W3C XPath standard. See Section 12.11,
“XML Functions”.

MySQL (5.7.8 and later) supports a native JSON data type as defined by RFC 7159, and based

on the ECMAScript standard (ECMA-262). See Section 11.6, “The JSON Data Type”. MySQL also
implements a subset of the SQL/JSON functions specified by a pre-publication draft of the SQL:2016
standard; see Section 12.17, “JSON Functions”, for more information.

Selecting SQL Modes

The MySQL server can operate in different SQL modes, and can apply these modes differently for
different clients, depending on the value of the sgl _node system variable. DBAs can set the global
SQL mode to match site server operating requirements, and each application can set its session SQL
mode to its own requirements.

Modes affect the SQL syntax MySQL supports and the data validation checks it performs. This makes
it easier to use MySQL in different environments and to use MySQL together with other database
servers.
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For more information on setting the SQL mode, see Section 5.1.10, “Server SQL Modes".

Running MySQL in ANSI Mode

To run MySQL Server in ANSI mode, start mysql d with the - - ansi option. Running the server in
ANSI mode is the same as starting it with the following options:

--transaction-isol ati on=SERI ALI ZABLE - - sql - nrode=ANSI

To achieve the same effect at runtime, execute these two statements:

SET GLOBAL TRANSACTI ON | SOLATI ON LEVEL SERI ALI ZABLE;
SET GLOBAL sql _node = ' ANSI ' ;

You can see that setting the sql _node system variable to * ANSI ' enables all SQL mode options that
are relevant for ANSI mode as follows:

nysqgl > SET GLOBAL sql _npde=' ANS| ' ;
nysql > SELECT @aBELOBAL. sql _node;
-> ' REAL_AS _FLOAT, Pl PES_AS_CONCAT, ANSI _QUOTES, | GNORE_SPACE, ANSI

Running the server in ANSI mode with - - ansi is not quite the same as setting the SQL mode to
" ANSI ' because the - - ansi option also sets the transaction isolation level.

See Section 5.1.6, “Server Command Options”.

1.8.1 MySQL Extensions to Standard SQL

MySQL Server supports some extensions that you probably will not find in other SQL DBMSs. Be
warned that if you use them, your code will not be portable to other SQL servers. In some cases, you
can write code that includes MySQL extensions, but is still portable, by using comments of the following
form:

/*! MySQL-specific code */

In this case, MySQL Server parses and executes the code within the comment as it would any other
SQL statement, but other SQL servers will ignore the extensions. For example, MySQL Server
recognizes the STRAI GHT_JO N keyword in the following statement, but other servers will not:

SELECT /*! STRAIGHT_JO N */ col1 FROM tabl el, t abl e2 WHERE . ..

If you add a version number after the ! character, the syntax within the comment is executed only if the
MySQL version is greater than or equal to the specified version number. The KEY_BLOCK_SI ZE clause
in the following comment is executed only by servers from MySQL 5.1.10 or higher:

CREATE TABLE t1(a INT, KEY (a)) /*!50110 KEY_BLOCK Sl ZE=1024 */;
The following descriptions list MySQL extensions, organized by category.
» Organization of data on disk

MySQL Server maps each database to a directory under the MySQL data directory, and maps tables
within a database to file names in the database directory. This has a few implications:

«  Database and table names are case-sensitive in MySQL Server on operating systems that
have case-sensitive file names (such as most Unix systems). See Section 9.2.2, “Identifier Case
Sensitivity”.
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You can use standard system commands to back up, rename, move, delete, and copy tables that
are managed by the My| SAMstorage engine. For example, it is possible to rename a Myl SAMtable
by renaming the . MYD, . M1, and . f r mfiles to which the table corresponds. (Nevertheless, it is
preferable to use RENAME TABLE or ALTER TABLE ... RENAME and let the server rename the
files.)

General language syntax

By default, strings can be enclosed by " as well as ' . If the ANSI _ QUOTES SQL mode is enabled,
strings can be enclosed only by ' and the server interprets strings enclosed by " as identifiers.

\ is the escape character in strings.

In SQL statements, you can access tables from different databases with the db_nane. t bl _nane
syntax. Some SQL servers provide the same functionality but call this User space. MySQL
Server doesn't support tablespaces such as used in statements like this: CREATE TABLE

ral ph.my_table ... IN nmy_tabl espace.

SQL statement syntax

The ANALYZE TABLE, CHECK TABLE, OPTI M ZE TABLE, and REPAI R TABLE statements.

The CREATE DATABASE, DROP DATABASE, and ALTER DATABASE statements. See
Section 13.1.11, “CREATE DATABASE Syntax”, Section 13.1.22, “DROP DATABASE Syntax”,
and Section 13.1.1, “ALTER DATABASE Syntax”.

The DO statement.

EXPLAI N SELECT to obtain a description of how tables are processed by the query optimizer.
The FLUSH and RESET statements.

The SET statement. See Section 13.7.4.1, “SET Syntax for Variable Assignment”.

The SHOWSstatement. See Section 13.7.5, “SHOW Syntax”. The information produced by many of
the MySQL-specific SHOWstatements can be obtained in more standard fashion by using SELECT
to query | NFORVATI ON_SCHENA. See Chapter 24, INFORMATION_SCHEMA Tables.

Use of LOAD DATA. In many cases, this syntax is compatible with Oracle LOAD DATA. See
Section 13.2.6, “LOAD DATA Syntax”.

Use of RENAME TABLE. See Section 13.1.33, “RENAME TABLE Syntax”.
Use of REPLACE instead of DELETE plus | NSERT. See Section 13.2.8, “REPLACE Syntax”.

Use of CHANGE col _nane, DROP col _nane, or DROP | NDEX, | GNORE or RENAME in ALTER
TABLE statements. Use of multiple ADD, ALTER, DROP, or CHANGE clauses in an ALTER TABLE
statement. See Section 13.1.8, “ALTER TABLE Syntax”.

Use of index names, indexes on a prefix of a column, and use of | NDEX or KEY in CREATE TABLE
statements. See Section 13.1.18, “CREATE TABLE Syntax”.

Use of TEMPORARY or | F NOT EXI STS with CREATE TABLE.

Use of | F EXI STS with DROP TABLE and DROP DATABASE.

The capability of dropping multiple tables with a single DROP TABLE statement.
The ORDER BY and LI M T clauses of the UPDATE and DELETE statements.

I NSERT | NTO tbl _nane SET col _nane = ... syntax.

49



MySQL Extensions to Standard SQL

The DELAYED clause of the | NSERT and REPLACE statements.
The LOW PRI ORI TY clause of the | NSERT, REPLACE, DELETE, and UPDATE statements.

Use of | NTO OUTFI LE or | NTO DUMPFI LE in SELECT statements. See Section 13.2.9, “SELECT
Syntax”.

Options such as STRAI GHT_JO Nor SQL_SVALL_ RESULT in SELECT statements.

You don't need to name all selected columns in the GROUP BY clause. This gives better
performance for some very specific, but quite normal queries. See Section 12.20, “Aggregate
(GROUP BY) Functions”.

You can specify ASC and DESC with GROUP BY, not just with ORDER BY.

The ability to set variables in a statement with the : = assignment operator. See Section 9.4, “User-
Defined Variables”.

Data types

The MEDI UM NT, SET, and ENUMdata types, and the various BLOB and TEXT data types.

The AUTO_| NCREMENT, Bl NARY, NULL, UNSI GNED, and ZERCFI LL data type attributes.

Functions and operators

To make it easier for users who migrate from other SQL environments, MySQL Server supports
aliases for many functions. For example, all string functions support both standard SQL syntax and
ODBC syntax.

MySQL Server understands the | | and && operators to mean logical OR and AND, as in the C
programming language. In MySQL Server, | | and OR are synonyms, as are &% and AND. Because
of this nice syntax, MySQL Server doesn't support the standard SQL | | operator for string
concatenation; use CONCAT( ) instead. Because CONCAT( ) takes any number of arguments, it is
easy to convert use of the | | operator to MySQL Server.

Use of COUNT( DI STI NCT val ue_| i st) whereval ue | i st has more than one element.

String comparisons are case insensitive by default, with sort ordering determined by the collation
of the current character set, which is | at i n1 (cp1252 West European) by default. To perform
case-sensitive comparisons instead, you should declare your columns with the Bl NARY attribute or
use the Bl NARY cast, which causes comparisons to be done using the underlying character code
values rather than a lexical ordering.

The %operator is a synonym for MOD( ) . That is, N % Mis equivalent to MOD( N, M) . %is
supported for C programmers and for compatibility with PostgreSQL.

The =, <>, <=, <, >=, >, <<, >>, <=> AND, OR, or LI KE operators may be used in expressions in
the output column list (to the left of the FROM) in SELECT statements. For example:
nysqgl > SELECT col 1=1 AND col 2=2 FROM ny_t abl e;

The LAST_I NSERT_| D() function returns the most recent AUTO_| NCREMENT value. See
Section 12.15, “Information Functions”.

LI KE is permitted on numeric values.

The REGEXP and NOT REGEXP extended regular expression operators.
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e CONCAT() or CHAR() with one argument or more than two arguments. (In MySQL Server, these
functions can take a variable number of arguments.)

« The BI T_COUNT(), CASE, ELT(), FROM DAYS(), FORMAT(), | F(), PASSWORD ) , ENCRYPT(),
VD5 () , ENCODE( ) , DECODE( ) , PERI OD_ADDX ) , PERI OD DI FF(), TO_DAYS(), and WEEKDAY( )
functions.

e Use of TRI M) to trim substrings. Standard SQL supports removal of single characters only.

« The GROUP BY functions STD( ), BI T_OR(), BI T_AND(), BI T_XOR() , and GROUP_CONCAT( ) .
See Section 12.20, “Aggregate (GROUP BY) Functions”.

1.8.2 MySQL Differences from Standard SQL

We try to make MySQL Server follow the ANSI SQL standard and the ODBC SQL standard, but
MySQL Server performs operations differently in some cases:

» There are several differences between the MySQL and standard SQL privilege systems. For
example, in MySQL, privileges for a table are not automatically revoked when you delete a table.
You must explicitly issue a REVOKE statement to revoke privileges for a table. For more information,
see Section 13.7.1.6, “REVOKE Syntax”.

» The CAST() function does not support cast to REAL or Bl G NT. See Section 12.10, “Cast Functions
and Operators”.

1.8.2.1 SELECT INTO TABLE Differences

MySQL Server doesn't support the SELECT ... | NTO TABLE Sybase SQL extension. Instead,
MySQL Server supports the | NSERT | NTO ... SELECT standard SQL syntax, which is basically the
same thing. See Section 13.2.5.1, “INSERT ... SELECT Syntax”. For example:

I NSERT I NTO thl _tenp2 (fld_id)
SELECT tbl _tenpl.fld_order_id
FROM t bl _tenpl WHERE tbl _tenpl.fld_order_id > 100;

Alternatively, you can use SELECT ... | NTO OUTFI LE or CREATE TABLE ... SELECT.

You can use SELECT ... | NTOwith user-defined variables. The same syntax can also be used
inside stored routines using cursors and local variables. See Section 13.2.9.1, “SELECT ... INTO
Syntax”.

1.8.2.2 UPDATE Differences

If you access a column from the table to be updated in an expression, UPDATE uses the current value
of the column. The second assignment in the following statement sets col 2 to the current (updated)
col 1 value, not the original col 1 value. The result is that col 1 and col 2 have the same value. This
behavior differs from standard SQL.

UPDATE t1 SET coll = coll + 1, col2 = col 1;

1.8.2.3 Foreign Key Differences
The MySQL implementation of foreign keys differs from the SQL standard in the following key respects:

« If there are several rows in the parent table that have the same referenced key value, | nnoDB acts
in foreign key checks as if the other parent rows with the same key value do not exist. For example,
if you have defined a RESTRI CT type constraint, and there is a child row with several parent rows,

I nnoDB does not permit the deletion of any of those parent rows.
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I nnoDB performs cascading operations through a depth-first algorithm, based on records in the
indexes corresponding to the foreign key constraints.

» A FOREI G\ KEY constraint that references a non-UNI QUE key is not standard SQL but rather an
| nnoDB extension.

» If ON UPDATE CASCADE or ON UPDATE SET NULL recurses to update the same table it has
previously updated during the same cascade, it acts like RESTRI CT. This means that you cannot
use self-referential ON UPDATE CASCADE or ON UPDATE SET NULL operations. This is to prevent
infinite loops resulting from cascaded updates. A self-referential ON DELETE SET NULL, on the
other hand, is possible, as is a self-referential ON DELETE CASCADE. Cascading operations may not
be nested more than 15 levels deep.

« In an SQL statement that inserts, deletes, or updates many rows, foreign key constraints (like unique
constraints) are checked row-by-row. When performing foreign key checks, | nnoDB sets shared row-
level locks on child or parent records that it must examine. MySQL checks foreign key constraints
immediately; the check is not deferred to transaction commit. According to the SQL standard, the
default behavior should be deferred checking. That is, constraints are only checked after the entire
SQL statement has been processed. This means that it is not possible to delete a row that refers to
itself using a foreign key.

For information about how the | nnoDB storage engine handles foreign keys, see Section 14.6.1.5,
“InnoDB and FOREIGN KEY Constraints”.

1.8.2.4'--' as the Start of a Comment

Standard SQL uses the Csyntax/* this is a coment */ for comments, and MySQL Server
supports this syntax as well. MySQL also support extensions to this syntax that enable MySQL-specific
SQL to be embedded in the comment, as described in Section 9.6, “Comment Syntax”.

Standard SQL uses “- - " as a start-comment sequence. MySQL Server uses # as the start comment
character. MySQL Server also supports a variant of the - - comment style. That is, the - - start-
comment sequence must be followed by a space (or by a control character such as a newline). The
space is required to prevent problems with automatically generated SQL queries that use constructs
such as the following, where we automatically insert the value of the payment for paynent :

UPDATE account SET credit=credit-paynent

Consider about what happens if paynent has a negative value such as - 1:

UPDATE account SET credit=credit--1

credit--1isavalid expression in SQL, but - - is interpreted as the start of a comment, part of
the expression is discarded. The result is a statement that has a completely different meaning than
intended:

UPDATE account SET credit=credit

The statement produces no change in value at all. This illustrates that permitting comments to start with
- - can have serious consequences.

Using our implementation requires a space following the - - for it to be recognized as a start-comment
sequence in MySQL Server. Therefore, credi t - - 1 is safe to use.

Another safe feature is that the nysql command-line client ignores lines that start with - - .

1.8.3 How MySQL Deals with Constraints
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MySQL enables you to work both with transactional tables that permit rollback and with
nontransactional tables that do not. Because of this, constraint handling is a bit different in MySQL
than in other DBMSs. We must handle the case when you have inserted or updated a lot of rows in a
nontransactional table for which changes cannot be rolled back when an error occurs.

The basic philosophy is that MySQL Server tries to produce an error for anything that it can detect
while parsing a statement to be executed, and tries to recover from any errors that occur while
executing the statement. We do this in most cases, but not yet for all.

The options MySQL has when an error occurs are to stop the statement in the middle or to recover as
well as possible from the problem and continue. By default, the server follows the latter course. This
means, for example, that the server may coerce invalid values to the closest valid values.

Several SQL mode options are available to provide greater control over handling of bad data values
and whether to continue statement execution or abort when errors occur. Using these options, you
can configure MySQL Server to act in a more traditional fashion that is like other DBMSs that reject
improper input. The SQL mode can be set globally at server startup to affect all clients. Individual
clients can set the SQL mode at runtime, which enables each client to select the behavior most
appropriate for its requirements. See Section 5.1.10, “Server SQL Modes”.

The following sections describe how MySQL Server handles different types of constraints.

1.8.3.1 PRIMARY KEY and UNIQUE Index Constraints

Normally, errors occur for data-change statements (such as | NSERT or UPDATE) that would violate

primary-key, unique-key, or foreign-key constraints. If you are using a transactional storage engine

such as | nnoDB, MySQL automatically rolls back the statement. If you are using a nontransactional
storage engine, MySQL stops processing the statement at the row for which the error occurred and
leaves any remaining rows unprocessed.

MySQL supports an | GNORE keyword for | NSERT, UPDATE, and so forth. If you use it, MySQL ignores
primary-key or unique-key violations and continues processing with the next row. See the section

for the statement that you are using (Section 13.2.5, “INSERT Syntax”, Section 13.2.11, “UPDATE
Syntax”, and so forth).

You can get information about the number of rows actually inserted or updated with the
nysql _i nfo() C API function. You can also use the SHOW WARNI NGS statement. See
Section 27.8.7.36, “mysql_info()”, and Section 13.7.5.40, “SHOW WARNINGS Syntax”.

I nnoDB and NDB tables support foreign keys. See Section 1.8.3.2, “FOREIGN KEY Constraints”.
1.8.3.2 FOREIGN KEY Constraints

Foreign keys let you cross-reference related data across tables, and foreign key constraints help keep
this spread-out data consistent.

MySQL supports ON UPDATE and ON DELETE foreign key references in CREATE TABLE and ALTER
TABLE statements. The available referential actions are RESTRI CT (the default), CASCADE, SET NULL,
and NO ACTI ON.

SET DEFAULT is also supported by the MySQL Server but is currently rejected as invalid by | nnoDB.
Since MySQL does not support deferred constraint checking, NO ACTI ONis treated as RESTRI CT. For
the exact syntax supported by MySQL for foreign keys, see Section 13.1.18.6, “Using FOREIGN KEY
Constraints”.

MATCH FULL, MATCH PARTI AL, and MATCH SI MPLE are allowed, but their use should be avoided,
as they cause the MySQL Server to ignore any ON DELETE or ON UPDATE clause used in the same
statement. MATCH options do not have any other effect in MySQL, which in effect enforces MATCH
SI MPLE semantics full-time.
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MySQL requires that foreign key columns be indexed; if you create a table with a foreign key constraint
but no index on a given column, an index is created.

You can obtain information about foreign keys from the | NFORVATI ON_SCHENMA. KEY_COLUWMN_USAGE
table. An example of a query against this table is shown here:

nysql > SELECT TABLE_SCHEMA, TABLE NAME, COLUMN NAVE, CONSTRAI NT_NAVE
> FROM | NFORMATI ON_SCHEMA. KEY_COLUMN_USAGE
> WHERE REFERENCED TABLE_SCHEMA |'S NOT NULL;

dooccocccococooan doococococoocoooao dooccococcooocooo dooccococooooococooo +
| TABLE_SCHEVA | TABLE_NAME | COLUWMN_NAME | CONSTRAI NT_NAME |
dooccocccococooan doococococoocoooao dooccococcooocooo dooccococooooococooo +
| fki1 | myuser | myuser_id | f |
| fki1 | product_order | customer_id | f2

| fki1 | product_order | product_id | f1

dooccocccococooan doococococoocoooao dooccococcooocooo dooccococooooococooo +

3 rows in set (0.01 sec)

Information about foreign keys on | nnoDB tables can also be found in the | NNODB_SYS FOREI GN and
| NNODB_SYS FOREI GN_COLS tables, in the | NFORMATI ON_SCHENA database.

| nnoDB and NDB tables support foreign keys. See Section 14.6.1.5, “InnoDB and FOREIGN KEY
Constraints”, for information specific to foreign key support in | nnoDB.

1.8.3.3 Constraints on Invalid Data

By default, MySQL is forgiving of invalid or improper data values and coerces them to valid values for
data entry. However, you can enable strict SQL mode to select more traditional treatment of bad values
such that the server rejects them and aborts the statement in which they occur. See Section 5.1.10,
“Server SQL Modes”.

This section describes the default (forgiving) behavior of MySQL, as well as the strict SQL mode and
how it differs.

If you are not using strict mode, then whenever you insert an “incorrect” value into a column, such as
a NULL into a NOT NULL column or a too-large numeric value into a numeric column, MySQL sets the
column to the “best possible value” instead of producing an error: The following rules describe in more
detail how this works:

* If you try to store an out of range value into a numeric column, MySQL Server instead stores zero,
the smallest possible value, or the largest possible value, whichever is closest to the invalid value.

» For strings, MySQL stores either the empty string or as much of the string as can be stored in the
column.

« If you try to store a string that does not start with a number into a numeric column, MySQL Server
stores 0.

» Invalid values for ENUMand SET columns are handled as described in Section 1.8.3.4, “ENUM and
SET Constraints”.

* MySQL permits you to store certain incorrect date values into DATE and DATETI ME columns (such
as' 2000- 02- 31" or' 2000- 02- 00" ). In this case, when an application has not enabled strict
SQL mode, it up to the application to validate the dates before storing them. If MySQL can store a
date value and retrieve exactly the same value, MySQL stores it as given. If the date is totally wrong
(outside the server's ability to store it), the special “zero” date value ' 0000- 00- 00" is stored in the
column instead.

« If you try to store NULL into a column that doesn't take NULL values, an error occurs for single-
row | NSERT statements. For multiple-row | NSERT statements or for | NSERT | NTO ... SELECT
statements, MySQL Server stores the implicit default value for the column data type. In general, this
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is 0 for numeric types, the empty string (' ' ) for string types, and the “zero” value for date and time
types. Implicit default values are discussed in Section 11.7, “Data Type Default Values”.

 If an | NSERT statement specifies no value for a column, MySQL inserts its default value if the
column definition includes an explicit DEFAULT clause. If the definition has no such DEFAULT clause,
MySQL inserts the implicit default value for the column data type.

The reason for using the preceding rules in nonstrict mode is that we can't check these conditions until
the statement has begun executing. We can't just roll back if we encounter a problem after updating

a few rows, because the storage engine may not support rollback. The option of terminating the
statement is not that good; in this case, the update would be “half done,” which is probably the worst
possible scenario. In this case, it is better to “do the best you can” and then continue as if nothing
happened.

You can select stricter treatment of input values by using the STRI CT_TRANS_TABLES or
STRI CT_ALL_TABLES SQL modes:

SET sql _node
SET sqgl _node

' STRI CT_TRANS_TABLES' ;
' STRI CT_ALL_TABLES' ;

STRI CT_TRANS_TABLES enables strict mode for transactional storage engines, and also to some
extent for nontransactional engines. It works like this:

» For transactional storage engines, bad data values occurring anywhere in a statement cause the
statement to abort and roll back.

» For nontransactional storage engines, a statement aborts if the error occurs in the first row to be
inserted or updated. (When the error occurs in the first row, the statement can be aborted to leave
the table unchanged, just as for a transactional table.) Errors in rows after the first do not abort the
statement, because the table has already been changed by the first row. Instead, bad data values
are adjusted and result in warnings rather than errors. In other words, with STRI CT_TRANS TABLES,
a wrong value causes MySQL to roll back all updates done so far, if that can be done without
changing the table. But once the table has been changed, further errors result in adjustments and
warnings.

For even stricter checking, enable STRI CT_ALL_TABLES. This is the same as

STRI CT_TRANS_TABLES except that for nontransactional storage engines, errors abort the statement
even for bad data in rows following the first row. This means that if an error occurs partway through

a multiple-row insert or update for a nontransactional table, a partial update results. Earlier rows are
inserted or updated, but those from the point of the error on are not. To avoid this for nontransactional
tables, either use single-row statements or else use STRI CT_TRANS_ TABLES if conversion warnings
rather than errors are acceptable. To avoid problems in the first place, do not use MySQL to check
column content. It is safest (and often faster) to let the application ensure that it passes only valid
values to the database.

With either of the strict mode options, you can cause errors to be treated as warnings by using | NSERT
| GNORE or UPDATE | GNORE rather than | NSERT or UPDATE without | GNORE.

1.8.3.4 ENUM and SET Constraints

ENUMand SET columns provide an efficient way to define columns that can contain only a given set of
values. See Section 11.4.4, “The ENUM Type”, and Section 11.4.5, “The SET Type”".

With strict mode enabled (see Section 5.1.10, “Server SQL Modes”), the definition of a ENUMor SET
column acts as a constraint on values entered into the column. An error occurs for values that do not
satisfy these conditions:

» An ENUMvalue must be one of those listed in the column definition, or the internal numeric equivalent
thereof. The value cannot be the error value (that is, 0 or the empty string). For a column defined as
ENUM"a','b'","c"),valuessuchas'','d"',or'ax" areinvalid and are rejected.
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» A SET value must be the empty string or a value consisting only of the values listed in the column
definition separated by commas. For a column defined as SET('a', ' b',"' ¢'), valuessuchas' d'
or'a, b, c,d areinvalid and are rejected.

Errors for invalid values can be suppressed in strict mode if you use | NSERT | GNORE or UPDATE

| GNORE. In this case, a warning is generated rather than an error. For ENUM the value is inserted as
the error member (0). For SET, the value is inserted as given except that any invalid substrings are
deleted. For example, ' a, x, b, y' resultsin avalue of' a, b' .

1.9 Credits

The following sections list developers, contributors, and supporters that have helped to make MySQL
what it is today.

1.9.1 Contributors to MySQL

Although Oracle Corporation and/or its affiliates own all copyrights in the MySQL ser ver and the
MySQL manual , we wish to recognize those who have made contributions of one kind or another to
the MySQL di stri buti on. Contributors are listed here, in somewhat random order:

e Gianmassimo Vigazzola <gwer g@rbox. vol . it>or<gwerg@in.it>
The initial port to Win32/NT.
 Per Eric Olsson
For constructive criticism and real testing of the dynamic record format.
 Irena Pancirov <i r ena@ai | . yacc.it>
Win32 port with Borland compiler. nysql shut down. exe and nysql wat ch. exe.
» David J. Hughes

For the effort to make a shareware SQL database. At TcX, the predecessor of MySQL AB, we
started with n5QL, but found that it couldn't satisfy our purposes so instead we wrote an SQL
interface to our application builder Unireg. mysql adm n and nysql client are programs that were
largely influenced by their nSQL counterparts. We have put a lot of effort into making the MySQL
syntax a superset of TSQL. Many of the API's ideas are borrowed from nSQL to make it easy to port
free n5QL programs to the MySQL API. The MySQL software doesn't contain any code from nSQL.
Two files in the distribution (cl i ent /i nsert _test.candclient/sel ect test.c)arebased
on the corresponding (noncopyrighted) files in the nSQL distribution, but are modified as examples
showing the changes necessary to convert code from nSQL to MySQL Server. (m5QL is copyrighted
David J. Hughes.)

 Patrick Lynch
For helping us acquire http://www.mysqgl.com/.
* Fred Lindberg

For setting up gmail to handle the MySQL mailing list and for the incredible help we got in managing
the MySQL mailing lists.

» Igor Romanenko <i gor @ r og. ki ev. ua>
nysql dunp (previously nsql dunp, but ported and enhanced by Monty).
* Yuri Dario

For keeping up and extending the MySQL OS/2 port.
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Contributors to MySQL

Tim Bunce

Author of nysql hot copy.

Zarko Mocnik <zar ko. nocni k@em si >

Sorting for Slovenian language.

"TAMITO" <t onmy @al | ey. ne. j p>

The _MB character set macros and the ujis and sjis character sets.

Joshua Chamas <j oshua@hanes. conr

Base for concurrent insert, extended date syntax, debugging on NT, and answering on the MySQL

mailing list.

Yves Carlier <Yves. Car |l i er @ ug. ac. be>

nysql access, a program to show the access rights for a user.
Rhys Jones <r hys@wal es. con» (And GWE Technologies Limited)
For one of the early JDBC drivers.

Dr Xiaokun Kelvin ZHU <X. Zhu@r ad. ac. uk>

Further development of one of the early JDBC drivers and other MySQL-related Java tools.

James Cooper <pi xel @r gani c. conp

For setting up a searchable mailing list archive at his site.

Rick Mehalick <Ri ck_Mehal i ck@ - 0. conw

For xmysql , a graphical X client for MySQL Server.

Doug Sisk <si sk@i x. conw

For providing RPM packages of MySQL for Red Hat Linux.
Diemand Alexander V. <axel d@i al . et hz. ch>

For providing RPM packages of MySQL for Red Hat Linux-Alpha.
Antoni Pamies Olive <t oni @ eadysoft. es>

For providing RPM versions of a lot of MySQL clients for Intel and SPARC.
Jay Bloodworth <j ay @at hways. sde. st ate. sc. us>

For providing RPM versions for MySQL 3.21.

David Sacerdote <davi ds@ecnet . con>

Ideas for secure checking of DNS host names.

Wei-Jou Chen <j ou@enatic.ieo. nctu. edu.tw>

Some support for Chinese(BIG5) characters.

Wei He <hewei @mi | . i ed. ac. cn>

A lot of functionality for the Chinese(GBK) character set.
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Jan Pazdziora <adel ton@ i . nuni . cz>
Czech sorting order.
Zeev Suraski <bour bon@et vi si on. net.il >

FROM_UNI XTI ME() time formatting, ENCRYPT( ) functions, and bi son advisor. Active mailing list
member.

Luuk de Boer <l uuk@uxs. nl >

Ported (and extended) the benchmark suite to DBI /DBD. Have been of great help with cr ash- ne
and running benchmarks. Some new date functions. The nmysql _set per ni ssi on script.

Alexis Mikhailov <r oot @®=di nf . chuvashi a. su>

User-defined functions (UDFs); CREATE FUNCTI ONand DROP FUNCTI ON.
Andreas F. Bobak <bobak@ el og. ch>

The AGGREGATE extension to user-defined functions.

Ross Wakelin <R. Wakel i n@rar ch. co. uk>

Help to set up InstallShield for MySQL-Win32.

Jethro Wright lll <j et man@i . net >

The | i bnysqgl . dl | library.

James Pereria <j perei ra@ afri ca. conp

Mysglmanager, a Win32 GUI tool for administering MySQL Servers.

Curt Sampson <cj s@ortal . ca>

Porting of MIT-pthreads to NetBSD/Alpha and NetBSD 1.3/i386.

Martin Ramsch <m ransch@onput er . or g>

Examples in the MySQL Tutorial.

Steve Harvey

For making nysql access more secure.

Konark IA-64 Centre of Persistent Systems Private Limited

Help with the Win64 port of the MySQL server.

Albert Chin-A-Young.

Configure updates for Tru64, large file support and better TCP wrappers support.
John Birrell

Emulation of pt hr ead_nut ex() for OS/2.

Benjamin Pflugmann

Extended VERGE tables to handle | NSERTS. Active member on the MySQL mailing lists.
Jocelyn Fournier

Excellent spotting and reporting innumerable bugs (especially in the MySQL 4.1 subquery code).
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e Marc Liyanage

Maintaining the OS X packages and providing invaluable feedback on how to create OS X packages.
* Robert Rutherford

Providing invaluable information and feedback about the QNX port.
» Previous developers of NDB Cluster

Lots of people were involved in various ways summer students, master thesis students, employees.
In total more than 100 people so too many to mention here. Notable name is Ataullah Dabaghi who
up until 1999 contributed around a third of the code base. A special thanks also to developers of

the AXE system which provided much of the architectural foundations for NDB Cluster with blocks,
signals and crash tracing functionality. Also credit should be given to those who believed in the ideas
enough to allocate of their budgets for its development from 1992 to present time.

» Google Inc.

We wish to recognize Google Inc. for contributions to the MySQL distribution: Mark Callaghan's SMP
Performance patches and other patches.

Other contributors, bugfinders, and testers: James H. Thompson, Maurizio Menghini, Wojciech

Tryc, Luca Berra, Zarko Mocnik, Wim Bonis, Elmar Haneke, <j ehanby @ i ght si de>,

<psm t h@ayNet wor ks. conP, <duane@onnect . com au>, Ted Deppner <t ed@syber . conp,
Mike Simons, Jaakko Hyvatti.

And lots of bug report/patches from the folks on the mailing list.
A big tribute goes to those that help us answer questions on the MySQL mailing lists:
e Daniel Koch <dkoch@ntity. con»
Irix setup.
* Luuk de Boer <l uuk@ws. nl >
Benchmark questions.
» Tim Sailer <t ps@iser s. buoy. cone
DBD: : mysql questions.
» Boyd Lynn Gerber <ger ber b@enez. conr
SCO-related questions.
* Richard Mehalick <RML86061@hel | us. con®
xmysql -related questions and basic installation questions.
» Zeev Suraski <bour bon@et vi si on. net. il >

Apache module configuration questions (log & auth), PHP-related questions, SQL syntax-related
questions and other general questions.

» Francesc Guasch <franki e@i tel . upc. es>
General questions.
e Jonathan J Smith <j sm t h@ p. net >

Questions pertaining to OS-specifics with Linux, SQL syntax, and other things that might need some
work.
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David Sklar <skl ar @t udent . net >

Using MySQL from PHP and Perl.

Alistair MacDonald <A. MacDonal d@el . ac. uk>
Is flexible and can handle Linux and perhaps HP-UX.
John Lyon <j | yon@ nag. net >

Questions about installing MySQL on Linux systems, using either . r pmfiles or compiling from
source.

Lorvid Ltd. <I or vi d@\OLFENET. con®

Simple billing/license/support/copyright issues.

Patrick Sherrill <pat ri ck@oconet. cone

ODBC and VisualC++ interface questions.

Randy Harmon <r j har nron@pt i meconput ers. con®

DBD, Linux, some SQL syntax questions.

1.9.2 Documenters and translators

The following people have helped us with writing the MySQL documentation and translating the
documentation or error messages in MySQL.

Paul DuBois

Ongoing help with making this manual correct and understandable. That includes rewriting Monty's
and David's attempts at English into English as other people know it.

Kim Aldale
Helped to rewrite Monty's and David's early attempts at English into English.
Michael J. Miller Jr. <nke@ errapi n. turbolift.conr

For the first MySQL manual. And a lot of spelling/language fixes for the FAQ (that turned into the
MySQL manual a long time ago).

Yan Cailin

First translator of the MySQL Reference Manual into simplified Chinese in early 2000 on which the
Big5 and HK coded versions were based.

Jay Flaherty <f t y@redi apul se. con

Big parts of the Perl DBI /DBD section in the manual.

Paul Southworth <paul s@t ext . or g>, Ray Loyzaga <yar @s. su. 0z. au>
Proof-reading of the Reference Manual.

Therrien Gilbert <gi | bert @ can. net >, Jean-Marc Pouyot <] np@cal aire. fr>
French error messages.

Petr Snajdr, <snaj dr @vt . net >

Czech error messages.
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» Jaroslaw Lewandowski <j ot el @t net. com pl >
Polish error messages.

» Miguel Angel Fernandez Roiz
Spanish error messages.

* Roy-Magne Mo <r nro@ww. hi vol da. no>
Norwegian error messages and testing of MySQL 3.21.xx.

e Timur |. Bakeyev <r oot @i nur .t at ar st an. r u>
Russian error messages.

* <brenno@lew nt er. conm & Filippo Grassilli <phi | @yppo. con>
Italian error messages.

e Dirk Munzinger <di rk@rinity. saar. de>
German error messages.

* Billik Stefan <bi | I i k@un. uni ag. sk>
Slovak error messages.

» Stefan Saroiu <t zoonpy@s. washi ngt on. edu>
Romanian error messages.

» Peter Feher
Hungarian error messages.

* Roberto M. Serqueira
Portuguese error messages.

» Carsten H. Pedersen
Danish error messages.

» Arjen Lentz

Dutch error messages, completing earlier partial translation (also work on consistency and spelling).

1.9.3 Packages that support MySQL

The following is a list of creators/maintainers of some of the most important APIl/packages/applications
that a lot of people use with MySQL.

We cannot list every possible package here because the list would then be way to hard to maintain. For
other packages, please refer to the software portal at http://solutions.mysqgl.com/software/.

» Tim Bunce, Alligator Descartes
For the DBD (Perl) interface.
» Andreas Koenig <a. koeni g@ri nd. de>

For the Perl interface for MySQL Server.
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» Jochen Wiedmann <wi edmann@eckar - al b. de>
For maintaining the Perl DBD: : nysql module.

» Eugene Chan <eugene@cenet.com sg>
For porting PHP for MySQL Server.

» Georg Richter

MySQL 4.1 testing and bug hunting. New PHP 5.0 nysql i extension (API) for use with MySQL 4.1
and up.

* Giovanni Maruzzelli<maruzz@mtrice.it>
For porting iODBC (Unix ODBC).
o Xavier Leroy <Xavi er. Leroy@nria.fr>

The author of LinuxThreads (used by the MySQL Server on Linux).

1.9.4 Tools that were used to create MySQL

The following is a list of some of the tools we have used to create MySQL. We use this to express our
thanks to those that has created them as without these we could not have made MySQL what it is
today.

* Free Software Foundation

From whom we got an excellent compiler (gcc), an excellent debugger (gdb and the | i bc library
(from which we have borrowed st rt o. ¢ to get some code working in Linux).

» Free Software Foundation & The XEmacs development team
For a really great editor/environment.
» Julian Seward

Author of val gri nd, an excellent memory checker tool that has helped us find a lot of otherwise
hard to find bugs in MySQL.

» Dorothea Litkehaus and Andreas Zeller

For DDD (The Data Display Debugger) which is an excellent graphical front end to gdb).

1.9.5 Supporters of MySQL

Although Oracle Corporation and/or its affiliates own all copyrights in the MySQL server and

the MySQL manual , we wish to recognize the following companies, which helped us finance the
development of the MySQL ser ver, such as by paying us for developing a new feature or giving us
hardware for development of the MySQL ser ver.

* VA Linux / Andover.net
Funded replication.
* NuSphere
Editing of the MySQL manual.
» Stork Design studio

The MySQL website in use between 1998-2000.
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Intel

Contributed to development on Windows and Linux platforms.

Compagq

Contributed to Development on Linux/Alpha.
SWSoft

Development on the embedded mysql d version.
FutureQuest

The - - ski p- show dat abase option.

63



64



Chapter 2 Installing and Upgrading MySQL
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This chapter describes how to obtain and install MySQL. A summary of the procedure follows and later
sections provide the details. If you plan to upgrade an existing version of MySQL to a hewer version
rather than install MySQL for the first time, see Section 2.11, “Upgrading MySQL”, for information about
upgrade procedures and about issues that you should consider before upgrading.

If you are interested in migrating to MySQL from another database system, see Section A.8, “MySQL
5.7 FAQ: Migration”, which contains answers to some common questions concerning migration issues.

Installation of MySQL generally follows the steps outlined here:

1.

Determine whether MySQL runs and is supported on your platform.

Please note that not all platforms are equally suitable for running MySQL, and that not all
platforms on which MySQL is known to run are officially supported by Oracle Corporation. For
information about those platforms that are officially supported, see https://www.mysql.com/support/
supportedplatforms/database.html on the MySQL website.

Choose which distribution to install.

Several versions of MySQL are available, and most are available in several distribution formats.
You can choose from pre-packaged distributions containing binary (precompiled) programs or
source code. When in doubt, use a binary distribution. Oracle also provides access to the MySQL
source code for those who want to see recent developments and test new code. To determine
which version and type of distribution you should use, see Section 2.1.1, “Which MySQL Version
and Distribution to Install”.

Download the distribution that you want to install.

For instructions, see Section 2.1.2, “How to Get MySQL". To verify the integrity of the distribution,
use the instructions in Section 2.1.3, “Verifying Package Integrity Using MD5 Checksums or
GnuPG”.

Install the distribution.

To install MySQL from a binary distribution, use the instructions in Section 2.2, “Installing MySQL
on Unix/Linux Using Generic Binaries”.

To install MySQL from a source distribution or from the current development source tree, use the
instructions in Section 2.9, “Installing MySQL from Source”.
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5. Perform any necessary postinstallation setup.

After installing MySQL, see Section 2.10, “Postinstallation Setup and Testing” for information

about making sure the MySQL server is working properly. Also refer to the information provided

in Section 2.10.4, “Securing the Initial MySQL Account”. This section describes how to secure the
initial MySQL r oot user account, which has no password until you assign one. The section applies
whether you install MySQL using a binary or source distribution.

6. If you want to run the MySQL benchmark scripts, Perl support for MySQL must be available. See
Section 2.13, “Perl Installation Notes”.

Instructions for installing MySQL on different platforms and environments is available on a platform by
platform basis:

e Unix, Linux, FreeBSD

For instructions on installing MySQL on most Linux and Unix platforms using a generic binary (for
example, a. t ar . gz package), see Section 2.2, “Installing MySQL on Unix/Linux Using Generic
Binaries”.

For information on building MySQL entirely from the source code distributions or the source code
repositories, see Section 2.9, “Installing MySQL from Source”

For specific platform help on installation, configuration, and building from source see the
corresponding platform section:

 Linux, including notes on distribution specific methods, see Section 2.5, “Installing MySQL on
Linux”.

 Solaris, including PKG and IPS formats, see Section 2.7, “Installing MySQL on Solaris”.
* IBM AIX, see Section 2.7, “Installing MySQL on Solaris”.
* FreeBSD, see Section 2.8, “Installing MySQL on FreeBSD”.

* Microsoft Windows

For instructions on installing MySQL on Microsoft Windows, using either the MySQL Installer or
Zipped binary, see Section 2.3, “Installing MySQL on Microsoft Windows”.

For information about managing MySQL instances, see Section 2.3.4, “MySQL Notifier”.

For details and instructions on building MySQL from source code using Microsoft Visual Studio, see
Section 2.9, “Installing MySQL from Source”.

+ OSX

For installation on OS X, including using both the binary package and native PKG formats, see
Section 2.4, “Installing MySQL on macOS”.

For information on making use of an OS X Launch Daemon to automatically start and stop MySQL,
see Section 2.4.3, “Installing a MySQL Launch Daemon”.

For information on the MySQL Preference Pane, see Section 2.4.4, “Installing and Using the MySQL
Preference Pane”.

2.1 General Installation Guidance

The immediately following sections contain the information necessary to choose, download, and verify
your distribution. The instructions in later sections of the chapter describe how to install the distribution
that you choose. For binary distributions, see the instructions at Section 2.2, “Installing MySQL on
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Unix/Linux Using Generic Binaries” or the corresponding section for your platform if available. To build
MySQL from source, use the instructions in Section 2.9, “Installing MySQL from Source”.

2.1.1 Which MySQL Version and Distribution to Install

MySQL is available on a number of operating systems and platforms. For information about those
platforms that are officially supported, see https://www.mysgl.com/support/supportedplatforms/
database.html on the MySQL website.

MySQL is available on many operating systems and platforms. For information about platforms

supported by GA releases of MySQL, see https://www.mysqgl.com/support/supportedplatforms/

database.html. For development versions of MySQL, builds are available for a number of platforms
at http://dev.mysqgl.com/downloads/mysql/5.7.html. To learn more about MySQL Support, see https://

www.mysql.com/support/.

When preparing to install MySQL, decide which version and distribution format (binary or source) to

use.

First, decide whether to install a development release or a General Availability (GA) release.
Development releases have the newest features, but are not recommended for production use. GA
releases, also called production or stable releases, are meant for production use. We recommend
using the most recent GA release.

The naming scheme in MySQL 5.7 uses release names that consist of three numbers and an optional
suffix; for example, mysql-5.7.1-m1. The numbers within the release name are interpreted as follows:

» The first number (5) is the major version number.

e The second number (7) is the minor version number. Taken together, the major and minor numbers
constitute the release series number. The series number describes the stable feature set.

» The third number (1) is the version number within the release series. This is incremented for each
new bugfix release. In most cases, the most recent version within a series is the best choice.

Release names can also include a suffix to indicate the stability level of the release. Releases within
a series progress through a set of suffixes to indicate how the stability level improves. The possible
suffixes are:

* mN (for example, m1, m2, m3, ...) indicates a milestone number. MySQL development uses a
milestone model, in which each milestone introduces a small subset of thoroughly tested features.
From one milestone to the next, feature interfaces may change or features may even be removed,
based on feedback provided by community members who try these earily releases. Features within
milestone releases may be considered to be of pre-production quality.

 rc indicates a Release Candidate (RC). Release candidates are believed to be stable, having passed
all of MySQL's internal testing. New features may still be introduced in RC releases, but the focus
shifts to fixing bugs to stabilize features introduced earlier within the series.

» Absence of a suffix indicates a General Availability (GA) or Production release. GA releases are
stable, having successfully passed through the earlier release stages, and are believed to be
reliable, free of serious bugs, and suitable for use in production systems.

Development within a series begins with milestone releases, followed by RC releases, and finally
reaches GA status releases.

After choosing which MySQL version to install, decide which distribution format to install for your
operating system. For most use cases, a binary distribution is the right choice. Binary distributions are
available in native format for many platforms, such as RPM packages for Linux or DMG packages for
OS X. Distributions are also available in more generic formats such as Zip archives or compressed t ar
files. On Windows, you can use the MySQL Installer to install a binary distribution.

Under some circumstances, it may be preferable to install MySQL from a source distribution:
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* You want to install MySQL at some explicit location. The standard binary distributions are ready
to run at any installation location, but you might require even more flexibility to place MySQL
components where you want.

* You want to configure nysql d with features that might not be included in the standard binary
distributions. Here is a list of the most common extra options used to ensure feature availability:

e - DW TH_LI BWRAP=1 for TCP wrappers support.

e -DWTH ZLI B={syst en] bundl ed} for features that depend on compression

e - DW TH _DEBUG=1 for debugging support

For additional information, see Section 2.9.4, “MySQL Source-Configuration Options”.

* You want to configure nmysql d without some features that are included in the standard binary
distributions. For example, distributions normally are compiled with support for all character sets. If
you want a smaller MySQL server, you can recompile it with support for only the character sets you
need.

* You want to read or modify the C and C++ code that makes up MySQL. For this purpose, obtain a
source distribution.

» Source distributions contain more tests and examples than binary distributions.

2.1.2 How to Get MySQL

Check our downloads page at https://dev.mysql.com/downloads/ for information about the current
version of MySQL and for downloading instructions. For a complete up-to-date list of MySQL download
mirror sites, see https://dev.mysqgl.com/downloads/mirrors.html. You can also find information there
about becoming a MySQL mirror site and how to report a bad or out-of-date mirror.

For RPM-based Linux platforms that use Yum as their package management system, MySQL can be
installed using the MySQL Yum Repository. See Section 2.5.1, “Installing MySQL on Linux Using the
MySQL Yum Repository” for details.

For Debian-based Linux platforms, MySQL can be installed using the MySQL APT Repository. See
Section 2.5.3, “Installing MySQL on Linux Using the MySQL APT Repository” for details.

For SUSE Linux Enterprise Server (SLES) platforms, MySQL can be installed using the MySQL SLES
Repository. See Section 2.5.4, “Installing MySQL on Linux Using the MySQL SLES Repository” for
details.

To obtain the latest development source, see Section 2.9.3, “Installing MySQL Using a Development
Source Tree”.

2.1.3 Verifying Package Integrity Using MD5 Checksums or GnuPG

After downloading the MySQL package that suits your needs and before attempting to install it, make
sure that it is intact and has not been tampered with. There are three means of integrity checking:

* MD5 checksums

» Cryptographic signatures using GhuPG, the GNU Privacy Guard

» For RPM packages, the built-in RPM integrity verification mechanism
The following sections describe how to use these methods.

If you notice that the MD5 checksum or GPG signatures do not match, first try to download the
respective package one more time, perhaps from another mirror site.
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2.1.3.1 Verifying the MD5 Checksum

After you have downloaded a MySQL package, you should make sure that its MD5 checksum matches
the one provided on the MySQL download pages. Each package has an individual checksum that

you can verify against the package that you downloaded. The correct MD5 checksum is listed on the
downloads page for each MySQL product, and you will compare it against the MD5 checksum of the
file (product) that you download.

Each operating system and setup offers its own version of tools for checking the MD5 checksum.
Typically the command is named nd5sum or it may be named nd5, and some operating systems do
not ship it at all. On Linux, it is part of the GNU Text Utilities package, which is available for a wide
range of platforms. You can also download the source code from http://www.gnu.org/software/textutils/.
If you have OpenSSL installed, you can use the command openss| nd5 package_nane instead.

A Windows implementation of the nd5 command line utility is available from http://www.fourmilab.ch/
md5/. wi nMd5Sumis a graphical MD5 checking tool that can be obtained from http://www.nullriver.com/
index/products/winmd5sum. Our Microsoft Windows examples will assume the name nd5. exe.

Linux and Microsoft Windows examples:

shel | > nd5sum nysql - st andard-5. 7. 27-1i nux-i 686. tar. gz
aaab65abbec64d5e907dcd41b8699945 nysql -standard-5.7.27-11i nux-i 686.tar. gz

shel | > nd5. exe nysql -install er-comunity-5.7.27. nsi
aaab65abbec64d5e907dcd41b8699945 nysql -install er-comunity-5.7.27. nsi

You should verify that the resulting checksum (the string of hexadecimal digits) matches the one
displayed on the download page immediately below the respective package.

.tar.gz,or.nmsi file)and not of the files that are contained inside of the

Note
@ Make sure to verify the checksum of the archive file (for example, the . zi p,
archive. In other words, verify the file before extracting its contents.

2.1.3.2 Signature Checking Using GnuPG

Another method of verifying the integrity and authenticity of a package is to use cryptographic
signatures. This is more reliable than using MD5 checksums, but requires more work.

We sign MySQL downloadable packages with GhuPG (GNU Privacy Guard). GhuPGis an Open Source
alternative to the well-known Pretty Good Privacy (PGP) by Phil Zimmermann. Most Linux distributions
ship with GhuPGinstalled by default. Otherwise, see http://www.gnupg.org/ for more information about
GnhuPGand how to obtain and install it.

To verify the signature for a specific package, you first need to obtain a copy of our public GPG build
key, which you can download from http://pgp.mit.edu/. The key that you want to obtain is named
nysql - bui | d@ss. or acl e. com Alternatively, you can copy and paste the key directly from the
following text:

————— BEG N PGP PUBLI C KEY BLOCK-- - - -
Ver si on: GauPG v1

nQG BD4+owwRBAC14d f Uf CyEDSI e PvEVWBSAFUdJ Bt oQHH nJKZy Qr7h9bPl UVWC3
ROD] QReyCl TRr dwy r KUGku2Fme VGm 2u2 WDIMNABLnppr WPk BdCk 96+OT1SLNObr Z
f w2vOUg CmYv2hWohy DHuv YI QA/ BThQoADgj 8AW5/ OLo7V1W8/ 8VuHPOgQwCgvz V3
BgOxRznNCRCRxAuAuVzt HRCEAJooQK1+i Si unZMYD1IWIf eXf shc57S/ +yeJkegNw
hxwROp RWAr NYJdDRT+r f 2RUe3vpquKkKNQU/ hnEl UHIRQqYHo8gTxvxXNQc 7f JYLV
K2Ht kr PbP72vws EKMYhhr 0eKCbt LG | s9kr j J6sBgACy P/ Vb7hi Pwxhér DZ71 TnE
kYpXBACMABP8NJ TkanEnPCi a2Zo OHODANwWP UK P43 7j sDirgt obZX9gnr AXw+uNDI

QIEXMBFShi OLLt Zci NI Ysaf wAPEOVDKpMJAKGI yi sNt PvalLd8l HObPAnWjcyef ep
r vOosxxqUEMc MBo7wwgf N83PCk DasDbs3pj wPhxvhz 6/ / 62zQ17Q2TX TUUwWg UmVs
ZWFzZSBFbndpbrmVl e uZy A8bXl zcWit YnVpbGRAb3NzLmAy YWNs ZS5) b20+i GhE
Ex ECACWCGy MCHg ECF4 ACGQEGOWK | BWMCBh UKCQg CAWUWAG MBAAUCXEBY+WUJ | 87e
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5AAKCRCMEYO7UHLhORZPAJQuvnDz| zf CN+DHxHVaoFLFj dVYTQCS bor sC9t nEZYa
whhogj eBkZkor byl aQQTEQ AKQ bl wYLCQgHAW EFQI | AwWQWAgVBAh4BAhe AAhKB
BQITAdRMBQkaZsvLAAOJEl xxj Tt QcuHLX4MAOKNLWAbCBUj 96637kv6Xa/ f JuX5m
AJwPt ngDf j Ue2i uhXdTr FEPT19SB6ohnBBMRAgAMAhsj BgsJ CAc DAgQVAggDBBYC
AWECHgECF4AFAK53Pi oFCRP7AhUACgk Q HGNOLBy 4f Unz ACeJdf qgc9gWIUhgnt M
AOTAR] wuxcAoKf MUBYy MOGELi +TRi f 7M KEnms 6pi Gk EEx ECACK CGy MGOwk | BWMC
BBUCCAMEFgl DAQ eAQ XgAl ZAQUCUZSROgUJFTchqgAKCRCME YO7UHLh9Yt AAJ9X
r A ym nozPZn+A9l s8/ umvt Ts QCf aQWNg1dNkhH2ky By c3Rx9/ V2 xf qJ ARMEEAEC
AAYFAl AS6+UACgk@al C+CGoXHi vr Wi / dt Lk/ x+NC2VMDI g+vOeMIqgGLI | hXZf i

NsEi svvGaz4nBf SFRGe+1bvvf DoKRhxi GXU48Rusj i xzvBb6KTMuY6JpOVf z9D0j 3
HIspYri Ha+i 6r YySXZI pOhf Li MiTy7NH20OvYCyNz SS/ ci | UACI f H 2NH8z NT5CNF
1uPNRs7HsHzzz7pA Tj t TW F4cq/ | j 6Z6CNr ndj +Si Mvj YNQu6SAEKG oNt pycgD
S5HGKR+I 7Nd/ 7v56yhaUe4FpuvsNXi g86K9t | 6MUFS8CUyy 7H 3k VBZOMWBMD53k
NGJIALSygQr 50DA3j MKVl 4ZnH e2RVW\RNFTr 5YWORTMK USQPMLpBNI k BHAQQAQ A
BgUCU1B+v QAKCRAohbc D0z ¢ ¢ 8d WWCACWKXWDXI c AWRUWAj 3ph8dr 9u3SI t | j n3wB
c7cl pcl KWPuLvTz7I Ggzl VBOs8hHAXgkSA+zLzl 6u56nmpUzskFl 7f 11 3Ac9CH M
OMevMROhwW D1HAZt Gf bD+wkj | gqgi t NLoRcGARf / +U7x09CGhSS7Bf 339sunl X6sM
gXSC4L32D3zDj F5i cGdbOkj +3I Cr Rnp853dGy A3f f 9y Ui BkxcKNawpi 7Vz3D2ddU
pOF3BP+8NKPg4P2+sr KgkFbd4Hi dcl SQCt 3r YAvaTKkEKLKgOnNA6U4r 0YgCa7wl T
SsxFI nt MVzaRg53Q KO+YkHOKuZR3GY8B7pi +t | gycyVR7m Fo7r i QEc BBABCAAG
BQIW)VdOAA0JEEZu4b/ gk4UKkOMH Rnt 7EccPj SIC5Cr B2AUSLY2Dsr +PePl 2ubP
WEdG82qSj j Gobhl H8LSg/ Pz QoGHI FWMmZW kt RT+dcglLbs3b2VWCNAWCESj OHd
Uk ChEowgondNvH BHKHj P4/ | F68KOPi O 2mxYYknpM7BW 3kB57DJ5CTi 3/ JLoN7
zF40ql s/ p09ePvnwst pgl bbt Un7XPO+1/ Ee8VHzi mABonb2PkQ uxNi VUzLVn3bS
Wjr d5ecugLk6yzj PXd2XhDHWCOTwpl 68CGePr u6EzQ usi OnbS/ sHgEXgh/ | xr FZV
JI'1j F75JvosZqg5zeul r 0i 6kO j +Y1p6M f i hl TZ1gTnk+CLvK2JASI EEAECAAWF
Ak53QS4FAWASAQAACKQ x CAnBpXr Xwd 8 / be/ UOAnmf oc2s MyhwivoN4/ f d BV

Lk A12 FXQDOQWWHIHs nEj nf UgYKXschZRi +DuHXe1P7| 8G2aQLubhBs ¥ 9ej KvRF
TzuWMXdIl g+6Koul xv6of kCcv3dixt QW nb5yxcpVBPr Rf GFGebJvZa58Dy mCNg
yG AUBACz4veavNm 2+d D Y66+t YDvZ+CxwzdYu+HDVOHNT Jf c6deMdmBn7SR
j gzxJPgoTChi hTaveq/ R5/ 2p5NvQ H840gS6G osf Gc2duUDz CP/ khe MRKf zuy KC
OHQPt Jul j 8++gf pHt EU7| DUX1S03c9n0PdpeBvcl s DbpRnCNx QAU4mBot 4k Bl gQQ
AQ ADAUCToi 2GQUDABJ 1AAAKCRCXELI byl et f LZAB/ 90Rgx+NC98UQD/ W xCRyt z
Vi / MuPnbgQUPLHEap10t vEi 33S/ H xDR/ t cGof Y4cj Avo5skZXXeWj93Av7PACUb
zkg0X0eSr 20L6wWy 66xf ov72AwSuX+i UK68qt KaLgRLi t MD2y8aNRV/ ggKvt 7UM/ G
mOvs5yLaYl obyvGaFC2C f KNGt 2M VnQZCrm YBOWCKt PGKEXi u2yZM f c YGxQcpH
KVFG59KeF2cM2d4x YMBHI gk SGGWBO6LFVSy eRwGHwbt t gLpD5bM T2b3f F/ J35r a
CSM_Zear RTq8aygPl +XM/MVReR946aw6j mOsgNBEr bvvl dQ 6LudAZj +8i nc XV2K
i QEi BBABAgAVBQJ OmlnRBQVAENUAAACJEJcQuIVKV6E18AvI | Al EF1ZJ+Ry 7WOdKF
50eQ@ ynaYU gzN92f W 9zB8yuQ ngkFJG dYMoci 1t Rlsi zi | VIFusR3ZonqAPGK
/ SUt a9Y6KW.hnt 7¢5UnEHKI g/ Nf dMZ2W/SI yk Xl ct gwOsbb+z1lecEd4Gu9j 5i | |

MOLB36r Qay YAPoeXLX8dY4Vy FLVGaQO0r WBYFZr pwl6 ATWOWGI P332NSf Ck4zZq
6k XEWD7q0st 3YBgAAGINQy EeZCa4d4pBRSX6189Kj g6CDnl cai OF6HO6PLr 9f RI L
r 5CbCgU+&@gEhf i VWDEVOE+7/ Bg2pYZ9whhk BqWQz dpXTNTM24uaEhEO1EPC5zeC
O214q6mJ ASI EEAECAAWFAK 61 pg EFAWASA QAACgKQ xCAnBpXr Xz Ahwf / f 9099216
3Y5FZVI xexygXQ Mct QUKHUXEVNRFYbA49dQLD4S73N+zN7gn9j FeQcBo4wdqVUV
94U/ t a/ VbLkdt NREypl PMAXYBYESW d9bf yg3q1PbEi Vj k995sBF+2+To99YYKst

gXPqj | HOj Uf EyDmexQ +hsp8Rc63kvkl x36VBa4ONRYFef GAhKDM gL2YAhc1UkG
t KGTuLm COM V6! vi DZD3RIf 5375VFnaHv 7eXf wQx OwE+Bx G3CURY j f xj ax MImvP
yAGr hDp50TUEVgDYNbko5Ux YOnT Sj vF4Fz Xwger El XJUkUz ShOpp7RxHB/ 11 CxD
s7D1F1hl gFQuNI kBl gQQAQ ADAUCTr zZHAUDABJ 1AAAKCRCXEL. byl et f MUpB/ 4s
07dREULI BnA1D6qr 3f HsQINZgbAuy Dl vgGGE-W oy EDs+1JMFFIl aa+Eel| 01386GU
2DamDC23p31 B79uhJeD2Z1TcVg4cA64Sf F/ CHca5coeRSr dAi udzU/ cgLG XI P
/ CaFamXgdMkAhl oLFbSHPCZkyb00OphVa8+xel VDr KIHByZsNI Xy/ SSK8U26S2PVZ
2014f WKbJ1Aga8N6DuWY/ D8P2mi 3RAbi uZgf zknKL5i dH wSKf nFKdTgJzssdCc
1j ZEGVK5r FYcWOr JARHeP/ t snb/ UxKBEsNt O7e3N2e/ r LVnEykVI C066hz 7xZK/ V
NBSpx3k3qj 4XPK41l Hy2i QEi BBABAgAVBQJ Oz  CBBOQVAENUAAA0JEJcQUIVKV618
2t wH 01 zj XLxN45nvI f Ej C75a+i 9ZSLI| gR8I sHL4GpEScFKI 0a0l T4l VAI Y2RKG+
MAs 2e HMOUf KuwGs 5j | uRZ9RgKr c61sYOXQVI/ 7znY9Db16ghX04Jj knOKs/ f Pi 87
r vkk B/ @xJW58gbb/ er RmM-cPNj bRx TFPS5J I wFWHAL6i e FEpvdAgKVenf vaVTqlr

j PDcnl AQCIN2SmUFx9Qx3SRc61 Thamlhj FnY6sCh6AUhXLI 2f 1nmgl1xHOPgEy42Um
68pr RgTyJ71 ox1g/ UDDkeeUcAg7T1lvi Tz7uXpS3W q4zzo4dyOpalf LDR3pl 592Zk
SNGTMb6ay SE40ABt 8i 1Pc1Pn6AmI ASI EEAECAAWFAK 7y PFYFAWASA QAACgk Q xC4
mBpXr Xz Xi Af 9Fr XeOl gcPM+t YOAMLhv5gXJi 2VUBaLxpy RXm kJcnxl nKqlGCd3y
D4/ FLHNu3Zc Cz/ ukl PAbZXW 006ewqOLVW Rt kI mlj W edH+hGyaTv95Vkl oj Rl Bd
8nBaJ6MB8r | j MBHTFWWWj QFVF 4FLRIQZgH vj cCkq2Dd9BW pGXvr / gp Kk mv YNK
/ ftfZRcChb35N 19VRpChj 9u8080Pc KWW ZBc PWFGV5¢ EBzmAC94J7JcD8+S8I k8
i UIMQGEL3QcmZOBozovh86hj 7KTSEBH LXI 832z289HLhLeuLbnXoGLv3zeUFSxkv
1h35LhZLgl MDQRXLuUz x GHVBpLhPy GARJ 4k Bl g QQAQI ADAUCTWQI FWUDABJ 1 AAAK
CRCXEL.i byl et f ABvB/ 9Cy69cj OgLGyw Ts3Cpg/ / 40j ndhSAVxi | Ji vP6J5bubFH
DIl VTx541Dv5h4hTG2BQUUeQ4q1VCpSGWH HcdhPyvinZGRz 1r xdQQGh1Dv0Bod2¢c
3PJVSYPSr RSwCZJkJHCO VRBdj K4nkZb5aFTza+Tor 9kxzj 4FcXVd4KAS+hHOHYHc
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Ar8tt2e0OLzqdEFTULeG SoNn+PVzvzdf hndphK+8F2j f QRUKuc0107k0Yn9xZVx0
OG6f E1gSt zLv7C5amN.Rd8+xh+MOG3MgNgl pBoExs EMM PBYSUHa6! xpd M\ b
r 1 yVncE9X8Qoh! nt 8KOsNn/ Edbul dIJNGYbDLt 704i QEi BBABAGAMBQJ PFdTc BQVA
EnUAAA0JEJcQuIVKV6184owHwZ/ uLpezXnSxi geHlsi g72QEXM Nd5DVHCIdi g3
bo+K5YmMMN710/ nbz+63XKUEWd6/ knaj CbgckThzW t NeK1SSFQGPnDYZPIEZnSU
7L+/ dSUpExbj 842G5LYagr CyM& | x RywMENbi 72TKS/ JOKOj Li OCdvVy+PHr ZSu0D
TVQ7cJIh1BnPsbz7zzxj ncl 51 +7B7K7RHZHq45nDLol abwbDacj 7BXvBKOAj qz4QyJ
GQUj XC7q+88I +pt PvOXl E5nl / Nbi CIOM 6d/ bWN1KwYr C80f ZuFaznf QFc Py UaDw
yRaun+K3kEj i 2wiXecq+y MrLUEp01TKs UeOL50HD6hHHO7W-JAS|I EEAECAAWFAK 85
b Qs FAWASdQAACgkQ xCANBpXr XwKPQIAI kbUsTr 7nkg+haCk0j KpaHWEbRVEGWVF B
| 3F7E+RDO6V/ 8y4Jt n04EYDc8GgZMBah+nDgel Ng3y8j RMYV5j Wt ZXv2MAYFUcj M
kVBKeghi / pGEj mudndt 3D Pv3Z+f MTMRmAocl 981i Y/ go8PVPg/ +nr R6c FK2xxnO
R8Taci kJBFeSf kkORglt Dzj j Yv1B5ZI Ekppl epl 5ahJBBq7cpYhTdY6Yk0Sz0J8w
Edf f LSaNxr RuMLr Rf\W ZU7p9bFzf b/ 70Hc21dJnB7wKv5Wit gE+j i QvAt OKaf 5hc
SgRYuF6heu+B25gc5Uu88l 0409nZ70xQ6hDCn7JHvzhOr hnSN+Ki d4k Bl gQQAQ A
DAUCTOqQr QUDABJ 1AAAKCRCXEL. byl et f COUB/ 402ggJ YMDCLX EpPOGUSUKCh3+/
zmLDN7Qe4kY2i Ct Flpl KHQaTgt 5FI gRCFai XcW7We Gz/ FnnxonR1| eLl +kf Rl wy
PPnol / AWPCy/ NO4Cl 5Knj sSmsdDUpCowZ4KYsdi | ZR7Vi Ju2swdAl gnXBuwr | RIR
7CKATAKr TeonRgVSr Vx8Vt / / 8/ cYj 73CLg80Y/ KKOi Hi Q@ Swo44uyhdi FI Assj yX
n6/ 2E+w0z gvPex NSNNROH@Bpj bg+NTY6GAKI Gsaej 3UTRWQ7 psv KXz 8y 7xdz mOAr
/ khGvxB5gj kx02pi nj ei aBv66aH6r bnoj JMAovNUS4EHAHNul v4r ovC8Kf 9i i QEi
BBABAgAMBQI PVds aBQVAENUAAA0JEJc QuIvKV618vVElI ALFXPBzcAOLSnQar BLzy
YMWZZunPv SXKnUHAO+6kj ApXPJ+gFRdUaSNshZxVKY9Zr ybl u4ol / f LUTt 0Cl i SD
| xD6LAGXEMAVYYC 41 POBbVsInG TLFWQGHMWR7Enj VoTi DBCh7kPq2EXr 3dMRgzj
pdz+6aHGSUf CdLTPXuf DvWW83bEWGARVUTIKw+w r cuRqQtucW gJGamcE4zeH Zad
JIx1XUmLX+Bbl 73ui Qussyj hhQVWNU7QEdr j yuscaz/ H38wj UnmNby| x DPB4| 8quCl
knQOwSHr 7gKpM+-E9nhi S14poRqU18u78/ sJ2MJPXnQA65331 C238/ LP8JgqB+Bi Q
BTSJASI EEAECAAWFAK 9Ng3c FAWASAQAACGKQ x CAnBpXr Xx QRAF / UZI kkpFJj 1om
9hl Rz7gS+l 7YvTaKSzpo+TBcx3C7aqKJpi r 6TI MK9ch9HGTHo2Xp1N3Ft QL72NvO
6CcJpBURbVSyb4i Ohr m YcbUCA4Y3eaj WWkRS3i Vf GNFbc/ r Ht hVi zOr 6Y5] hXX16
aVkDv5Cl FWAF3Bi UKOFnHr Zi y4FPac UXCwE]j v3uf 8MpxV50END8Vs1h4TL3oby Uz
gr | nFr EMYE/ 12| kE8i R5SKWCaF8eFy| 56HL3PPI 90JMXBXz hws FoWCPuwj f MbwesW
LI // zynwxt | J9CRz9c2vK6aJ8DRu3Of BKNLi i ECNEynksDnNXEr n5x XKz 3p5pYdq
e9BLz UQCDYkBI gQQAQ ADAUCT3i nRgUDABJ1AAAKCRCXELI byl et f GWKCADI97gk
geBnt Q+t Zt KSFy XznAugYQnbzJl d8U6e GSQnQkMA0Vd62UZLdA8M | VIKS8y 4A4L.2
Ocl 14zs5t KEQ72BxQOn5x kx| LASwWL/ 8WeYEbw7 ZA+s PG / q9v 3kl kr u3sve4mvA
enZt xsykexRGyCunxLj zl AcL1dr W GUYE2KI 6uzQS7j b+3PNBI oQvz6nb3YRZ+Cqg
Ly9D41SI K+f pnV8r 4i ghu7r 4LmAQ7 QLDF9aoGaYvn2+xLGyWHxJAUet 4xk MNOLp6
k9RF1nbNe4l / sqeCB25CZhCTEvHdj SGTD2yJR5j f oVkwCOW8DZGLQOW Wjki 4hSB
| OcncvB4pClSIYzi QEi BBABAGAMBQIPi nQFBQVAENUAAA0JEJcQuIVKVE18CFEI
AJp5BbcV7+IBMRSvkoUc AWDoJ SP2ug9z G5 FB8J90PDef KWCKs5Tj ayf 2Tvent g
5DE9SGaxbl ol wa74FoZl gql hMZ4At Y9Br +oy PJ 5S84 4wp AmAMFC 6 NnEPFaHQk Q+b
dJYpRVNd9OI zagJP261P3S+S9T2UeHVdQJ BgW g9Mos4l nZzWsnZf Q4Lsz0aPqe48
t kUghw+nf | by994qgl wNO k/ u+l /| IbNz5z2DY910sc XTR 2j V1gBgKYWnwCXxyB3j 9
fyVpR +7QngbTWCl CVFL+uuYpPOH doKNghz EQUAUQQLOBINs PTXf a2hG+32ZYg
5pz| 5V7GCHqOKO6u5Ct j 3TGIASI EEAECAAW-AK +c QEEFAWASA QAACgK Ql x CAnBpX
r Xzi 7AgAx8wJzNdD7Ul gdKnr AK/ / YqH7ar Sssb33Xf 45s VHDpUVA454DXeBr Zpi +
zEuo0305BhAuf 38cwf bkV6j NLMC2NOFZf py4v7RxHKLYr 7t r 6r +DRn1L1gi X5ybx
CgYOf LAxkws c WJKGKABW kz9b/ be EXaQ2r M +7DBUdp AOP5 FNRQBW.RWABc M3Q aT
S4YcNDAI Nkr SP8CMLQP+04hQ ahxwCgBnksyl ci gz3Y5/ M eybNnTOr dj VDsFOCe
t OuLO WKUZV1Ff ad db/ oBQLg+e1B74p5+q3aF8YI 97qAZpPalqi QzW DX8LX9QX
EFyZ3mvqz G- xkFooc Xl eNPgWI'8f Ruok Bl gQQAQ ADAUCT64N QUDABJ 1 AAAKCRCX
ELi byl et f DOGCACKf cj Q Sxr W EUr YYZpoBP7DE+YdI | Gunt 51 6vBmxnt / 5CEhqr
+dWwoi yC5t nBCvJIbuzZup8anW Fz TTInPRPsnE4z7EK+3CNWM2W ynsLCGt 1pRFK
4/ 5RNj RLbwl 6Et 0CQ¥ pLcZJ/ / SB56sK4DoFKH28Ck4cpl ESPnoMyA3Qaf dSEA/ FL
qvzZV/ i Pgt Tz7vj QkMr XAl UVAf vKe3i Xk AEXGXt mgdXHVFoKnHr xJ2DTSvM7/ 19z
j GJeu2MWhl KHygEnCk6hLj xy CESpAH59KI bAQOP1bS28x| Rsk BApm2wiN+LOZW C62
HhERe Q60i nCGuuubKOPqUNy Yc+l UFxr Fpcl i QEi BBABAGAMBQI Pv9l VBQVAENUA
AA0JEJcQuIVKV6E18AzgH | RFFCI 4gj voqj i 1f i 7yNPZVOVWMRH13Ks+Af cj Rt HUV
aa30u50ND7 TH+XQebyer TapLh3aAm sNP99aTx| uwRS| yKEoDs 93+XVSgRgPBgbF
/ vxvOykok3p6L9DxFQ wscL8Jr BhMZoJr Ekl BFkwiN8t W ¢ XPRFQvcdBYv3MBDTZU
qY+UHnOxHvSzsl +LJ0S9Xcd9C5bv Yf abmyJvG5eRS3pj 1L/ y3a6ywehv Y+Jt nQAk
t 05TdeHM gQH zb8VI9wx Dz mEOuUN8LY0C2Jx5Tpi k@ JSej wK6b3cox VBl hgku6+C
gDAI mMbZLW6HIX YY1 KOFoJs7j 5b QZEWUO7 OLBgj cMOgJ ASI EEAECAAW-AK/ Rpc8F
AWASAQAACgkQ xCAnBpXr Xwd9Q¥ / TdNbun2ht Q+c RWAr szOx8BLEi W x6PVyUQpZ
nV/ 0gvhKzl JUi MMhQPcAOAs O hqgt CN6Cy 8KXbK/ TvPnBD/ Nk 6 HWvD1Ponzr JVFk2
yWGHl uTR+! | uKSp7nmembynmdwds5cPg7311 nB1RUQUSNdj Lr g9YCOF 5FVL8Ngnt QAU
4E8d68BbmVCQC5MVF 0901 FKwKz nShf py 7VYN25/ BASj 8dhnynBYQEr qToQIB6Cnd
JhdTI bf R4Si r gAYZZg3XeqGhByyt EHE1x 7FMANFYhdNt snAvhYBbWjAzBs8I F9Jd
Vhaf OVQU/ 4z10gVr Rt XLR/ i xr G +P4cM f OQkqd6pwgVkaXt 60k Bl gQQAQ ADAUC
T+Nx| AUDABJ1AAAKCRCXELi byl et f FBBCAC6+0TUJDcNagqOx OGLKVi Y6KYgONCL8
PWNK+RKNK/ N1V+WGEI QH7 gDMMRoOn3yogr Hax4x! eON | Lr vHKOO6dr S1D0j sym hR
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Sn2XbE/ 8pYnEbuJ9vHh3b/ FTChnBAO7dDj SKAWD3dvaY8l SsuDDgPdTX8FzCf r XC
M22C/ YPg70URA5svELlb+yi smPAKnVNWAepEuPZcnEMPFgop3haHg9X2+nj / bt DB
Yr 6p9kAgl Y17ni gt NTN t | 0dM_u43al zedCYHqQO NH B049j kJs54f MEBj FOqPt ¢
nmDk44xyKd1/ IXWWHNUNt wKs ChAXJIS3YCci Myl x6t gYUTndr P41 6qlr f ri QEi BBAB
AgAVBQIPIT1VBQVAENUAAACJEIcQUIVKVE618J9W Al 1| | d9SMEHFE6PKXRe154| E
pap5i M/ | GTj +9ZcXm f 802PoMvhb3/ E1k+EZUaeSBoOnrj S8C2gwd5XFwRr | wAD
Rl K/ pG5XsL4h5wniN2f j 1or or r IXvgH427PLRQK9y zdwA+9HTBOXj 0S8qZT9pl yK
AlZz AydAMyyseRHgNoOvMM gr s4oj o+CcFGQHr F31 ayj vV UPOM j 7af opFdl Zml

GaSFOTXBzqcZlchFv/ eTBcl ul KRvl aDee5FgV7+nLH2nKOARCLVV/ +8ubi 2zbr 83
| p5x2t D3XuUZOZWDOAQWET LdnGh4l kxbGxvCt saJHaLXWRnvV60Rj | UcwwMEBKJ
AS| EEAECAAWFAI AGYW FAWASAQAACgK Q xCAnBpXr Xwy VAgAvuUVEl 6yuGkni WO v
uHEusUv/ +2GCBg6qV+! EpVt bTCCgi Fj YR5GasSplgpZ5r 4BocA bGdj dJGHTpyK8
xD1i +6gZWUYhNRg2POXWVzcNEl 2hhouwPLQG f cmM'wAKU76 TEV3L5STvi L3hWjUR2
yEUZ3Ut 01 GVWW6UPER9j pR3gd6O3PeuFkwf +NaGTye4j i oLAy3aYwt ZCUXzvYniNLP
90K4y+5yauzt eLmNeq26m KC/ NQu4snNFCl PbGRj HD1ex9KDi AM t OQgNAVEQ7sr T
r Ygt T531Wr4deHpNgoPl HPuAf COH+S6YWIMogf cb6dV+Rr d8I j 6zM3B/ Pcj s YUf

OPdPt | kBl gQQAQ ADAUCUBgt f QUDABJ 1AAAKCRCXELI byl et f AmBCACQ w21Lf eg
d8Rml | Tsf nFG sf MBMrZcj Vf EAt sY3f TKON yUOB3y X0PU3ei 37qEW-50Bzqi St f

5VhNvLf bZR+yPou702MAP31ng3Uc6gr pTV64BRI kCmRWj40WM NI Lhv7AN Oat gj

ATYQXgnEwW7 nf FbOXZt MTD6cnr z/ AAnTPVgZDxz opOVyCCCLZK4Vpq9FKdCYUaHpX
3sqnDf +gpVI HkTCMHWLYQCOe X5N +f gng6Jppa@y SZRUDr +uFUsOuvDRvI / cn+ur

ri 92wdDnczj FunKvz/ cLIAg5TGJIv1Ix3wecALsVgQ@gL7f 7vr 10OVvaghl 5FEBqdN
29L9cZe/ Znkr i QEi BBl BCQAMBQI VoNxy BYMHhh+AAA0JEE0z 7NUny PxLD1EH 2eh
7a4+8Al1l PLy2L9xcNt 2bi f Lf FP2pEj cGsul BoMKpHvuTCgt X6ZPdHpM7uUQg e/ F1
CCNOI PB533ULNI oW KndwNUJj ught oRMtcaMJd Yy c4k Q29 Se6hMPDf y s WXESBwe
ProOmix WPVOH/ cVNO4zy Luxdl QZNQF/ nJg6PMsz4wsz +K6NGGTR4NEPCC72i V+6R
Uc/ ry/ 7v5cVudhOs+r 104mm\V5yLecQF13cHy2J1 ngl HXPSI xTZbeJ X7qqxE7TCh
5nvi SPgdk890B5j FSx4glef Xi wt LI P71 bDl xHduomy QuHIy qnPPZMokJt QuZDc 87z
MYsDDw c 7Bl e5bGKf j qJ AhWEEAECAAYFAI SanFl ACgkQdzHqU52!l cqlLdvg/ / cAEP
qdNSVTKWEoDFj DS41 6t 8+0KzdDWbac VFWKI8RA01M2 Skl Dxnl vnzysZd2VHp5Pq7
i 4LYCZo5I| Dkert Q6LwaQxc4X6nmyKY4ALTA652CbFqgs Sf gh9kWaJ BBAy eahPQBCDD
+Yl 23+MY5WTsj 4qt 7Kf f Nzy78vLbYnVnvRQ@3/ CboVi xOSRzg0Il 3G 7n3B0I i hvXy
5goy9i kj zZevej MEf j f eRCgor yy9j 5RVHHIOPF3f JVt Ut HCSAf +kx LmbQJ 1 XqNDVD
hl Fzj z8oUzz/ 8YXy3i nbMY7Zugq4P4wW | 7r kI FM TYSpz/ evxkVI kR74q0OngT2pY
VHLyJkqwh56i OaXcj MzZi uu2cymut 2LB9I saMyWBNJj Xr 2doRGVAf j uR5Zai t t mVL
yZwi Xx9mAVK7t kwl | xmT/ | WeNpOqvhDZcWYqPRpf 7+MyY3ZYMK4552b8abDM hXr nO
On.sz+Ul 4bZalr 9dgul Wt 2C2b5C1 R As @BPwg 7h5P+HhRuFAuDKK+vgV8FRuz R
JeKk FgwB4yONv 7Bz Kb FKmP+V+/ kr Rv+/ Dyz9Bz/ j yAQgwO2ult PupHOBGhI Ryl uN
yCIFTSN 7G+OLUO/ | 4XNph500C7sy+AMZcsL/ gsT/ TXCi zRc CuApNTPDaenACpbv
9800l zmM\Whh4LXb AUHCKmY/ / hEwIPv TZA1x KHgy JAhWEEgECAAYFAI JYs KQACgkQ
oi r k60MpxUV2XQ / b2/ uvThkkbeCegus DCAAZS j nL/ V3nmgk4i Yy4ACOhunDR9oN

XDR51P1TEWONClbt H +7n7| glaS5ke5w C7ENZi i | r OyPgeWjL5+LC98dz/ L85hgA
W 0CGeOf Mhr | aVbAZE] 4y QTAJDA35vZHVs Qp87i | Omtf ZX04OBLXBzWB6EOAAZTQ
EoH4qFcT9k1T363t vNnl nBnEvk QW E1ROuchJalg7hdl NQ Vkj FnPZr JKOf | 4z5
6Dt 089P04Sge48j DHOpi as4HATYHsxWB19nz5j Zz GexLnFRRRSI | TVZi 9qzsHP7N
bUn3gxuWCHS9xzi XpOc SZY848x Xw63Y5) DIf pzupzu/ KHj 6CzXYJUEEqPOM uoCGb
/ BCCEPzdZ0ovyxFut M BRcc6DvE6S TDF/ UES21ROgf uwt J6gJ YWK+I Bl gyClvj 40
RdbzxU eePuzqCzmar | Xt oOKWORI j 4SCeF9y OWUMBTGWE/ nCLmMNAdwi 1KW2RP2Eg
4ERbuUy 7nwRP5UCI +01 SZJy YUl Sf g8f nPl dQset UK9CQ +(6j pB2GXWELXWhI K6h
K/ 6] Xp+EGEXSqd| E53vAFe7Lwf Hi P/ D5M71D2h62sdl OnunBI nvxMOnbt KI Bi V+
4j JSUnt i CT62z0710+6i LGgnmUUYI El | 6Ppvo8yuanXk YRCFJIpSSP7VP0ObBql ZgQT
EQ AJgUCTnc9dgl bl wJJEPPzpwYLCQgHAW EFQ | AWQWAg VBAh4BAhe AAAOJEI XX
j Tt QcuHLUt 4A0l Kj hdf 70899d+7JFq3LD7zeeyl 0AJ9Z+YyE1HZSnzYi 73br Sci |

bl V6sbQ7 TXI TUUWgUGF] a2FnZSBzaWluaWsnl Gt | eSAod3d3Lnml5¢c3FsLn\vbSkg
PG 1aWwkQGL5¢c3FsLm\vbT61 bwQWEQ ALWUCTNnc9r Sgdl Gl 1laWwkk QGL5¢ 3Fs Lmi\v
bSB3aWks| HNOb3Agd29ya2l uZyBzb29uAAoJEl xxj Tt QcuHLlt TOAN3EM Sj EkUv2
90X05JkLi Vf Qr ODPAIwKt L1ycnLPv15pGW Szav8JyWN3I hl BBMRAgAdBQJ Hr J SO
BQKNMFi 0BQs HCg MEAX UDAgMAAGECF4AAEgk Q) HGNOL By 4f UHZUd QRWABAa6 SAJ 9/

PgZQSPNe 6LV VVz CALEBIOBt 7QCf f gs+vWP18Jut dZc7Xi awgANIvnm TAQTEQ A
DAUCPj 6j 0 QADCWYAUWAKCRBJ UCEqs nKR8i ThAJ9ZsR4037dNGyl 77nEqP6RAI Jga
YgCeNTPTEVY+VXHR/ yj f yoObVur RxT21 TAQTEQ ADAUCPK KCAWMDCW i i QAKCRC2
9c1Nxr okP5aRAKCI aaegaMyi PKenmmBxeTJSR+f KQCgr vOTgHyvCRI Nmi 6LPucx
Gkwf y 7KI RgQQEQ ABgUCP6zj r wAKCRCvXxSNI el NOD/Y aWAKDb Ui EQWwWAFNNh2n8gGJ
Sw/ 81 Aul SgCdHVzZLAS26NDP8T2i ej sf UORSsNr i | RgQQEQ ABgUCP7 RDAWAKCRCF
| g+r MHNOZsbDAJOVWPV+t W Lt ZG3wYqg5LuHWMD3f aQCeKuW CndPt r 006xDzeeTX
Vr Z14+d RgQQEQ ABgUCQLUz6gAKCRCL2C5v M| LXHI0AJ0Qs ghdAqTAk3SBnC2w
zuSOwi DI UWCdFExsdDt Xf 1cL3Q4i | 0+OTdr TW2Cl RgQTEQ ABgUCRPEZz JgAKCRD2
ScTOYJINTDApxAKCIt g TIL CHFYf WKNGGBgK|j ka0zi 9wCc CG3M/nv Bz DUgDVebudUZ
61Sont +1 TAQREQ ADAUCQYHLAQWDBI LZi wWAKCRAYWIAF Z3uh7 EKNAJWPY Wk ONz +Z
Lybwd YNQ7HLUxZy caQCePVhY4P5CHG eYj 9SX2gQCE2SNx+1 TAQQEQ ADAUCQYHL
NAWDBI LZWAAKCRCBwW T r 4hQ2Ki | j AJOVULVQHz F7y YVeg+bh31nng900kwCeJ| 8D
9mx8neg4wspqvgXRA8+t 2sal TAQREQ ADAUCQYHLYgWDBI LZKgAKCRBr c Oz ZXc PO
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cwngAJsFj OvkY9c5eA/ zyM OZ1uPB6pd4QCdGyzgbYb/ eoPu6 FM/VI 9PVI eNZRel
TAQREQ ADAUCQU CTJ AVWDBd QRaAAKCRBIJ c o KwSmmwml VAKC@Ea+Q+qj Cz Dz Dt ZKx
5Nz D\ +WQCeL68seX8Coi XLQUR! i f mPM V2mB+I TAQQEQ ADAUCQ t bugWDBXI |
0gAKCRDM36SJFeu5q/ MTAKCTMI CQt LKI zD0Os YdwWLHXJr RUvgCr f mdeS6aDpwl n
U0/ yvYj gixl Yi ugl TAQGSEQ ADAUCQCPZOgWDB3pL UgAKCRA80R30I Pr 4YSZc AJwP
4DncDk4YzvDvnRoXWSr i Jnly QCdEy +d0Cqf dhM7 HGUs +PZQOmI KBKgl TAQSEQ A
DAUCQD36ugWDB2ap0gAKCRDy 11xj 45x] nLLf AKCONz CVgr bTDRw25cUss 14 RRoUV
PACeLpEc3zSahJUBONNGTN pw Tczl Cl TAQSEQ ADAUCQQ4AKhAWDBpaaCAAKCRAS
yi VOPWIKX/ zdAJ4hNn3Ai j t cAyMr Lhl ZQvi b551mvCgweFEhGLj Z+asO0W681l uc
WZ6Pz W TAQSEQ ADAUCQoCl NAWDBSP/ WAAKCRAEDc CFf | OF gOVKAJWPUDhS1eTz
gnXcl DKgf 353Lbj vXgCeLCWYyj / 2d0gl k6SgzaPl 2UcW gi | TAQTEQ ADAUCPk1N
hAWDCVd XCAAKCRAt u3a/ r dTIMMIMAKCVPkbk1Up/ kyPr | sVKU Nv3bOTZACE Woza
HX38j DCuxsj | r/ 084n4kw ul TAQTEQ ADAUCQde AdgWDBc 0k FgAKCRBnV9v| zYL9
Pj +8AJ9d7r v&I cHz TCSYVnasSt v6j P+AEACeNHa5y! t gqi eRBCCcLcacGgYK8loml
TAQTEQ ADAUCChi BDgWDBYWj f gAKCRB2wQVE0j FuoaDuAJ9CLYdysef 71 sWA2Uf W
hl 6H xkzSgCf eEpXSAhEmG cdpRi JQ W21aB0G ZQQTEQ AHQUL Bwo DBAMWAW D
Fgl BAheABQILcC/ KBGk@QB/ OnABI HZUd QRWABACQK @ HGNOL By 4f Wh2wCeJi | gEar L
8eEyf DdYTyRdqE45HkoANnj FSZY8Zg/ i XeEr HI Or 04BRukNVgi Hs EMBECADs FAkJ3
Nf UOHQBPb3BzLi 4ul HNob3VsZCBoYXZI | GJI ZWigh®3j YWihl EknbSAqc28ql HNO
dXBpZCAuLgAKCRASyi vOPWIKX+9HAJOW Tx/ r ggouK4QCr OV/ 21 OU+j MQCF YSC8
Jgsl | eN8ai yuSt TdYr KOWACI j wQWEQI ATWUCRWBAV 0gdAFNob3VsZCBoYXZI | GJI
ZWigYSBsh2NhbCBzaWluYXR1lcns| @yl HN\vbW/0ad uZy At | FdURI B3YXMySSBO
ad ua2l uzz8ACgkQCcor 9D1qi | +g+wCf cFWo5qUl 4XTE9K8t H3Q+XxGWNeYYAN] i i
Kxj t OXcOl s+Bl gXxbf Z9uqgBsi Q i BBABAGQAMBQIBgcuFBYM3 t kHAA0JEKr j 5s5m
0URoqC8QAI | SudocbJRhr TAROCOPoMs Reyp46Jdp3i L1oFDCGe Pf kZSBwWW8L+cJj h
dycl wwSezZ1D2h9S5Tc4EnoEOkhs S6wBpuAui h5s// coRgl | i LKEdhTnNqul kCH5m
i MCzc5zXWZDWDhpLr 21 nGsZMuh2 QOwAk B4RTBMt+r 18c UXMLVAYHKyj | VabDhsi PP/
MKUj 6r INsUDnDq1G JdQ ySj t CFj YAD QYSD7zcd1lvpgQ.ThnZBESvEoCqunEf OP
xemU6x ABOCL+pUpB40pE6UNG6Kr r 5h6yZxYZ/ Nsvzt 0Y3B5UUMKgYDSpj bul NvaU
TFi OxEU3gJvXc1+h0Bsx M/ FwBZnuMASLEA+UdQb76YcyuFBcRChnt EUTI ducLu84
E2BZ2NSBdy mRQKSI nhvXsEW H6Txmlgt JLynYsvPi 4B4JxKbb+awnFPusL8Wgf z
j bygeKdyqgzYgKj 3M/9R3geaY7Q75Kx| 1Uogi OKcbl 5VZvg470QCWeeERnej gEAdX
EQ WGA/ ARhVOP/ 11 OLQA7j g2P1xTt r BgqC2uf DB+v+j hXaCXxst KSWLI Tbv/ b0d6
454UaOUV7Ri sN39pE2zFvJvY7bwf i woUJVmYLmAr W AEQILI Dt DRt t 2h8JahDCbm
3CVkpadj wos7S5vic/ m+xV9yTgVx5YUF C/ 788L1HNKXf eVDg8zbAi Q i BBMBAGAM
BQJ Cnwoc BYMFBZpwWAAOJEN CCgl aJFf Pl T4P/ 25zvPp8i xqV85i gs3r RgMBt Bsj +
S5EoEWSDInI Ghoi 26yf 1nasC2f r VasWG7i 4J1 nDU3W LZERGD) R/ ngl OCEqsP5gS3
43N7r 4UpDkBs YnOWKH/ Zt ST5I | FK3zd7Xgt xvqKL98I / OSgi j H2W2SJ9DGpj t O+T
i egq7i gt Jzw7Vax9z/ LQH2xhRQKZRIy er nwBYaJd 72i 9SyWK3k0+e95f Gnl R5pF
z| Gg320r YHgD7v9yo@t 1kl sAxK6e3b7Z+Ri JG5cAUB08FOKkGxj W F4v8Dlop7S+
| oRdBOBap01koOKLyt 3+g4/ 33/ 2UxsWb0Bt f gcvYNIvU4bZns1YSqAgDOCanBhg8
| p5XPI DxH6J/ 3997n5JNj / nk50j f d8nYf e/ 5Tj f | WNi put 6t Z7f r EKi 1wl 6pTNbv
VOCleLUJMSXf DZy Ht UXmi P9DKNpsuc CUeBKWRKLgnsHLKLYyds| eUl8+ci Kc+EWh
FXEY+M 72cXAaz5BUVALB8KHNz ZZf ez/ ZJabi ARQoFf j OwAnmhz J9r ++TEKRLEr 96
taul 9/ 8nVPvT6LNBpcM38Td6dJ639YVuHS3i | AgmPPw50Yvgl | Ee4BUYD5r 52Seqc
8XQowouCuBX4vs7zgWFuYA/ s9ebf Gal w+uJdd/ 56XI 91 | 6q5CghqgB/ yt 1EceFEnF
CAj c2SeRo6gzx22i EYEEBECAAYFAK SAby c ACgk QCywYeUx D5vWDc ACE Qs Vk/ XG
| TFyFVQBI R/ 3W 7zqBMAoNhso/ cX8VUf s2BzxPvvGS3y+5Qi EYEEBECAAYFAK Uw
nt cACgk QO 41 6LNBI YkyFgCbhBcwsgl i i ORTDIsdNi uJDcu/ NPqEANni Sq9i Talj gF
HZbai zUUBar sVCB5i EYEEBECAAYFAkWh02s ACgk Qu9u2hBuwKr 6bj wCf a7ZK60+X
nT08Sysg4DEoZnK4L9UAoLWIHUYg35wbZYx+ZUTh98di GU/ ni FOEEXECABOFAj 4+
owWFCQ mMAYAFCwe KAWQDFQMCAX YCAQ XgAAKCRCME YO 7 UHLh9XGOAJ4pVMELS/ DG
r UDoht Gv2z8a7yv4AgCeKl pOj WMES25QocBWiB 7ezxd6sy | XQATEQ AHQUCRGY U
zwWUJ DTBYgAUL BnoDBAMVAW DFgl BAhe AAAOJEI xxj Tt QcuH1dCoAoLC6Rt sDIK3N
7NOxcp3PYOz H20qz AKCFHNOj Sgxk7E8by 3sh+Ay 8y VW 0BYhd BBMRAgAdBQs HCg VE
AxUDAgMMAgECF4AFAKk equSEFCQOUf RUACgkQ HGNOL By 4f Udt wCf RNcueXi kBMy 7
t E2Bbf wEy TLBTFAANi f QGbknt ARVS7ngauCGhelED/ vdgi FOEEx ECABOFCwe KAWQD
FQVCAX YCAQ XgAUCS3AuZQUJ EPPy WQAKCRCM: YO 7 UHLh9aA+AKCHDk OBKBr Gb8t O
g9BI ub3LFhM/HQCel OCot 1hHHU sTI XAUr D8+ubl eZaJ ARWMEEgECAAYFAKV Cl gMVA
Cgk@BPTr HsNvDi 8eQyf / dSxORIKI 0zz8i K79wOONGCsdoJ YONaONTFnirbgHg30XJo
G62cXYgc3+TInd+pYhYi 5gyBi xF/ L8k/ kPVPz X9V Yf wChZDsf TwOi DVmGxCswi N
j 2S00l hwy86/ nEL30KhI 9AhCC1XFNRWBWZY(q9Z1qUXHHI2r DARaedvpKHG zRYON
dx6R2zNyHDx2m f CQ@wDchWEuJdAvOuHr QOHV9+xq71 W QBL/ V5AulOt i owy AbBL
PPYr B6x9vt 2Zc XS7BOy8Sf QLi 8VW2QDQ Toor k4YwBi v6WCW oci y 7paAoPOW/ Nf
2S6hDi speecbk7wgpbUj 5kI Dmwr | gB/ j moAXVENDbs Yk Bl g QQAQI ADAUCSSpooAUD
ABJ1AAAKCRCXELi byl et f FOMCACpP+OVZ7| H cNY+373c4FnSI 0/ SSPXS0ABgdd4
BFWRFVKr W\Be XBCGc 8s Zf HOz VEWKzV96i y Hbpdde AOAK EA4OVPWLMVIFC Hxi 2s9/ N
Jr Sr TPVF QOH5f RO9hn7Hbpq/ ETWOI 0X1FKo7vndMiHZnFENnI +PDXLcdMYQl j YZhT
XER4vVYYOUKu8ek SshUy4z OX7XSIxwgPW ps8qs/ Tvoj | F+vDIvgFYHVkgv S+shp8
Oh/ exg9vKETBI gu87Jgsqgn/ SN2Lr R/ Jhl 0aLdOQ0i Q+/ wHnvVYd QUMFaCZwk/ BKNa
XPzmGZEUZ3RNbYal9Mb7hcE3j s76nh5YMkFvxbTggVu4kdFki QEi BBABAGAMBQIK
M61 BOVAENUAAA0JEIcQuIVKVE18F4gH i nnej | Hf f GWK8j Yi x4ZZT7pWsApyol +
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N9l y85HAL+8r VQr t c THyqOVkcN3wPSwt f Zsz UF/ 0gP6P8sLINJ1Bt r HXLORYj JPm
gveeyHPzA20J1 6i ngWUTi WB22f yj Y/ azwhvZFzxmvbFJ+r 5N/ Z57+| a4t 9LTSqQTN
Hz MUYaXKDaAqz Ze K7 POE6 XUaaeygbj W BLQLO0ez oz Ay +Kk/ g XApnDCGFuHSFe 72
ngt FcbXLM2XFQpMJooETD2R8MUsd+xnQsf f / k6pQOLXi +j UEsWBr / i gnv| k6gZ4D
penBj uhcXYl xJYj UaX9Zm5s+of FAGFxRgXoY7| 9Z+t CMBAX37| m6S+JASI EEAEC
AAWFAKpEc go FAWASAd QAACgk Q xCANBpXr Xz2nmgf / RQkpmvViESr 8znx 2 TpRAGH 5w
kt vdFx| vPaOBWE28NDWTr pcoMjo9kzAi uvEQ VNI hbP21wR3kvn@B4r TAHOM C21

uyybggpgwz OU +W 0o+vk8ZA0A0dSt WVRNBugneCsd1XnqDelr vqC4/ 9y Y223t LmA
kPvz54ka2vX9GdJ3kx MAewhr VQSLCkt QoygU0duj GTDgJt nkOWBhVF9T871 v3W2
eC&dPi el zHU5t r XeznGFj 21d56G5ZFK8co7Rr Tt 4gqdznt 80gl h1BTGrhLI zj MPLTe
dcMusnmB8D1QBII Togc@4ghSf 9t EKnmRI6OnnWWBKN9KcL63E50j 2/ | YOH54wWSYkB
| gQQAQ ADAUCSI Y+RWUDABJ 1AAAKCRCXELI byl et f OOQB/ 0dyJBi Bj gf +8d3yNI D
pDkt LhzYw8cr | j PBVdOgX12xaUYBTCcQ TRVHSggzf f DASBQXeUuWhplL4QBOuzlc
EPPWSM W Xl Bt wr5q6RVf 3PZGJ 9f nFuTk PRO7 Sr uZeVDo9WP8H bQt OLuk Yf 566e
gr zAYROp74UgW t pDt nr qr RTobi uvs FBxosbeRCvEQCr NOn+p5D9hCVB88t UPHNO
WAAM duAFZDx QAT ApKQA2f r Hi Bqy +MLJFezz2OVBf YN+Dgo/ Cb7ZwQOAA/ 2dbwS70
y4s XEHbf Wonj skgPQMYB23t sFUUMAuZwWEbJg+bvegl DsDSt bDl f gAr XSL/ 0+ak
| FcH QEi BBABAGAMBQJ KaAqEBQVAENUAAA0JEJcQuIvKV618r HOH i Cci DAUBYZN
JBj 0GN7/ Xt 851t 9FWhcntaC+qgt uXnkFhpl XkxZVOCU4VBMs4GBodf | vaghBTyf V4
Di +VWBUxr +/ 1j i u3l / HvoFxwdwiNk G356z NBhWSj dwQpGaPvh5r yV1OF LX/ mgQydDix
vqz5+kFDY 4n7uLaeul2j 1TOl R4zUOyAsbt 7J3hwf gJ CXHCc9bnmbnvJwvt Smi-sdC
TP5Hj Ul wHr 9niTe8xuZvj 6sQ WOP4Aql Mkj COWpT9g0of G2KSTwt 7wFbh05sbG4U
QYQAJe4+Soh3+Kj AalcOcvim h4cKX9qf CWwwhhdeNf h1A9VTHhnl 5z Tv/ Ui vnQ j hl

H FgleBSKcSJASI EEAECAAWFAKp5LgoFAWASAQAACgKQ x CAnBpXr XwYBwgAg3f 8
76L3gDZTYlI FAWS3pXBl 8GsUr 1DEKTI EDZMZKDVBWPMhaWWBR1hMA3y 6p3aaClyJl J
BEneXz gy U9uqCxXpC78d5qgc3xs/ Jd/ SswzNYuvuzLYONSWN5L31SLNITBKgEOUO
RynBnt DCQAM2UKI f Snv+0+3nPh85LVAS481GN\pL+VVf CYt KesWNu40+98Yg6LING
WARTf sQbcdokZo44Jz7Y7f 81CbCAr / X1DgPj 2+d4AU pl zDcdr bl NOypr s+7340e
chaGXLsgd19b1Cvcgldgl t Rquu3kRvd+Er 02RYpDv6GVK8EaOLt 04+b/ Ae8cLXAh
QraWQCEWW+AU4J bz 4k Bl gQQAQN ADAUCS05f v QUDABJ 1AAAKCRCXELI byl et f AO8
B/ 9w8y Jdc8K+k07U30wWR/ RUg3Yb2l BDygny091nVsyBORG x BDXEPOXBgGKAXi V1
QSMAXMRVKRs uKahY2HFk PbyhZt j bdTa7Pr / bSnPvRhAh9GNW v Rg2Kp3gXDdj v9x
yWEghKVxcEl VXt NRvpbqRoKmHz | ExvUQck5DMLVW REeYI o0xgs4035WADhVMIngQ
S2G 8P2VaU/ p8EZhFGg6X8Kt O D68z CGhoalelhj 2VDc+Jc+Kdj Rf E3f Wbl Toi d/ o
Dk Ual W5t B3V Xb0g6D/ 2hr EJbX3head ChHKSB8e QdORIbc CIDhhU8csd501gnt hC
ct nvl peWwQzdl Qdk6s ABPWeCi QEi BBABAgAMBQI KoBJ HBQVAENUAAA0JEJcQUIVK
V618M 8H/ 1D88/ g/ p9f SVor 4WI5W Mog8z EAI k3Bl xQ uEFWia6nART6MBE7 e+P1
++UHZsWYs 6] 9ROpWRLGLYyY9j Lec2Y3nUt b20n65p+!1 Ve KR2a9 PHAB5WZDV9dOYP
&ZabKkOlcl LeW.Vgp9LRj Z+AeRGH j HgsULXr o1dwewLTB/ gg9l 2vgNv6dKxyKak
nM G qZLATAq2KoaE/ u/ 61 zRFZI zZnLt j Zh8X7+nS+V8vI9l i Y4nt r pkr bvFk30U6
Wp790BI WinW 84Rbxut RoEwSar / TLWRkcZy RXeJ TapbnLGnQ | DOLo1d7+Vbj d
g/ Sg/ cKHHf 7Nt hCwk QNs CnHLOf 519ZCJASI EEAECAAWFAK qo EAAFAWASA QAACgK Q
| xCAnBpXr XWE/ Af / XDAR/ AS5R61 r / nCvKwCTKJInal aj ssuAcLEa2pMFzZYQ 8r zLO
+Gp8p0gFHICALFWAONVR5g6X/ sSWwuRCF 4zx1 j SvNcdl QvaAf J2ZDEgJ5GXzsPpl rv
SAl 9j S3LL7f SWDZgKuUe0a4qx7A0Ngy GMUYGhP+Q RFa8vVEBI 9f ANd/ OmvgAe BV
qQyOHOX1Fi WLCa2Jn4NKf uMy9CGEvRddVI bB1LvoNVt XPNzeeKMyNb9Jdx 1IMFW sy
COBP2DayJKTnj vgPEc/ YO CowoN5sJ/ j n4mSTvv| TooLi ReSs6GSCA] MxN7eYS
/ Oyq61 ulJDcIvmB8N2W x AZt AVgF80OA7 CWKKVYk Bl g QQAQ ADAUCST nHi QUDABJ 1
AAAKCRCXELI byl et f PChB/ QUECt i 1dZeNuFsd0/ RuGyRUVI r r hJE6GWCc Or LO9par

r PbewbKBnj SzB0MygJXGvcCO6nPNuqud 7/ WoxKsFnf g4vJBPlI ADFKt gRUy9BLzj C
eot WhPHFBWWf t PbaQVvi SUu7d89NLj DDVBxr h80puDl ApxoQLDol r h3T1kpZx56
j SW0gel FUMbXAzngkJ SyL4XdhlaqzgUbREd7Xf 21 Czuh0sV6V7c/ AW j WEGES A
HZai QDywZwbC18Gm M.i Az G\b/ ASc FDQRCZKID L+Q 8YT6z+ZMWr 8gb7Cl USPKY
dhi | f 2UVTQM-AoW/| NRCQQAqcG K31 M z7SQ yk4HmVUI QEi BBABAgGAMBQIK3gj G
BQVAENUAAA0JEJcQuIVvKV618j kEH+Wh0Zv 9z 7x QgpL MowNuBFQVU8/ z7P5ASuny B
PUCB+0J Vx SHBhI CKQK7n11milf hu& 2f CxXhSU6LzXj 36r sKRY531 GZ9ChvgFUt CH
3Xb2l QLI JCAUK] G2j SSCdcuA/ x98bwp2v7003r n7ndCS16CwWXnRV3ge QNi pRKMVS
Daj KPpZv1Ri ZnBpMKgEb8WBW352xWoCcxuf f j | sOEwvJI85SEGCAZ9t mi | kZOc 7Ai

QONDvi i 9b8AYhQBORI QCOHP2ASSNKOV92Ve FPx HmAy gdDQyZNVt bVxgnnt 70 TNEuU
VRXNY+z 4Cf BAr p7R+cTsvi j DRZYAkM.1n22hUybwox UEvj qZV2+J ASI EEAECAAWF
Akr va QFAWASAQAACgKQ xCAmBpXr Xxr PAgAr Xi NgZi r NuBhf NCXI kzk CHLx5wnV
e4SmrpbWe TWWw7 +gk 7d41 9hl W dI m SORI Nzo7f 4ShSUzJX2CGci NaXhaHRo7+y50
Zbu82j p09aQq / ni bKYugxgUr ob TEm+DuYz 3JUQZn2Ps PcHLS8mX9cxvr JUnc PG
nXEVODRaq71SGN\Dpr t kvBbp6i 38aY3sl hYgz8wivbnlszKDt j ywnBYcFehl dozt 9z
hm7wZshz RWOX1+Rf / pl snk+QOzBl a34cr SemrnacbV/ B7278z2XAyzi PNFugzOxu+
i1t OmYmayf NWAmumuwdNcuwM t h6Me2HLr po0ZBheJ6i uDMPs HhwgdB/ 4k Bl gQQ
AQ ADAUCSWBd2gUDABJ 1AAAKCRCXEL. byl et f P6t B/ 4nilwOBt | kJgt S6E+B/ ns14
z4A4PCGor s+n+MYnD5qzvi +EnDF/ syt CnmiVcKei nr t vDcf oDt KAFFvJj ¢ YXf nJdGAN
PuOSIMRL5KKC r AKwZmJ/ sax OgoB5QLNw+DHPt eJ3w9GmMAN Gx| qGLr 15WC5duzBC
y3Fsnj JYG3j aLnHOOYY XXb5h0Ok UTORf UKdvAr 1gxF2Koat ZWjGoaPPnHoqb88r j t

zk81 7gDgoXnzh8wlLxa0ZYvf TG/ McxdWIr wXLf t +kr mMVQL8i | ZEne2hvVLNIVul uU
oi W.eHA8i NC;AWAWIdLc1nCnCj GTMX/ M\41uLHOC9Ka4R6wWEaqj 41 PDk1B/ 1TV+Q
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i QEi BBABAGAMBQILEYG BQVAENUAAA0JEJcQuJvKV618nal H 2t 9aH5SnBTKBN6f U
ghrf79vl sj t 1/ QNS5qi sBI SZMX3/ 1/ 0Gu6Whxk PSf dCUIMAC MenVj 7KU2wx THHG
VpASt d9r 2af UNxRygZwzwyyt kt uZokO0XngAEDYDDBS3ssu2R4uW.Cs C2ys XEqQ/ 5
t15Yr TWZr f el phTaYP5hxr Muj vgy 3k EwKKbi Mz91cDei LS+YCBcal j 5n/ 1dMYf 7
8UBC6i eur xAg/ L8h6x25VMAI | x4MTMR2T8QG kk UXd+Fd/ KYWrf OLESLLPknf OHhw
oVsl PXei np4FsHK/ 5wzvi v4YZpzuTqs9N KcMsa4l uuPOBOFDf 0pn+OFQhEg9QWY
2gCozK+JASI EEAECAAWMFAK S| TdQFAWASA QAACgKQ xCAnBpXr Xwl ogf / XBGOXRVX
LMaRNASczQ w3/t UCri Tkb3v+zKj R@0zFhYAccj n7w+7j KQ cj q6quQGLEH2X4
/ Subps 1l DLgCHHhi IWBZhx QScLZmhdAYsh2gAGP/ WBQ XGrc61t +H3ol vWj2cr
wg Cxx FZAgk AAKTr 9x c HWFZJ EQe Xoob6c CZChaUnHSANAMC6s 51 Ux XYa2bnl 7B UB4
4KCzDvAf bPZKIOMkO0qb3l c11zx+vGdyZFbmdR0+3LPp/ vTOb3d SbbF9l ULGOXh
Vaphr gFFa76dnj f HCkPpl XAkK1VSI U aPGAef duTFMIl SZpdM J5AULj GcszBDl R
pLI PxvgVa0Zpgl kBl gQQAQ ADAUCSyckgUDABJ1AAAKCRCXELI byl et f H NCACp
1Yespi Hf Q¢ 2al cscE5zgf ETEHH c8Ai 6pNkU9HT4TeW FHEDe5Qf Ycpj Lr QvBXS
kSvxEi t t byRdv+e+j 5Z+HyHj i GBnAQBL6qy9eHqQE4+d7gYs6DTk7s GOZMYphREb
| 't zZD+tFAhVCQILT8LNr 0eVFN7ehqECScDaCG8/ Qyt i +1 / OMD02/ Yn+ne0i | G UdW
9x6LPal | Nt b1gsYDEy! Lj w@ Zm Or 5Kh9wYoV4vnNez Fbx OLuRi WOB7i aPj | Esbt
OOKp7wx2aX+DMBNIF3Bt al Y8XnzcnonNmB3SNsgngr ZI j pQ t UnNgl hNVBDupQ+

WOV5gt | 6pTC7CgeVTVyRi QEi BBABAgAVBQI L OGXuBQVAENUAAA0JEJCcQuIVKVE18
|| 41 AKI9mmij b0c8f e9+uDl 8e CIRbz NbVXnBz W pABGUt QAakwx0Kv332QP1VA1P
odni / e3EVMhs SREQZJJv79YqGxGRBTE9KD/ V) MB4nas4XSn XKW28XWhKy | w+XwQAI

nY2swFHh+83Ht r / mvTdJf S2aEYl 2zboBvd/ JZCdhOGU2GH737S/ 3uEczoKkf VQ w
OTMBX1xWM YWgx23k/ DsGcuDs9l A2g7Mk7DSqBt Vj aTkn9h0z ATz XL Dk nP4SAWVj

cZ83WDpFr e5Whi zZj dXI BMVBOCexp5WnezyHLThnaBFK4j Emnsk5C2Rnoyp8l vz6g
Ecglt RbEXi j Rwt++d2TFYl JwWLKt i JASI EEAECAAWFAKt KM ¢ FAWASd QAACgkQ xC4
nBpXr XxgHQYAUYY5scKr hOm GS9EYny C9494| A O6i yt UOCpE60BC31MBhf X/ Dbj

Ubc S5szZNU+2CPYo4uj QLZ7suN7+t Tj GBpZFf Mevaj T9+j sL+NPMF8RLALOVYnb

TnSQENO+XGEYaKYH50ZI el WobAKCgi 20zkdFI BBLAX7Kqo/ Fyybhk URFEcv Ey Vg f
3KLV7I i X/ fYLf oCMCI/ Len®B/ | | SFB1n8Nvg66Xd533DKoH ueD3j yaNAVI o2ng/
sl Av++knt vG B3GDK5pf wHZ78WN CpsWZpE5gzAnzJ1YOWEI gRoOPVLU3cLQ0j LG
23d+H Cbf Z8r kaj H1e CDQF7YVPOt OnYp Yk Bl gQQAQ ADAUCS1v+ZgUDABJ1AAAK
CRCXELIi byl et f NS/ CACqt 2TkB86nj qMtcJ74+dWBvJ2aFuURuxznmd5i 9Q W hU08
2i MbC3+0k20D8Cr TOe61P+30RyLj v/ UEDUNzLncNe2YsA9JeV+4hvPwH5Vp3Oni3
089f CKZUbgs| XNKkHi WYU+z AaZI XEuGRmRz 0HbQl e AMOWF40a226uoledws1Ihc+
F3E/ ApCRy FBgBUdLO5hapQLdi t YpsBj | di BGpj zi dM_E2wX2WZpAdNOUGBI yI R
mrPj bSkvz S9k SWFnf hQgnBDKEYJpVZgE1sN52r YC1sDeGei uKxl zj VovOMVh YMM
Z03R503F2i | M BK6FbC252] f / Mhu3l CuXuj NBZNYi QEi BBABAGAMBQI LbSHABQVA
EnUAAA0JEJcQuIvKV618kdOl AJLLWDHEgvgAl BFkI QI XgQxUdc SOOVVAW | HgWOy
0zj gonZZBKkRL8dt CDr 9YBMej 5czc@BgpnLJdppXhKB+kJV2i UXf DMSFXWJ4WLT | s
8FNNXw8H5U010Bk GH/ KuéngL9Vt +M YHt CVWkw9QueUKZnDudX9ql zLAI t +mASTu
A6+f YAVW g40AAO0v3exaQVb5YR/ Uhl KunpGE908Qkq77dMEL TV OnBoLbOVRB3Dd
MAVVUB 2| 6Pcb7KobVCuOBnb6bat XARV/ GBsw+nzf J16f r / KobZT2A6m+Jr gk4d

F14l j Lbz1606J GUPAr yN2G2ddBdSAy 7dt FSVhWA WCOn88g5Ag0ERj 6j HRAI AQ' h
i X8WHWOMLJ T54x/ axeDdgnlr BDf 5c Wra CWHN2uj NNI gpx5empU9v 7 QSt s NUCOGB
bXke4Ar 7YGtH) t SR33zgNh3y5k QYk Y3dQOwh6ns!| +wh4XI 1Y/ 3TUZVt ndJeUBRH
JI f VNFYad2hX1guFl 37Ny 1PoZAFsx(082g+XB/ Se8r / +sbmvcONdcdl eFKr E3Fj Lt
I j NQcxC6l 9QROy8KDx G zvUZG3+H5i 3t dRMy GgnuD6gEVOGXCHYUopzLei t 1+Aa0
bCk36Mrbu+BeOn CIVB+bOnB27hCaf 9aCA855I1 P6f JFvt xcbl g8nHI ghU3Dc9t ec
sl 9/ S1xZ5S8y| I xeRs AAWUH/ i 8KgmvAhq0X7DgCc Yput wh37cuZl HOalEpO7JRm
BCDgkdQXk G sj 2Wew7 Aw TGdWkmM2pxb8BRui 5¢f cZFO7c6vryi 6FpJulucX975
+eVY50ndVWKkPXkJ 1HF4i +HIWRgE2zI| i N RHVE4LJcwXQuvj DA3EE3ACGei VFbD+gA
AdxUFoCeLbl KNBHPG7DP@GIxL+Ni 5r KE+TXShxsB7F0z72dJJZ0G0J ODox 71 st QT
GoalU9u4loyZTl i XPi Fi dJol ZCh7f dur P8pn3X+R5HUNXM 7Mtba8l SNxce/ F3knH
OL7r sKgdh9d/ aVxhJ!l NJ+i nVDnr XW/oXu9GBj T8Ncoli U9SI VAQYEQ ADAUCTnc9
7QUIE/ sBuAASB2VHUEC AAQEJEI xxj Tt Qc uHLFIs AmmWK9v MR/ y9gTnJ8PW 0BV
r oUTAKCI YAhZuX2nUNwH4v| EJQHDgYa5y Q==

=ghXxk

————— END PGP PUBLI C KEY BLOCK- - ---

To import the build key into your personal public GPG keyring, use gpg - -i nport . For example, if
you have saved the key in a file named nysql _pubkey. asc, the import command looks like this:

shel | > gpg --inport nysqgl _pubkey. asc

gpg: key 5072E1F5: public key "MySQL Rel ease Engi neering
<nysql - bui | d@ss. oracl e. con®" inported

gpg: Total nunmber processed: 1

gpg: imported: 1

gpg: no ultimately trusted keys found

You can also download the key from the public keyserver using the public key id, 5072E1F5:
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shel | > gpg --recv-keys 5072E1F5

gpg: requesting key 5072E1F5 from hkp server keys.gnupg. net

gpg: key 5072E1F5: "MySQL Rel ease Engi neering <nysqgl-buil d@ss. oracl e. con>"
1 new user ID

gpg: key 5072E1F5: "MySQL Rel ease Engi neering <nysql-buil d@ss. oracl e. con>"
53 new si gnat ures

gpg: no ultimately trusted keys found

gpg: Total number processed: 1

gpg: new user IDs: 1

gpg: new signatures: 53

If you want to import the key into your RPM configuration to validate RPM install packages, you should
be able to import the key directly:

shell > rpm --inport nysql _pubkey. asc

If you experience problems or require RPM specific information, see Section 2.1.3.4, “Signature
Checking Using RPM”.

After you have downloaded and imported the public build key, download your desired MySQL package
and the corresponding signature, which also is available from the download page. The signature file
has the same name as the distribution file with an . asc extension, as shown by the examples in the
following table.

Table 2.1 MySQL Package and Signature Files for Source files

File Type File Name
Distribution file nysql - standard-5. 7. 27-1i nux-i 686.tar. gz
Signature file nysql - standard-5. 7. 27-1i nux-i 686.tar. gz. asc

Make sure that both files are stored in the same directory and then run the following command to verify
the signature for the distribution file:

shel | > gpg --verify package_nane. asc

If the downloaded package is valid, you will see a "Good signature” similar to:

shel | > gpg --verify nysqgl-standard-5.7.27-1inux-i686.tar.gz.asc
gpg: Signature nade Tue 01 Feb 2011 02: 38: 30 AM CST usi ng DSA key | D 5072E1F5
gpg: Good signature from"MSQ. Rel ease Engi neering <nysql - bui | d@ss. or acl e. con»"

The Good si gnat ur e message indicates that the file signature is valid, when compared to the
signature listed on our site. But you might also see warnings, like so:

shel | > gpg --verify nysqgl-standard-5.7.27-1inux-i686.tar.gz.asc

gpg: Signature nade Wed 23 Jan 2013 02: 25: 45 AM PST usi ng DSA key | D 5072E1F5
gpg: checking the trustdb

gpg: no ultimately trusted keys found

gpg: Cood signature from"M/SQL Rel ease Engi neering <nysqgl-buil d@ss. oracl e. con>"
gpg: WARNING This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: A4A9 4068 76FC BD3C 4567 70C8 8C71 8D3B 5072 EL1F5

That is normal, as they depend on your setup and configuration. Here are explanations for these
warnings:

* gpg: no ultimately trusted keys found: This means that the specific key is not "ultimately trusted" by
you or your web of trust, which is okay for the purposes of verifying file signatures.

 WARNING: This key is not certified with a trusted signature! There is no indication that the signature
belongs to the owner.: This refers to your level of trust in your belief that you possess our real public
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key. This is a personal decision. Ideally, a MySQL developer would hand you the key in person,
but more commonly, you downloaded it. Was the download tampered with? Probably not, but this
decision is up to you. Setting up a web of trust is one method for trusting them.

See the GPG documentation for more information on how to work with public keys.
2.1.3.3 Signature Checking Using Gpg4win for Windows

The Section 2.1.3.2, “Signature Checking Using GnuPG” section describes how to verify MySQL
downloads using GPG. That guide also applies to Microsoft Windows, but another option is to use a
GUI tool like Gpg4win. You may use a different tool but our examples are based on Gpg4win, and
utilize its bundled KI eopat r a GUI.

Download and install Gpg4win, and then load Kleopatra. The dialog should look similar to:

Figure 2.1 Kleopatra: Initial Screen

n

Import Cerificates Export Cerdificates Redisplay Stop Operation Lookup Certificates on Server

Find: [My Certificates

My Certificates | Trusted Certificates | Other Certificates |
Valid From Valid Until Details Key-1D

Next, add the MySQL Release Engineering certificate. Do this by clicking File, Lookup Certificates on
Server. Type "Mysqgl Release Engineering" into the search box and press Search.

Figure 2.2 Kleopatra: Lookup Certificates on Server Wizard: Finding a Certificate

™ Certificateserver Certificate Lookup - L 2 2l |
Find: mysqgl release engineering L %] Search

Name E-Mail Valid From Valid Until  Details  Fingerprint ~ Key-D Select All
MySQL Release Engineering mysqgl-build@oss_oracle.com 2003-02-03 OpenPGP 5072E1F5 5072E1F5
Deselect All

Import ][ Close ]
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Select the "MySQL Release Engineering" certificate. The Fingerprint and Key-ID must be "5072E1F5",
or choose Details... to confirm the certificate is valid. Now, import it by clicking Import. An import
dialog will be displayed, choose Okay, and this certificate will now be listed under the Imported
Certificates tab.

Next, configure the trust level for our certificate. Select our certificate, then from the main menu select
Certificates, Change Owner Trust.... We suggest choosing | believe checks are very accurate for
our certificate, as otherwise you might not be able to verify our signature. Select | believe checks are
very accurate to enable "full trust" and then press OK.

Figure 2.3 Kleopatra: Change Trust level for MySQL Release Engineering

Change Trust Level of MySQL Release Engineering <mysgl-build@oss.oracle.com> (S072E1F5)
— —

How much do you trust certifications made by My SQL Release Engineering (5072E1F5) to correctly
verify authenticity of certificates?

= | don't know (unknown trust)

Choose this if you have no opinion about the trustworthyness of the cerificate’s owner.
Certifications at this trust level are ignored when checking the validity of OpenPGP certificates.

do NOT trust them (never trust)

Choose this if you explicitly do not trust the certificate owner, e.g. because you have know
checking or without the cerificate owner's consent.
Certifications at this trust level are ignored when checking the validity of OpenPGP certificates.

edge of him certifying without

believe checks are casual {marginal frust)

heose this if you trust certifications are not done blindly, but not very accuratly, either.
ertificates will only become valid with multiple certifications (typically three) at this trust level. This is usually a good choice.

.
L
=
L

@ | believe checks are very accurate (full trusi)

Choose this if you trust certifications are done very accuratehy.
Certificates will become valid with just a single certification at this trust level, 3o assign this much trust with care.

This is my certificate {ultimate trust)
Choose this if and only if this is yvour cerificate. This is the default if the secret key is available, but if you imported this
certificate, you might need to adjust the trust level yourself.

Certificates will become valid with just a single certification at this trust level.

[ DK ] [ Cancel

Next, verify the downloaded MySQL package file. This requires files for both the packaged file, and
the signature. The signature file must have the same name as the packaged file but with an appended
. asc extension, as shown by the example in the following table. The signature is linked to on the
downloads page for each MySQL product. You must create the . asc file with this signature.

Table 2.2 MySQL Package and Signature Files for MySQL Installer for Microsoft Windows

File Type File Name
Distribution file nysql -i nstal l er-conmunity-5.7.27. nsi
Signature file nysql -install er-community-5.7.27. nmsi . asc

Make sure that both files are stored in the same directory and then run the following command to verify
the signature for the distribution file. Either drag and drop the signature (. asc) file into Kleopatra, or
load the dialog from File, Decrypt/Verify Files..., and then choose either the . nsi or. asc file.

79



Verifying Package Integrity Using MD5 Checksums or GnuPG

Figure 2.4 Kleopatra: The Decrypt and Verify Files Dialog

™ Decrypty/Verify Files ?

Choose operations to be performed

Here you can check and, if needed, override the operations Kleopatra detected for the input
given.

Input file: C:/docs/mysgl-installer-community-5.6.10.0_msi.asc
Input file is a detached signature
Signed data: C:/docs/mysgl-installer-community-5.6.10.0.msi

Input file is an archive; unpack with: |TAR (PGP®-compatible) -

Create all output files in a single folder
Output folder: C:/docs

Back [Decryptf\.l’erify” Cancel ]

Click Decrypt/Verify to check the file. The two most common results will look like the following, and
although the yellow warning looks problematic, the following means that the file check passed with
success. You may how run this installer.

Figure 2.5 Kleopatra: the Decrypt and Verify Results Dialog: All operations completed

-

™ Decrypty/Verify Files 7 &

Results

All operations completed.

0 100%

mysgl-installer-community-5.6.10.0.msi.asc: Not enough information to
check signature validity.

ide Detai

Signed on 2013-02-01 11:13 by mysal-build@oss.oracle.com (Key ID: 0x5072E1F5).
The validity of the signature cannot be verified.

Keep open after operation completed

Back W OK Cancel

Seeing a red "The signature is bad" error means the file is invalid. Do not execute the MSI file if you
see this error.
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Figure 2.6 Kleopatra: the Decrypt and Verify Results Dialog: Bad

[ Decrypt/Verify Files (2] = ]

Results

All operations completed.

R %

Keep open after operation completed

Back ¥ OK Cancel

L r

The Section 2.1.3.2, “Signature Checking Using GnuPG” section explains why you probably don't see a
green Good si gnat ur e result.

2.1.3.4 Signature Checking Using RPM

For RPM packages, there is no separate signature. RPM packages have a built-in GPG signature and
MD5 checksum. You can verify a package by running the following command:

shel | > rpm - - checksi g package_nane. rpm

Example:

shel | > rpm --checksi g MySQL-server-5.7.27-0.1inux_glibc2.5.i386.rpm
MySQ.- server-5.7.27-0.1inux_glibc2.5.i386.rpm nd5 gpg OK

Note

@ If you are using RPM 4.1 and it complains about (GPG) NOT OK (M SSI NG
KEYS: GPG#5072elf5), even though you have imported the MySQL public
build key into your own GPG keyring, you need to import the key into the RPM
keyring first. RPM 4.1 no longer uses your personal GPG keyring (or GPG
itself). Rather, RPM maintains a separate keyring because it is a system-wide
application and a user's GPG public keyring is a user-specific file. To import the
MySQL public key into the RPM keyring, first obtain the key, then use r pm - -
i mport to import the key. For example:

shel | > gpg --export -a 5072elf5 > 5072elf5. asc
shel | > rpm --inport 5072elf5. asc

Alternatively, r pmalso supports loading the key directly from a URL, and you can use this manual
page:
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shel | > rpm --inmport https://dev.nysqgl.conm doc/refman/5. 7/ en/ checki ng- gpg- si gnat ure. ht m

If you need to obtain the MySQL public key, see Section 2.1.3.2, “Signature Checking Using GnuPG”.

2.1.4 Installation Layouts

The installation layout differs for different installation types (for example, native packages, binary
tarballs, and source tarballs), which can lead to confusion when managing different systems or using
different installation sources. The individual layouts are given in the corresponding installation type or
platform chapter, as described following. Note that the layout of installations from vendors other than
Oracle may differ from these layouts.

» Section 2.3.1, “MySQL Installation Layout on Microsoft Windows”

Section 2.9.1, “MySQL Layout for Source Installation”

Table 2.3, “MySQL Installation Layout for Generic Unix/Linux Binary Package”

Table 2.11, “MySQL Installation Layout for Linux RPM Packages from the MySQL Developer Zone”

Table 2.6, “MySQL Installation Layout on macOS”

2.1.5 Compiler-Specific Build Characteristics

In some cases, the compiler used to build MySQL affects the features available for use. The notes in
this section apply for binary distributions provided by Oracle Corporation or that you compile yourself
from source.

i cc (Intel C++ Compiler) Builds

A server built with i cc has these characteristics:

e SSL support is not included.

2.2 Installing MySQL on Unix/Linux Using Generic Binaries

Oracle provides a set of binary distributions of MySQL. These include generic binary distributions in the
form of compressed t ar files (files with a . t ar . gz extension) for a number of platforms, and binaries
in platform-specific package formats for selected platforms.

This section covers the installation of MySQL from a compressed t ar file binary distribution on Unix/
Linux platforms. For other platform-specific binary package formats, see the other platform-specific
sections in this manual. For example, for Windows distributions, see Section 2.3, “Installing MySQL
on Microsoft Windows”. See Section 2.1.2, “How to Get MySQL” on how to obtain MySQL in different
distribution formats.

MySQL compressed t ar file binary distributions have names of the form

nysql - VERSI ON- CS. t ar . gz, where VERSI ONis a number (for example, 5. 7. 27), and CS indicates
the type of operating system for which the distribution is intended (for example, pc- 1 i nux-i 686 or
Wi Nx64).

Warning

O If you have previously installed MySQL using your operating system native
package management system, such as Yum or APT, you may experience
problems installing using a native binary. Make sure your previous MySQL
installation has been removed entirely (using your package management
system), and that any additional files, such as old versions of your data files,
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have also been removed. You should also check for configuration files such as
[ etc/ ny.cnf orthe/etc/ nysql directory and delete them.

For information about replacing third-party packages with official MySQL
packages, see the related APT guide or Yum guide.

Important
A « MySQL has a dependency on the | i bai o library. Data directory initialization
and subsequent server startup steps will fail if this library is not installed
locally. If necessary, install it using the appropriate package manager. For
example, on Yum-based systems:

shel | > yum search |libaio # search for info
shell > yuminstall libaio # install library

Or, on APT-based systems:

shel | > apt-cache search |ibaio # search for info
shel | > apt-get install libaiol # install library

e For MySQL 5.7.19 and later: Support for Non-Uniform Memory Access
(NUMA) has been added to the generic Linux build, which has a dependency
now on the | i bnuna library; if the library has not been installed on your
system, use you system's package manager to search for and install it (see
the last bullet for some sample commands).

To install a compressed t ar file binary distribution, unpack it at the installation location you choose
(typically / usr /1 ocal / mysql ). This creates the directories shown in the following table.

Table 2.3 MySQL Installation Layout for Generic Unix/Linux Binary Package

Directory Contents of Directory
bin nysql d server, client and utility programs
docs MySQL manual in Info format
man Unix manual pages
i ncl ude Include (header) files
lib Libraries
share Error messages, dictionary, and SQL for database
installation
support-files Miscellaneous support files
Note
@ SLES 11: as of MySQL 5.7.19, the Linux Generic tarball package format is EL6

instead of EL5. As a side effect, the MySQL client bin/mysqgl needs libtinfo.so.5.

A workaround is to create a symlink, such as In -s libncurses.s0.5.6 /lib64/
libtinfo.s0.5 on 64-bit systems or In -s libncurses.s0.5.6 /lib/libtinfo.s0.5 on 32-bit
systems.

Debug versions of the mysql d binary are available as nysqgl d- debug. To compile your own debug
version of MySQL from a source distribution, use the appropriate configuration options to enable
debugging support. See Section 2.9, “Installing MySQL from Source”.

To install and use a MySQL binary distribution, the command sequence looks like this:
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Create a mysqgl User and Group

Create

Obtain

> groupadd nysql
> useradd -r -g nysqgl -s /bin/fal se nysql
shel | > cd /usr/| ocal
> tar zxvf /path/to/ nmysql-VERSION-CS.tar. gz
> |n -s full-path-to-nmysqgl - VERSI ON- OS nysql
shel | > cd nysql
shel | > nkdir nysqgl-files
shel | > chown nysql : nmysqgl nysqgl-files
shel | > chnod 750 nysql -files
shell > bin/nysgld --initialize --user=nysql
shel | > bi n/ nmysqgl _ssl _rsa_setup
shel | > bin/nysqgl d_safe --user=nysqgl &
# Next command is optional
shel | > cp support-files/nysqgl.server /etc/init.d/ mysql.server

Note
@ This procedure assumes that you have r oot (administrator) access to your
system. Alternatively, you can prefix each command using the sudo (Linux) or
pf exec (Solaris) command.
The nysql - fi | es directory provides a convenient location to use as the value for the
secure_file_priv system variable, which limits import and export operations to a specific directory.
See Section 5.1.7, “Server System Variables”.

A more detailed version of the preceding description for installing a binary distribution follows.

a mysql User and Group

If your system does not already have a user and group to use for running nysql d, you may need to
create them. The following commands add the mysql group and the nysql user. You might want to
call the user and group something else instead of mysql . If so, substitute the appropriate name in the
following instructions. The syntax for user add and gr oupadd may differ slightly on different versions
of Unix/Linux, or they may have different names such as adduser and addgr oup.

shel | > groupadd nysql
shel | > useradd -r -g nysql -s /bin/false nysql

the user add command uses the -r and -s / bi n/ f al se options to create
a user that does not have login permissions to your server host. Omit these

Note
@ Because the user is required only for ownership purposes, not login purposes,
options if your user add does not support them.

and Unpack the Distribution

Pick the directory under which you want to unpack the distribution and change location into it. The
example here unpacks the distribution under / usr/ | ocal . The instructions, therefore, assume that
you have permission to create files and directories in / usr/ | ocal . If that directory is protected, you
must perform the installation as r oot .

shel | > cd /usr/l ocal

Obtain a distribution file using the instructions in Section 2.1.2, “How to Get MySQL”. For a given
release, binary distributions for all platforms are built from the same MySQL source distribution.

Unpack the distribution, which creates the installation directory. t ar can uncompress and unpack the
distribution if it has z option support:
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shel | > tar zxvf /path/to/ nmysqgl-VERSION-CS.tar. gz
The t ar command creates a directory named nysql - VERSI ON- CS.

To install MySQL from a compressed t ar file binary distribution, your system must have GNU gunzi p
to uncompress the distribution and a reasonable t ar to unpack it. If your t ar program supports the z
option, it can both uncompress and unpack the file.

GNU t ar is known to work. The standard t ar provided with some operating systems is not able to
unpack the long file names in the MySQL distribution. You should download and install GNU t ar , or if
available, use a preinstalled version of GNU tar. Usually this is available as gnut ar, gt ar, orast ar
within a GNU or Free Software directory, such as/ usr/ sfw bi nor/usr/l ocal /bin.GNUtar is
available from http://www.gnu.org/software/tar/.

If your t ar does not have z option support, use gunzi p to unpack the distribution and t ar to unpack

it. Replace the preceding t ar command with the following alternative command to uncompress and
extract the distribution:

shel | > gunzip < /path/to/ nysqgl -VERSION-CS. tar.gz | tar xvf -

Next, create a symbolic link to the installation directory created by t ar :

shell > I n -s full-path-to-nmysqgl - VERSI ON- OS nysql

The | n command makes a symbolic link to the installation directory. This enables you to refer more
easily toitas/ usr/ | ocal / nysql . To avoid having to type the path name of client programs always
when you are working with MySQL, you can add the / usr/ | ocal / mysql / bi n directory to your PATH
variable:

shel | > export PATH=$PATH: /usr/| ocal / nysql /bin

Perform Postinstallation Setup

The remainder of the installation process involves setting distribution ownership and access
permissions, initializing the data directory, starting the MySQL server, and setting up the configuration
file. For instructions, see Section 2.10, “Postinstallation Setup and Testing”.

2.3 Installing MySQL on Microsoft Windows

Important

A MySQL Community 5.7 Server requires the Microsoft Visual C++ 2013
Redistributable Package to run on Windows platforms. Users should make sure
the package has been installed on the system before installing the server. The
package is available at the Microsoft Download Center.

MySQL is available for Microsoft Windows, for both 32-bit and 64-bit versions. For supported Windows

platform information, see https://www.mysql.com/support/supportedplatforms/database.html.

Important

have Service Pack 1 (SP1) installed, MySQL 5.7 will regularly restart and in the

A If your operating system is Windows 2008 R2 or Windows 7 and you do not
MySQL server error log file you will see this message:
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mysql d got exception 0xc000001d

This error message occurs because you are also using a CPU that does not
support the VPSRLQ instruction and indicates that the CPU instruction that was
attempted is not supported.

To fix this error, you must install SP1. This adds the required operating system
support for the CPU capability detection and disables that support when the
CPU does not have the required instructions.

Alternatively, install an older version of MySQL, such as 5.6.

There are different methods to install MySQL on Microsoft Windows.

MySQL Installer Method

The simplest and recommended method is to download MySQL Installer (for Windows) and let it install
and configure all of the MySQL products on your system. Here is how:

1. Download MySQL Installer from https://dev.mysql.com/downloads/installer/ and execute it.

does not bundle any MySQL applications but it will download the MySQL

Note
@ Unlike the standard MySQL Installer, the smaller "web-community" version
products you choose to install.

2. Choose the appropriate Setup Type for your system. Typically you will choose Developer Default
to install MySQL server and other MySQL tools related to MySQL development, helpful tools like
MySQL Workbench. Or, choose the Custom setup type to manually select your desired MySQL
products.

Note
@ Multiple versions of MySQL server can exist on a single system. You can
choose one or multiple versions.

3. Complete the installation process by following the instructions. This will install several MySQL
products and start the MySQL server.

MySQL is now installed. If you configured MySQL as a service, then Windows will automatically start
MySQL server every time you restart your system.

Note

@ You probably also installed other helpful MySQL products like MySQL
Workbench and MySQL Notifier on your system. Consider loading Chapter 30,
MySQL Workbench to check your new MySQL server connection, and
Section 2.3.4, “MySQL Notifier” to view the connection's status. By default,
these two programs automatically start after installing MySQL.

This process also installs the MySQL Installer application on your system, and later you can use
MySQL Installer to upgrade or reconfigure your MySQL products.

Additional Installation Information

It is possible to run MySQL as a standard application or as a Windows service. By using a service,
you can monitor and control the operation of the server through the standard Windows service
management tools. For more information, see Section 2.3.5.8, “Starting MySQL as a Windows
Service”.
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MySQL on Windows Considerations

Generally, you should install MySQL on Windows using an account that has administrator rights.
Otherwise, you may encounter problems with certain operations such as editing the PATH environment
variable or accessing the Servi ce Control Manager.When installed, MySQL does not need to be
executed using a user with Administrator privileges.

For a list of limitations on the use of MySQL on the Windows platform, see Section C.10.6, “Windows
Platform Limitations”.

In addition to the MySQL Server package, you may need or want additional components to use MySQL
with your application or development environment. These include, but are not limited to:

» To connect to the MySQL server using ODBC, you must have a Connector/ODBC driver. For more
information, including installation and configuration instructions, see MySQL Connector/ODBC
Developer Guide.

Note
@ MySQL Installer will install and configure Connector/ODBC for you.

» To use MySQL server with .NET applications, you must have the Connector/NET driver. For more
information, including installation and configuration instructions, see MySQL Connector/NET
Developer Guide.

Note
@ MySQL Installer will install and configure MySQL Connector/NET for you.

MySQL distributions for Windows can be downloaded from https://dev.mysql.com/downloads/. See
Section 2.1.2, “How to Get MySQL".

MySQL for Windows is available in several distribution formats, detailed here. Generally speaking,

you should use MySQL Installer. It contains more features and MySQL products than the older MSI,

is simpler to use than the compressed file, and you need no additional tools to get MySQL up and
running. MySQL Installer automatically installs MySQL Server and additional MySQL products, creates
an options file, starts the server, and enables you to create default user accounts. For more information
on choosing a package, see Section 2.3.2, “Choosing an Installation Package”.

» A MySQL Installer distribution includes MySQL Server and additional MySQL products including
MySQL Workbench, MySQL Notifier, and MySQL for Excel. MySQL Installer can also be used to
upgrade these products in the future.

For instructions on installing MySQL using MySQL Installer, see Section 2.3.3, “MySQL Installer for
Windows”.

» The standard binary distribution (packaged as a compressed file) contains all of the necessary files
that you unpack into your chosen location. This package contains all of the files in the full Windows
MSI Installer package, but does not include an installation program.

For instructions on installing MySQL using the compressed file, see Section 2.3.5, “Installing MySQL
on Microsoft Windows Using a noi nst al | ZIP Archive”.

» The source distribution format contains all the code and support files for building the executables
using the Visual Studio compiler system.

For instructions on building MySQL from source on Windows, see Section 2.9, “Installing MySQL
from Source”.

MySQL on Windows Considerations

» Large Table Support
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If you need tables with a size larger than 4 GB, install MySQL on an NTFS or newer file system. Do
not forget to use MAX_ROWS and AVG_ROW LENGTH when you create tables. See Section 13.1.18,
“CREATE TABLE Syntax”.

Note
@ InnoDB tablespace files cannot exceed 4 GB on Windows 32-bit systems.

MySQL and Virus Checking Software

Virus-scanning software such as Norton/Symantec Anti-Virus on directories containing MySQL data
and temporary tables can cause issues, both in terms of the performance of MySQL and the virus-
scanning software misidentifying the contents of the files as containing spam. This is due to the
fingerprinting mechanism used by the virus-scanning software, and the way in which MySQL rapidly
updates different files, which may be identified as a potential security risk.

After installing MySQL Server, it is recommended that you disable virus scanning on the main
directory (dat adi r) used to store your MySQL table data. There is usually a system built into the
virus-scanning software to enable specific directories to be ignored.

In addition, by default, MySQL creates temporary files in the standard Windows temporary directory.
To prevent the temporary files also being scanned, configure a separate temporary directory for
MySQL temporary files and add this directory to the virus scanning exclusion list. To do this, add

a configuration option for the t npdi r parameter to your imy. i ni configuration file. For more
information, see Section 2.3.5.2, “Creating an Option File”.

Running MySQL on a 4K Sector Hard Drive

Running the MySQL server on a 4K sector hard drive on Windows is not supported with
i nnodb_f | ush_net hod=async_unbuf f er ed, which is the default setting. The workaround is to
use i nnodb_fl ush_net hod=nor nal .

2.3.1 MySQL Installation Layout on Microsoft Windows

For MySQL 5.7 on Windows, the default installation directory is C: \ Progr am Fi | es\ MySQL\ MySQL
Server 5.7 for installations performed with MySQL Installer. If you use the ZIP archive method
to install MySQL, you may prefer to install in C: \ mysql . However, the layout of the subdirectories

remains the same.

All of the files are located within this parent directory, using the structure shown in the following table.

Table 2.4 Default MySQL Installation Layout for Microsoft Windows

Directory

Contents of Directory

Notes

bi n

nmysqgl d server, client and utility
programs

%PROGRAMDATA% My SQL
\MySQL Server 5.7\

Log files, databases

The Windows system
variable %°ROGRANVDATA
%defaults to C:

\ Pr ogr anDat a.

error messages, character set files,

docs Release documentation With MySQL Installer, use the
Mbdi fy operation to select
this optional folder.

i ncl ude Include (header) files

lib Libraries

share Miscellaneous support files, including
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Directory Contents of Directory Notes

sample configuration files, SQL for
database installation

2.3.2 Choosing an Installation Package

For MySQL 5.7, there are multiple installation package formats to choose from when installing MySQL
on Windows. The package formats described in this section are:

* MySQL Installer
* MySQL noinstall ZIP Archives
* MySQL Docker Images

Program Database (PDB) files (with file name extension pdb) provide information for debugging your
MySQL installation in the event of a problem. These files are included in ZIP Archive distributions (but
not MSI distributions) of MySQL.

MySQL Installer

This package has a file name similar to nysql -i nstal | er-comunity-5.7.27.0. nsi ornysql -
installer-comercial-5.7.27.0. nmsi, and utilizes MSIs to automatically install MySQL server
and other products. MySQL Installer will download and apply updates to itself, and for each of the
installed products. It also configures the installed MySQL server (including a sandbox InnoDB cluster
test setup) and MySQL Router. MySQL Installer is recommended for most users.

MySQL Installer can install and manage (add, modify, upgrade, and remove) many other MySQL
products, including:

» Applications — MySQL Workbench, MySQL for Visual Studio, MySQL Notifier, MySQL for Excel,
MySQL Utilities, MySQL Shell, MySQL Router

» Connectors — MySQL Connector/C, MySQL Connector/C++, MySQL Connector/NET, Connector/
ODBC, MySQL Connector/Python, MySQL Connector/J, MySQL Connector/Node.js

» Documentation — MySQL Manual (PDF format), samples and examples

MySQL Installer operates on all MySQL supported versions of Windows (see https://www.mysql.com/
support/supportedplatforms/database.html).

depends on .NET, it will not work on minimal installation options like the Server

Note
@ Because MySQL Installer is not a native component of Microsoft Windows and
Core version of Windows Server.

For instructions on how to install MySQL using MySQL Installer, see Section 2.3.3, “MySQL Installer for
Windows”.

MySQL noinstall ZIP Archives

These packages contain the files found in the complete MySQL Server installation package, with the
exception of the GUI. This format does not include an automated installer, and must be manually
installed and configured.

The noi nst al | ZIP archives are split into two separate compressed files. The main package is
named nysql - VERSI ON-wi nx64. zi p for 64-bit and nysql - VERSI ON-wi n32. zi p for 32-bit. This
contains the components needed to use MySQL on your system. The optional MySQL test suite,
MySQL benchmark suite, and debugging binaries/information components (including PDB files) are
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in a separate compressed file named nysql - VERSI ON- wi nx64- debug-t est . zi p for 64-bit and
nysgl - VERSI ON- wi n32- debug-t est . zi p for 32-bit.

If you choose to install a noi nst al | ZIP archive, see Section 2.3.5, “Installing MySQL on Microsoft
Windows Using a noi nst al | ZIP Archive”.

MySQL Docker Images

For information on using the MySQL Docker images provided by Oracle on Windows platform, see
Section 2.5.7.3, “Deploying MySQL on Windows and Other Non-Linux Platforms witgh Docker”.

platforms. Other platforms are not supported, and users running the MySQL

Warning
O The MySQL Docker images provided by Oracle are built specifically for Linux
Docker images from Oracle on them are doing so at their own risk.

2.3.3 MySQL Installer for Windows

MySQL Installer is a standalone application designed to ease the complexity of installing and
configuring MySQL products that run on Microsoft Windows. It supports the following MySQL products:

* MySQL Servers

MySQL Installer can install and manage multiple, separate MySQL server instances on the same
host at the same time. For example, MySQL Installer can install, configure, and upgrade a separate
instance of MySQL 5.6, MySQL 5.7, and MySQL 8.0 on the same host. MySQL Installer does not
permit server upgrades between major and minor version numbers, but does permit upgrades within
a release series (such as 5.7.18 to 5.7.19).

Note

@ MySQL Installer cannot install both Community and Commercial (Standard
Edition and Enterprise Edition) releases of MySQL server on the same host.
If you require both releases on the same host, consider using the ZIP archive
distribution to install one of the releases.

* MySQL Applications

MySQL Workbench, MySQL Shell, MySQL Router, MySQL for Visual Studio, MySQL for Excel,
MySQL Notifier, and MySQL Utilities.

« MySQL Connectors

MySQL Connector/NET, MySQL Connector/Python, MySQL Connector/ODBC, MySQL Connector/J,
MySQL Connector/C, and MySQL Connector/C++.

connector/nodejs/. Connector/Node.js does not provide an . nsi file for use
with MySQL Installer.

Note
@ To install MySQL Connector/Node.js, see https://dev.mysqgl.com/downloads/
» Documentation and Samples
MySQL Reference Manuals (by version) in PDF format and MySQL database samples (by version).
Installation Requirements

MySQL Installer requires Microsoft .NET Framework 4.5.2 or later. If this version is not installed on the
host computer, you can download it by visiting the Microsoft website.
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MySQL Installer Community Release

Download software from https://dev.mysqgl.com/downloads/installer/ to install the Community release of
all MySQL products for Windows. Select one of the following MySQL Installer package options:

* Web: Contains MySQL Installer and configuration files only. The web package downloads only
the MySQL products you select to install, but it requires an internet connection for each download.
The size of this file is approximately 2 MB; the name of the file has the form nysql -i nstal | er -
communi ty-web- VERSI ON. N. nsi where VERSI ON is the MySQL server version number such as
8.0 and Nis the package number, which begins at 0.

* Full or Current Bundle: Bundles all of the MySQL products for Windows (including the MySQL
server). The file size is over 300 MB, and the name has the form nysql -i nstal | er -
communi ty- VERSI ON. N. nsi where VERSI ON is the MySQL Server version number such as 8.0
and Nis the package number, which begins at 0.

MySQL Installer Commercial Release

Download software from https://edelivery.oracle.com/ to install the Commercial (Standard Edition or
Enterprise Edition) release of MySQL products for Windows. The Commercial release includes all of
the current and previous GA versions in the Community release (excludes development-milestone
versions) and also includes the following products:

» Workbench SE/EE
» MySQL Enterprise Backup
» MySQL Enterprise Firewall

The Commercial release integrates with your My Oracle Support (MOS) account. For knowledge-base
content and patches, see My Oracle Support.

2.3.3.1 MySQL Installer Initial Setup
» MySQL Installer Licensing and Support Authentication
» Choosing a Setup Type
» Path Conflicts
e Check Requirements
* MySQL Installer Configuration Files

When you download MySQL Installer for the first time, a setup wizard guides you through the initial
installation of MySQL products. As the following figure shows, the initial setup is a one-time activity in
the overall process. MySQL Installer detects existing MySQL products installed on the host during its
initial setup and adds them to the list of products to be managed.

Figure 2.7 MySQL Installer Process Overview

Install MyS0L products
Download MySQL * pownload products
Installer PEFiOEm e * Run M| files

{with MySQL products) * Configuration
* Install complete

Manage products
and update the
MysQaL Installer

catalog

initial setup

Non-Repeating
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MySQL Installer extracts configuration files (described later) to the hard drive of the host during the
initial setup. Although MySQL Installer is a 32-bit application, it can install both 32-bit and 64-bit
binaries.

The initial setup adds a link to the Start menu under the MySQL group. Click Start, All Programs,
MySQL, MySQL Installer to open MySQL Installer.

MySQL Installer Licensing and Support Authentication

MySQL Installer requires you to accept the license agreement before it will install new MySQL
packages. After you accept the terms of the agreement, you can add, update, reconfigure, and remove
all of the products and features provided by the MySQL Installer release you downloaded.

For the Commercial release, entering your My Oracle Support (MOS) credentials is optional when
installing bundled MySQL products, but your credentials are required when choosing unbundled
MySQL products that MySQL Installer must download. An unbundled product is any . nsi file that you
download using MySQL Installer after the initial setup. Your credentials must match the user name and
password that you have registered with Oracle for access to the support site.

Choosing a Setup Type

During the initial setup, you are prompted to select the MySQL products to be installed on the host.
One alternative is to use a predetermined setup type that matches your setup requirements. By default,
both GA and pre-release products are included in the download and installation with the Developer
Default, Client only, and Full setup types. Select the Only install GA products option to restrict the
product set to include GA products only when using these setup types.

Choosing one of the following setup types determines the initial installation only and does not limit your
ability to install or update MySQL products for Windows later:

» Developer Default: Install the following products that compliment application development with
MySQL:

« MySQL Server (Installs the version that you selected when you downloaded MySQL Installer.)
e MySQL Shell

« MySQL Router

* MySQL Workbench

* MySQL for Visual Studio

* MySQL for Excel

¢ MySQL Notifier

¢ MySQL Connectors (.NET / Python / ODBC / Java / C / C++)
* MySQL Utilities

¢ MySQL Documentation

« MySQL Samples and Examples

e Server only: Only install the MySQL server. This setup type installs the general availability (GA) or
development release server that you selected when you downloaded MySQL Installer. It uses the
default installation and data paths.

« Client only: Only install the most recent MySQL applications and MySQL connectors. This setup
type is similar to the Devel oper Def aul t type, except that it does not include MySQL server or
the client programs typically bundled with the server, such as nysql or nysql adni n.
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 Full: Install all available MySQL products.

» Custom The custom setup type enables you to filter and select individual MySQL products from the
MySQL Installer catalog.

Use the Cust omsetup type to install:

« A product or product version that is not available from the usual download locations. The catalog
contains all product releases, including the other releases between pre-release (or development)
and GA.

« An instance of MySQL server using an alternative installation path, data path, or both. For
instructions on how to adjust the paths, see Section 2.3.3.2, “Setting Alternative Server Paths with
MySQL Installer”.

e Two or more MySQL server versions on the same host at the same time (for example, 5.6, 5.7,
and 8.0).

« A specific combination of products and features not offered as a predetermine setup type. For
example, you can install a single product, such as MySQL Workbench, instead of installing all
client applications for Windows.

Path Conflicts

When the default installation or data folder (required by MySQL server) for a product to be installed
already exists on the host, the wizard displays the Path Conflict step to identify each conflict and
enable you to take action to avoid having files in the existing folder overwritten by the new installation.
You see this step in the initial setup only when MySQL Installer detects a conflict.

To resolve the path conflict, do one of the following:

» Select a product from the list to display the conflict options. A warning symbol indicates which path is
in conflict. Use the browse button to choose a new path and then click Next.

» Click Back to choose a different setup type or product version, if applicable. The Cust omsetup type
enables you to select individual product versions.

» Click Next to ignore the conflict and overwrite files in the existing folder.

» Delete the existing product. Click Cancel to stop the initial setup and close MySQL Installer. Open
MySQL Installer again from the Start menu and delete the installed product from the host using the
Delete operation from the dashboard.

Check Requirements

MySQL Installer uses entries in the package-r ul es. xm file to determine whether the prerequisite
software for each product is installed on the host. When the requirements check fails, MySQL Installer
displays the Check Requirements step to help you update the host. The following figure identifies and
describes the key areas of this step.
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Figure 2.8 Check Requirements
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Description of Check Requirements Elements

1. Shows the current step in the initial setup. Steps in this list may change slightly depending on the
products already installed on the host, the availability of prerequisite software, and the products to
be installed on the host.

2. Lists all pending installation requirements by product and indicates the status as follows:

« A blank space in the Status column means that MySQL Installer can attempt to download and
install the required software for you.

e The word Manual in the Status column means that you must satisfy the requirement manually.
Select each product in the list to see its requirement details.

3. Describes the requirement in detail to assist you with each manual resolution. When possible, a

download URL is provided. After you download and install the required software, click Check to
verify that the requirement has been met.

4. Provides the following set operations to proceed:

< Back — Return to the previous step. This action enables you to select a different the setup type.

« Execute — Have MySQL Installer attempt to download and install the required software for all
items without a manual status. Manual requirements are resolved by you and verified by clicking
Check.

* Next — Do not execute the request to apply the requirements automatically and proceed to the
installation without including the products that fail the check requirements step.

e Cancel — Stop the installation of MySQL products. Because MySQL Installer is already installed,
the initial setup begins again when you open MySQL Installer from the Start menu and click Add
from the dashboard. For a description of the available management operations, see Product
Catalog.
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MySQL Installer Configuration Files

All MySQL Installer files are located within the C. \ Program Fi | es (x86) and C: \ Pr ogr anDat a
folders. The following table describes the files and folders that define MySQL Installer as a standalone

application.

K

Note

uninstall MySQL Installer.

Table 2.5 MySQL Installer Configuration Files

Installed MySQL products are neither altered nor removed when you update or

File or Folder

Description

Folder Hierarchy

MySQ. Installer for

This folder contains all of the files

C:\Program Fil es (x86)

for each version of MySQL server.
Template files contain keys and
formulas to calculate some values
dynamically.

W ndows needed to run MySQL Installer
and MySQLlInstallerConsole.exe, a
command-line program with similar
functionality.
Tenpl at es The Tenpl at es folder has one file C. \ Progr anDat a\ MySQL

\MySQL Installer for
W ndows\ Mani f est

package-rul es. xni

This file contains the prerequisites for
every product to be installed.

C:. \ Progr anDat a\ My SQL
\MySQL Installer for
W ndows\ Mani f est

produts. xm

The pr oduct s file (or product catalog)
contains a list of all products available
for download.

C:\ Progr anDat a\ My SQL
\MySQL Installer for
W ndows\ Mani f est

Pr oduct Cache

The Product Cache folder contains
all standalone . nsi files bundled
with the full package or downloaded
afterward.

C:\ Progr anDat a\ My SQL
\MySQL Installer for
W ndows

2.3.3.2 Setting Alternative Server Paths with MySQL Installer

You can change the default installation path, the data path, or both when you install MySQL server.
After you have installed the server, the paths cannot be altered without removing and reinstalling the

server instance.

To change paths for MySQL server

1. Identify the MySQL server to change and display the Advanced Options link.

a. Navigate to the Select Products and Features step by doing one of the following:

i. Ifthisis an initial setup, select the Cust omsetup type and click Next.

i. If MySQL Installer is installed already, launch it from the Start menu and then click Add
from the dashboard.

b. Click Edit to filter the list of products, locate the server instance to be installed in the
Available Products list.

c. With the server instance selected, use the arrow to move the selected server to the Products/
Features To Be Installed list.
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d. Click the server to select it. When you select the server, the Advanced Options link appears.
For details, see the figure that follows.

2. Click Advanced Options to open a dialog window with the path-setting options. After setting the

path, click Next to continue with the configuration steps.
Figure 2.9 Change MySQL Server Path
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2.3.3.3 Installation Workflow with MySQL Installer

MySQL Installer provides a wizard-like tool to install and configure new MySQL products for Windows.
Unlike the initial setup, which runs only once, MySQL Installer invokes the wizard each time you
download or install a new product. For first-time installations, the steps of the initial setup proceed
directly into the steps of the installation.

Note
S Full permissions are granted to the user executing MySQL Installer to all
generated files, such as nmy. i ni . This does not apply to files and directories for
specific products, such as the MySQL server data directory in %°r ogr anDat a%
that is owned by SYSTEM
Products installed and configured on a host follow a general pattern that might require your input during
the various steps. MySQL Installer loads all selected products together using the following workflow:

* Product download. If you installed the full (not web) MySQL Installer package, all . nsi
files were loaded to the Pr oduct Cache folder during the initial setup and are not downloaded
again. Otherwise, click Execute to begin the download. The status of each product changes from
Downl oadi ng to Downl oaded.

» Product installation.  The status of each product in the list changes from Ready to | nstall,
tol nstal |l ing, and lastly to Conpl et e. During the process, click Show Details to view the
installation actions.
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If you cancel the installation at this point, the products are installed, but the server (if installed) is not
yet configured. To restart the server configuration, open MySQL Installer from the Start menu and
click the Reconfigure link next to the appropriate server in the dashboard.

Product configuration.  This step applies to MySQL Server, MySQL Router, and samples only.
The status for each item in the list should indicate Ready t o Confi gure.

Click Next to start the configuration wizard for all items in the list. The configuration options
presented during this step are specific to the version of database or router that you selected to
install.

Click Execute to begin applying the configuration options or click Back (repeatedly) to return to each
configuration page. Click Finish to open the MySQL Installer dashboard.

Installation complete.  This step finalizes the installation for products that do not require
configuration. It enables you to copy the log to a clipboard and to start certain applications, such as
MySQL Workbench and MySQL Shell. Click Finish to open the MySQL Installer dashboard.

MySQL Server Configuration with MySQL Installer

MySQL Installer performs the initial configuration of the MySQL server. For example:

For the MySQL 8.0 release series, a server can be configured to run as a standalone database, as
a sandbox InnoDB cluster on a single host, or to create a production InnoDB cluster inside a local
network (see High Availability).

It creates the configuration file (my. i ni ) that is used to configure the MySQL server. The values
written to this file are influenced by choices you make during the installation process. Some
definitions are host dependent. For example, query_cache is enabled if the host has fewer than three
cores.

Note
@ Query cache was deprecated in MySQL 5.7 and removed in MySQL 8.0 (and
later).

By default, a Windows service for the MySQL server is added.

Provides default installation and data paths for MySQL server. For instructions on how to change the
default paths, see Section 2.3.3.2, “Setting Alternative Server Paths with MySQL Installer”.

It can optionally create MySQL server user accounts with configurable permissions based on general
roles, such as DB Administrator, DB Designer, and Backup Admin. It optionally creates a Windows
user named Mysql Sys with limited privileges, which would then run the MySQL Server.

User accounts may also be added and configured in MySQL Workbench.

Checking Show Advanced Options enables additional Logging Options to be set. This includes
defining custom file paths for the error log, general log, slow query log (including the configuration of
seconds it requires to execute a query), and the binary log.

During the configuration process, click Next to proceed to the next step or Back to return to the
previous step. Click Execute at the final step to apply the server configuration.

The sections that follow describe the server configuration options that apply to MySQL server on
Windows. The server version you installed will determine which steps and options you can configure.
Configuring MySQL server may include some or all of the steps.

High Availability

MySQL Installer enables you to install, configure, and deploy MySQL Server as a standalone instance
or as a member of a highly available cluster using MySQL Group Replication. In either case, MySQL
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Installer restricts the installation and configuration of the server (or servers) to the local Windows host
computer.

» Standalone MySQL Server / Classic MySQL Replication (default)

Select this option to configure one MySQL instance to run as a standalone database server. This
option is ideal if you intend to set up classic replication later and then to include this server in your
custom solution. The remaining configuration steps are described in the sections that follow, starting
with Type and Networking.

* InnoDB cluster

Select this option to create or extend an InnoDB cluster solution that is based on MySQL Group
Replication (see Section 20.1, “Introducing InnoDB Cluster”). You can configure (or reconfigure)
a minimum of three server instances to perform a basic setup as a test-only sandbox cluster on a
single computer or to create a production cluster inside a local network.

InnoDB Cluster Log Verbosity Level.  This configuration step includes an adjustable log that
captures information during the configuration of each server instance in the production or sandbox
cluster. The values are: M NI VAL, MEDI UM (default), and DEBUG. If the cluster configuration fails, use
the Reconfigure action from the MySQL Installer dashboard to restart the configuration and then set
the verbosity level to DEBUG to gather additional information during your next attempt.

MySQL Installer provides the following configuration variations to deploy an InnoDB cluster:

e Set Up a Local Server Cluster for Testing Only

Select Create a Sandbox InnoDB cluster for Testing to enable this option. When prompted,
define the number of server sandbox instances in the cluster, set a password for the r oot user,
and adjust the InnoDB cluster log verbosity level as needed. For a more detailed description of the
configuration, see Deploying a Sandbox InnoDB Cluster with MySQL Installer. This setup requires
MySQL 5.7.17 or higher.

* Create or Join an InnoDB cluster

To set up a highly available InnoDB cluster using MySQL Installer, you must have a minimum of
three computers on a local network. If you require a more advanced setup, use MySQL Shell to
configure some or all of the server instances in the cluster. For details about how to perform a
local-network cluster setup, see Setting up an InnoDB cluster with MySQL Installer. This setup
requires MySQL 8.0.0 or higher.

InnoDB cluster was designed to operate with MySQL Shell, which enables you to perform advanced
cluster administration, and MySQL Router to automate the connections made between client
applications and server instances. Neither MySQL Shell nor MySQL Router are required to deploy a
cluster on Windows using MySQL Installer.

Deploying a Sandbox InnoDB Cluster with MySQL Installer

A sandbox deployment includes multiple server sandbox instances that run together on the same
computer. Because all server instances reside on the same computer, a sandbox cluster does not
meet the requirements of a highly available solution. Instead, this deployment option simulates an
environment from which you can explore the technigues associated with InnoDB cluster administration.

When you select Create a Sandbox InnoDB cluster for Testing, a follow-on step prompts you

to select a cluster consisting of three, five, seven, or nine MySQL server instances. Unlike the

other server setups provided by MySQL Installer, the sandbox deployment skips the usual server
configuration steps (except Authentication Method). The resulting cluster, named sandboxCl ust er, is
available on selected ports that are configured for you.
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Note
@ MySQL Installer deletes ports 3310 to 3390 during the configuration, if those
ports were set for the sandbox InnoDB cluster manually using MySQL Shell.

After you create the test cluster, click the Summary tab to view the specific ports that apply to your
cluster. To modify the number of server instances within the existing cluster or to adjust the logging
level, use the Reconfigure quick action from the MySQL Installer dashboard.

is reconfigured or when the server instances within the sandbox cluster are

Warning
O MySQL Installer deletes all existing sandbox cluster data when the cluster
upgraded.

MySQL Installer stores all sandbox InnoDB cluster configuration entries in the
installer_config.xn file. By default, MySQL Installer creates the sandbox instances in
Yuser profil e%d MySQL\ nysqgl - sandboxes on the local host.

Setting up an InnoDB cluster with MySQL Installer

To create a single InnoDB cluster, select InnoDB Cluster as the High Availability option and then
select Create a New InnoDB Cluster. Adjust the log verbosity level (as needed), and click Next to
configure the first server instance. This setup process involves installing and running MySQL Installer
on multiple computers.

Define the first server instance (or seed) by providing the following configuration information:
* InnoDB Cluster Name:

The default cluster name is myCl ust er . If you intend to configure multiple clusters, replace the
default name with one that is meaningful within your solution. Alphanumeric characters, spaces, and
underscore () characters are valid for this field. The limit is 40 characters.

e Cluster Admin User Name:

The default cluster administrator name is i c. You can reuse the same MySQL administrative
account across multiple clusters. You will be prompted for this account name (and password) later
when you configure other server instances to join the cluster. The limit is 32 characters.

e Cluster Admin Password:

Enter a password for the cluster administrator account (minimum length is four characters). MySQL
Installer will evaluate the strength of the MySQL password as you type. Use the Repeat Password
field to confirm the password.

* Host Address:

Select the host name or IP address of the local host from the list. When joining additional server
instances to the cluster, you will be prompted to identify the seed instance by the host name or IP
address.

e Server ID:

The default value is 1. This identifier is required to record the events of a server instance in the
binary log. The ID of each server instance within a cluster must be unique; however, you can reuse
the same number in a different cluster. The server ID you specify in this field also appears later in
Advanced Options step. If you change the value in Advanced Option, the number is changed for the
InnoDB cluster Setup too.

Click Next and then complete the remaining configuration steps, which are described in the sections
that follow, starting with Type and Networking. After the seed instance is added and the cluster is
created, it requires more instances for full tolerance. At this point, the status is OK_NO TOLERANCE.
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To add the second and third server instances to the cluster, you must use a separate computer inside
the local network for each. Some of the configuration details of the seed instance are required to
complete the join operation.

After you start MySQL Installer and install the server instance on the next computer, begin the
configuration by selecting InnoDB Cluster as the High Availability option and then select Add Local
MySQL Server Instance to an InnoDB Cluster. Adjust the InnoDB Cluster Log Verbosity Level (as
needed) and then click Next.

Define the joining server instance by providing the following configuration information:
» Seed Instance Address:

Enter the host name or IP address of the computer that hosts the seed instance.
» Seed Instance Port:

The default value is 3306, which is the port for classic MySQL. Use the same TCP port that you
configured for the seed instance.

e Cluster Admin User Name:

The default cluster administrator name is i c. If you assigned a different name when you configured
the seed instance, enter the alternative cluster administrator name.

» Cluster Admin Password:

Enter the password assigned to the cluster administrator account.
* Host Address:

Select the host name or IP address of the local host from the list.
» Server ID:

The default value is 1. This identifier is required to record the events of a server instance in the
binary log. The ID of each server instance within a cluster must be unique; however, you can reuse
the same number in a different cluster. The server ID you specify in this field also appears later in
Advanced Options step. If you change the value in Advanced Option, the number is changed for the
InnoDB cluster Setup too.

* Test Connection

Use this button to verify the connection between the local server instance and the seed instance
defined for the cluster. A valid connection is required to proceed.

Click Next and then complete the remaining configuration steps, which are described in the sections
that follow, starting with Type and Networking.

With one seed instance and a second server instance in the cluster, the status is OK_NO TOLERANCE.
After you add the third server instance, the status is OK, which indicates that the cluster now is tolerant
to the failure of one instance.

Type and Networking

» Server Configuration Type

Choose the MySQL server configuration type that describes your setup. This setting defines the
amount of system resources (memory) that will be assigned to your MySQL server instance.

« Development: A machine that will host many other applications, and typically this is your personal
workstation. This option configures MySQL to use the least amount of memory.
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« Server: Several other applications will be running on this machine, such as a web server. This
option configures MySQL to use a medium amount of memory.

< Dedicated: A machine that is dedicated to running the MySQL server. Because no other major
applications will run on this server, such as a web server, this option configures MySQL to use the
majority of available memory.

» Connectivity

Connectivity options control how the connection to MySQL is made. Options include:

e TCP/IP: You may enable TCP/IP Networking here as otherwise only local host connections are
permitted. Also define the Port (for classic MySQL), X Protocol Port (for MySQL as a document
store), and whether to open the firewall port for network access.

Important

A For MySQL 8.0.0 to MySQL 8.0.4 server configurations, the X Protocol port
is set separately in the Plugins and Extensions step.

If the port number is in use already, you will see the information icon ( =) next to the default
value and Next is disabled until you provide a new port number.

« Named Pipe: Enable and define the pipe name, similar to using the - - enabl e- naned- pi pe
option. The default name is My SQL.

e Shared Memory: Enable and then define the memory name, similar to using the - - shar ed-
menory option. The default name is My SQL.

» Advanced Configuration

Check Show Advanced and Logging Options to set custom logging and advanced options in later
steps. The Logging Options step enables you to define custom file paths for the error log, general
log, slow query log (including the configuration of seconds it requires to execute a query), and the
binary log. The Advanced Options step enables you to set the unique server ID required when binary
logging is enabled in a replication topology.

* MySQL Enterprise Firewall (Enterprise Edition only)

The Enable Enterprise Firewall check box is selected by default. For post-installation instructions,
see Section 6.4.6, “MySQL Enterprise Firewall”.

Authentication Method

The Authentication Method step is visible only during the installation or upgrade of MySQL 8.0.4
or higher. It introduces a choice between two server-side authentication options. The MySQL user
accounts that you create in the next step will use the authentication method that you select in this step.

MySQL 8.0 connectors and community drivers that use | i brrysqgl cl i ent 8.0 now support the
nysgl native_ passwor d default authentication plugin. However, if you are unable to update your
clients and applications to support this new authentication method, you can configure the MySQL
server to use nysqgl _nati ve passwor d for legacy authentication. For more information about the
implications of this change, see caching_sha2_password as the Preferred Authentication Plugin.

If you are installing or upgrading to MySQL 8.0.4 or higher, select one of the following authentication
methods:

» Use Strong Password Encryption for Authentication (RECOMMENDED)
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MySQL 8.0 supports a hew authentication based on improved, stronger SHA256-based password
methods. It is recommended that all new MySQL server installations use this method going forward.

Important

new versions of connectors and clients, which add support for the new

A The cachi ng_sha2_passwor d authentication plugin on the server requires
MySQL 8.0 default authentication.

» Use Legacy Authentication Method (Retain MySQL 5.x Compatibility)

Using the old MySQL 5.x legacy authentication method should be considered only in the following
cases:

» Applications cannot be updated to use MySQL 8.0 connectors and drivers.
« Recompilation of an existing application is not feasible.

« An updated, language-specific connector or driver is not available yet.

Accounts and Roles

* Root Account Password

Assigning a root password is required and you will be asked for it when performing other MySQL
Installer operations. Password strength is evaluated when you repeat the password in the box
provided. For descriptive information regarding password requirements or status, move your mouse

L
pointer over the information icon ( =** ) when it appears.
MySQL User Accounts (Optional)

Click Add User or Edit User to create or modify MySQL user accounts with predefined roles. Next,
enter the required account credentials:

¢ User Name: MySQL user names can be up to 32 characters long.

* Host: Select| ocal host for local connections only or <Al | Hosts (% > when remote
connections to the server are required.

* Role: Each predefined role, such as DB Admi n, is configured with its own set of privileges. For
example, the DB Admi n role has more privileges than the DB Desi gner role. The Role drop-
down list contains a description of each role.

» Password: Password strength assessment is performed while you type the password. Passwords
must be confirmed. MySQL permits a blank or empty password (considered to be insecure).

MySQL Installer Commercial Release Only:  MySQL Enterprise Edition for Windows, a
commercial product, also supports an authentication method that performs external authentication on
Windows. Accounts authenticated by the Windows operating system can access the MySQL server
without providing an additional password.

To create a new MySQL account that uses Windows authentication, enter the user name

and then select a value for Host and Role. Click Windows authentication to enable the

aut henti cati on_wi ndows plugin. In the Windows Security Tokens area, enter a token for each
Windows user (or group) who can authenticate with the MySQL user name. MySQL accounts can

include security tokens for both local Windows users and Windows users that belong to a domain.

Multiple security tokens are separated by the semicolon character (; ) and use the following format
for local and domain accounts:

* Local account
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Enter the simple Windows user name as the security token for each local user or group; for
example, finley;jeffrey;adm n.

* Domain account

Use standard Windows syntax (donmai n\ domai nuser) or MySQL syntax (domai n\
\ domai nuser) to enter Windows domain users and groups.

For domain accounts, you may need to use the credentials of an administrator within the domain
if the account running MySQL Installer lacks the permissions to query the Active Directory. If this
is the case, select Validate Active Directory users with to activate the domain administrator
credentials.

Windows authentication permits you to test all of the security tokens each time you add or modify
a token. Click Test Security Tokens to validate (or revalidate) each token. Invalid tokens generate
a descriptive error message along with a red X icon and red token text. When all tokens resolve as
valid (green text without an X icon), you can click OK to save the changes.

Windows Service

On the Windows platform, MySQL server can run as a named service managed by the operating
system and be configured to start up automatically when Windows starts. Alternatively, you can
configure MySQL server to run as an executable program that requires manual configuration.

» Configure MySQL server as a Windows service (Selected by default.)
When the default configuration option is selected, you can also select the following:
e Start the MySQL Server at System Startup

When selected (default), the service startup type is set to Automatic; otherwise, the startup type is
set to Manual.

¢ Run Windows Service as
When Standard System Account is selected (default), the service logs on as Network Service.

The Custom User option must have privileges to log on to Microsoft Windows as a service. The
Next button will be disabled until this user is configured with the required privileges.

A custom user is configured in Windows by searching for "local security policy" in the Start menu.
In the Local Security Policy window, select Local Policies, User Rights Assignment, and then
Log On As A Service to open the property dialog. Click Add User or Group to add the custom
user and then click OK in each dialog to save the changes.

» Deselect the Windows Service option

Plugins and Extensions

The Plugins and Extensions step is visible during a new installation of MySQL 8.0.0 to MySQL 8.0.4
only. It supports the X Plugin, which must be installed and activated to use MySQL as a document

store.
Important
A As of MySQL 8.0.11, the X Plugin now is activated by default. To specify X
Protocol and Firewall ports to enable MySQL 8.0.11 (or higher) as a document
store, see the connectivity options in the Types and Networking step.

If you are upgrading from a previous MySQL version, then you need to open MySQL Installer again
and select the Reconfigure MySQL server option. The options include:
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« Enable X Protocol / MySQL as a Document Store (Selected by default.)

When the X Protocol option is selected, MySQL Installer loads and starts the X Plugin. Without the X
Plugin running, X Protocol clients cannot connect to the server.

e Port Number: 33060

Requires an unused port. The default port number is 33060.
e Open Firewall port for network access

Open by default when the X Protocol is selected.

For more information about using MySQL as a document store and the X Plugin, see Section 19.2,
“Key Concepts” and Section 19.7, “X Plugin”.

Logging Options

This step is available if the Show Advanced Configuration check box was selected during the Type
and Networking step. To enable this step now, click Back to return to the Type and Networking step
and select the check box.

Advanced configuration options are related to the following MySQL log files:
* Error Log

» General Log

» Slow Query Log

* Bin Log

Note
3 The binary log is enabled by default for MySQL 5.7 and higher.

Advanced Options

This step is available if the Show Advanced Configuration check box was selected during the Type
and Networking step. To enable this step now, click Back to return to the Type and Networking step
and select the check box.

The advanced-configuration options include:
» Server ID

Set the unique identifier used in a replication topology. If binary logging is enabled, you must specify
a server ID. The default ID value depends on the server version. For more information, see the
description of the - - server - i d option.

Tip
@ If you specified an ID for a server instance of an InnoDB cluster, then MySQL
Installer adjusts the ID (shown on this page) to match the previous identifier.

» Table Names Case

You can set the following options during the initial and subsequent configuration the server. For the
MySQL 8.0 release series, these options apply only to the initial configuration of the server.

¢ Lower Case

Sets the | ower _case_t abl e_nanes option value to 1 (default), in which table names are stored
in lowercase on disk and comparisons are not case sensitive.
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* Preserve Given Case

Sets the | ower case_t abl e_nanes option value to 2, in which table names are stored as given
but compared in lowercase.

Apply Server Configuration

All configuration settings are applied to the MySQL server when you click Execute. Use the
Configuration Steps tab to follow the progress of each action; the icon for each toggles from white to
green (with a check mark) on success. Otherwise, the process stops and displays an error message if
an individual action times out. Click the Log tab to view the log.

When the installation completes successfully and you click Finish, MySQL Installer and the installed
MySQL products are added to the Microsoft Windows Start menu under the My SQL group. Opening
MySQL Installer loads the dashboard where installed MySQL products are listed and other MySQL
Installer operations are available.

MySQL Router Configuration with MySQL Installer

MySQL Installer downloads and installs a suite of tools for developing and managing business-critical
applications on Windows. The suite consist of applications, connectors, documentation, and samples.

During the initial setup, choose any predetermined setup type, except Ser ver onl y, to install the
latest GA version of the tools. Use the Cust omsetup type to install an individual tool or specific
version. If MySQL Installer is installed on the host already, use the Add operation to select and install
tools from the MySQL Installer dashboard.

MySQL Router Configuration

MySQL Installer provides a configuration wizard that can bootstrap an installed instance of MySQL
Router 8.0 or later to route traffic between MySQL applications and an InnoDB cluster. When
configured, MySQL Router runs as a local Windows service. For detailed information about using
MySQL Router with an InnoDB cluster, see Routing for MySQL InnoDB cluster.

Note
@ You are prompted to configure MySQL Router after the initial installation and
when you reconfigure an installed router explicitly. In contrast, the upgrade
operation does not require or prompt you to configure the upgraded product.
To configure MySQL Router, do the following:

1. Set up InnoDB cluster. For instructions on how to configure a sandbox InnoDB cluster on the local
host using MySQL Installer, see High Availability.

For general InnoDB cluster information, see Chapter 20, InnoDB Cluster.

2. Using MySQL Installer, download and install the MySQL Router application. After the installation
finishes, the configuration wizard prompts you for information. Select the Configure MySQL
Router for InnoDB cluster check box to begin the configuration and provide the following
configuration values:

e Hostname: localhost by default.

Port: The port number of the primary server in the InnoDB cluster. The default is 3310.
« Management User: An administrative user with root-level privileges.

» Password: The password for the management user.

Classic MySQL protocol connections to InnoDB cluster
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Read/Write: Set the first base port number to one that is unused (between 80 and 65532) and
the wizard will select the remaining ports for you.

The figure that follows shows an example of the MySQL Router configuration page, with the first
base port number specified as 6446 and the remaining ports set by the wizard as 6447, 6448,
and 6449.

Figure 2.10 MySQL Router Configuration

r
[Z] MySQL Installer ==

=

LS

MySQL. Installer MySQL Router Configuration
MySQL Router 2.1.3 Configure MySQL Router for InnoDB cluster.
This wizard can bootstrap the MySQL Router to route traffic between MySQL applications and a

MySQL InnoDE cluster, Applications that connedt to the router will be automatically directed to
an available R/W or R/O member of the cluster.

Cenfiguration

Please provide a connection to the InnoDEB cluster below, In order to register the MySQL Router
for monitoring, use the current Read/Write instance of the cluster.

Hostname:  localhost
Port: 3310
Management User:  root

Password:  sees

MySQL Router requires specification of a base port (between 80 and 65532). This port is used for
classic read/write connections. The other ports must come sequentially after the base port. If any
port below is indicated as bring unavailable, please change the base port.
Classic MySQL protocol connections to InnoDE cluster:

Read/Write: 6446

Read Only: | 6447
MySQL X Protocol connections to InnoDE cluster:

Read/Write: 6445

Read Only: 6449

[ Nex> |[ conce |

L 4

3. Click Next and then Execute to apply the configuration. Click Finish to close MySQL Installer or
return to the MySQL Installer dashboard.

2.3.3.4 MySQL Installer Product Catalog and Dashboard

» Product Catalog
* MySQL Installer Dashboard
* Locating Products to Install

This section describes the MySQL Installer product catalog and the dashboard.

Product Catalog

The product catalog stores the complete list of released MySQL products for Microsoft Windows that
are available to download from MySQL Downloads. By default, and when an Internet connection is
present, MySQL Installer updates the catalog daily. You can also update the catalog manually from the
dashboard (described later).

An up-to-date catalog performs the following actions:

» Populates the Available Products pane of the Select Products and Features step. This step
appears when you select:

* The Cust omsetup type during the initial setup.

e The Add operation from the dashboard.

106


https://dev.mysql.com/downloads/

MySQL Installer for Windows

« Identifies when product updates are available for the installed products listed in the dashboard.
The catalog includes all development releases (Pre-Release), general releases (Current GA), and
minor releases (Other Releases). Products in the catalog will vary somewhat, depending on the
MySQL Installer release that you download.

MySQL Installer Dashboard
The MySQL Installer dashboard is the default view that you see when you start MySQL Installer after

the initial setup finishes. If you closed MySQL Installer before the setup was finished, MySQL Installer
resumes the initial setup before it displays the dashboard.

Figure 2.11 MySQL Installer Dashboard Elements
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Description of MySQL Installer Dashboard Elements

1. MySQL Installer dashboard operations provide a variety of actions that apply to installed products
or products listed in the catalog. To initiate the following operations, first click the operation link and
then select the product or products to manage:

« Add: This operation opens the Select Products and Features page. From there, you can filter the
product in the product catalog, select one or more products to download (as needed), and begin
the installation. For hints about using the filter, see Locating Products to Install.

« Modify: Use this operation to add or remove the features associated with installed products.
Features that you can modify vary in complexity by product. When the Program Shortcut check
box is selected, the product appears in the Start menu under the My SQL group.

* Upgrade: This operation loads the Select Products to Upgrade page and populates it with all the
upgrade candidates. An installed product can have more than one upgrade version and requires
a current product catalog.

Important server upgrade conditions:
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« MySQL Installer does not permit server upgrades between major release versions or minor
release versions, but does permit upgrades within a release series, such as an upgrade from
5.7.18t0 5.7.19.

» Upgrades between milestone releases (or from a milestone release to a GA release) are not
supported. Significant development changes take place in milestone releases and you may
encounter compatibility issues or problems starting the server.

» For upgrades to MySQL 8.0.16 server and higher, a check box enables you to skip the
upgrade check and process for system tables, while checking and processing data dictionary
tables normally. MySQL Installer does not prompt you with the check box when the previous
server upgrade was skipped or when the server was configured as a sandbox InnoDB cluster.
This behavior represents a change in how MySQL Server performs an upgrade (see What the
MySQL Upgrade Process Upgrades) and it alters the sequence of steps that MySQL Installer
applies to the configuration process.

If you select Skip system tables upgrade check and process. (Not recommended),
MySQL Installer starts the upgraded server with the - - upgr ade=M NI MAL server option,
which upgrades the data dictionary only. If you stop and then restart the server without the - -
upgr ade=M NI MAL option, the server upgrades the system tables automatically, if needed.

The following information appears in the Log tab and log file after the upgrade configuration
(with system tables skipped) is complete:

WARNI NG The systemtabl es upgrade was ski pped after upgrading MySQ. Server. The
server will be started now with the --upgrade=M NI MAL option, but then each
time the server is started it will attenpt to upgrade the systemtables, unless
you nodi fy the Wndows service (command |ine) to add --upgrade=M NI MAL to bypass
t he upgrade.

FOR THE BEST RESULTS: Run nysql d. exe --upgrade=FORCE on the command |ine to upgrade
the systemtables nanually.

To choose a new product version:

a. Click Upgrade. Confirm that the check box next to product name in the Upgradeable
Products pane has a check mark. Deselect the products that you do not intend to upgrade at
this time.

Note

@ For server milestone releases in the same release series, MySQL
Installer deselects the server upgrade and displays a warning to
indicate that the upgrade is not supported, identifies the risks of
continuing, and provides a summary of the steps to perform a logical
upgrade manually. You can reselect server upgrade at your own risk.
For instructions on how to perform a logical upgrade with a milestone
release, see Logical Upgrade.

b. Click a product in the list to highlight it. This action populates the Upgradeable Versions
pane with the details of each available version for the selected product: version number,
published date, and a Changes link to open the release notes for that version.

MySQL Installer upgrades all of the selected products in one action. Click Show Details to view
the actions performed by MySQL Installer.

« Remove This operation opens the Remove Products page and populates it with the MySQL
products installed on the host. Select the MySQL products you want to remove (uninstall) and
then click Execute to begin the removal process.
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To select products to remove, do one of the following:
» Select the check box for one or more products.
» Select the Product check box to select all products.

2. The Reconfigure link in the Quick Action column next to each installed server loads the current
configuration values for the server and then cycles through all configuration steps enabling you
to change the options and values. On completion, MySQL Installer stops the server, applies the
configuration changes, and restarts the server for you. For a description of each configuration
option, see MySQL Server Configuration with MySQL Installer.

Installed Sanpl es and Exanpl es associated with a specific MySQL server version can be also
be reconfigured to apply feature-configuration changes, if any. You must provide credentials with
root privileges to reconfigure these items.

3. The Catalog link enables you to download the latest catalog of MySQL products manually and
then to integrate those product changes with MySQL Installer. The catalog-download action does
not perform an upgrade of the products already installed on the host. Instead, it returns to the
dashboard and displays an arrow icon in the Version column for each installed product that has a
newer version. Use the Upgrade operation to install the newer product version.

You can also use the Catalog link to display the current change history of each product without
downloading the new catalog. Select the Do not update at this time check box to view the change
history only.

oy
The MySQL Installer About icon (') shows the current version of MySQL Installer and general
information about MySQL. The version number is located above the Back button.

Always include this version number when reporting a problem with MySQL Installer.

a
The MySQL Installer Options icon (%) includes the following tabs:

e Product Catalog: Manages the daily automatic catalog updates. By default, catalog updates are
scheduled at a fixed hour. When new products or product versions are available, MySQL Installer

adds them to the catalog and then displays an arrow icon ( * ) next to the version number of
installed products listed in the dashboard.

Use this option to enable or disable automatic catalog updates and to reset the time of day when
the MySQL Installer updates the catalog automatically. For specific settings, see the task named
Mani f est Updat e in the Windows Task Scheduler.

« Connectivity Settings: Several operations performed by MySQL Installer require internet
access. This option enables you to use a default value to validate the connection or to use
a different URL, one selected from a list or added by you manually. With the Manual option
selected, new URLs can be added and all URLs in the list can be moved or deleted. When the
Automatic option is selected, MySQL Installer attempts to connect to each default URL in the list
(in order) until a connection is made. If no connection can be made, it raises an error.

Locating Products to Install

MySQL products in the catalog are listed by category: MySQL Servers, Applications, MySQL
Connectors, and Documentation. Only the latest GA versions appear in the Available Products pane
by default. If you are looking for a pre-release or older version of a product, it may not be visible in the
default list.
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To change the default product list, click Add on the dashboard to open the Select Products and
Features page, and then click Edit to open the filter dialog box (see the figure that follows). Modify the
product values and then click Filter.

Figure 2.12 Filter Available Products

Text:
Categorny: |A|I Software v|
Age: | Current GA h | Already Downloaded
Architecture: @ Any 32-bit 64-bit

Filter

Reset one or more of the following values to filter the list of available products:

o Text: Filter by text.

» Category: All Software (default), MySQL Servers, Applications, MySQL Connectors, or
Documentation (for samples and documentation).

» Maturity: Current Bundle (appears initially with the full package only), Pre-Release, Current GA, or
Other Releases.

Note

@ The Commercial release of MySQL Installer does not display any MySQL
products when you select the Pre-Release age filter. Products in development
are available from the Community release of MySQL Installer only.

» Already Downloaded (the check box is deselected by default).

Architecture: Any (default), 32-bit, or 64-bit.

2.3.3.5 MySQLlInstallerConsole Reference

MySQLI nst al | er Consol e. exe provides command-line functionality that is similar to MySQL
Installer. It is installed when MySQL Installer is initially executed and then available within the My SQL
I nst al | er directory. Typically, thatisin C: \ Program Fi |l es (x86)\ MySQL\ M\ySQL I nstaller
\', and the console must be executed with administrative privileges.

To use, invoke the command prompt with administrative privileges by choosing Start, Accessories,
then right-click on Command Prompt and choose Run as adni ni str at or . And from the command
line, optionally change the directory to where MySQLI nst al | er Consol e. exe is located:

C.\> cd Program Files (x86)\ MySQ.\ M/SQL | nstaller for Wndows

C.\Program Fil es (x86)\ M/SQ.\ MWSQ. Installer for Wndows> MySQLI nst al | er Consol e. exe hel p
Start Initialization
MySQL Installer is running in Community nbde

Attenpting to update manif est
Initializing product requirenents
Loadi ng product catal og

Checking for product catal og snippets
Checking for product packages in the bundle

Cat egori zi ng product catal og

Finding all installed packages

Your product catal og was |ast updated at 11/1/2016 4:10:38 PM
End Initialization

110



MySQL Installer for Windows

The foll owi ng conmands are avail abl e:

Configure - Configures one or nore of your installed prograns.

Hel p - Provides list of avail abl e commands.

I nstal | - Install and configure one or nore avail able MySQ. prograns.
Li st - Provides an interactive way to list all products avail abl e.
Modi fy - Mudifies the features of installed products.

Renove - Renpbves one or nore products from your system

St at us - Shows the status of all installed products.

Updat e - Update the current product catal og.

Upgr ade - Upgrades one or nore of your installed prograns.

MySQLI nst al | er Consol e. exe supports the following commands:

K

e configure [productl]:[setting]=[value]; [product?2]:[setting]=[value];

..

-]

Note

Configuration block values that contain a colon (":") must be wrapped in double
guotes. For example, installdir="C:\MySQL\MySQL Server 8.0".

Configure one or more MySQL products on your system. Multiple setting=value pairs can be
configured for each product.

Switches include:

e -showset ti ngs : Displays the available options for the selected product, by passing in the
product name after - showset ti ngs.

e -sil ent : Disable confirmation prompts.

C:\> WSQLI nstal | er Consol e configure -showsettings server
C:\> WSQLI nstal | er Consol e configure server: port=3307

e help [ comand]

Displays a help message with usage examples, and then exits. Pass in an additional command to
receive help specific to that command.

C.\> WSQLI nstal | er Consol e hel p
C.\> WSQLI nstall erConsol e hel p install

e install

bl ock] ;

[ product]:[features]:[config block]:[config block]:[config
[...]

Install one or more MySQL products on your system. If pre-release products are available, both GA
and pre-release products are installed when the value of the - t ype switch is Devel oper, d i ent,
or Ful I . Use the -onl y_ga_product s switch to restrict the product set to GA products only when
using these setup types.

Switches and syntax options include:
e -only_ga_product s : Restricts the product set to include GA products only.

e -type=[ Set upType] : Installs a predefined set of software. The "SetupType" can be one of the
following:

Note
g Non-custom setup types can only be chosen if no other MySQL products
are installed.
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« Developer: Installs a complete development environment.

» Server: Installs a single MySQL server

 Client: Installs client programs and libraries

 Full: Installs everything

» Custom: Installs user selected products. This is the default option.

* -showset ti ngs : Displays the available options for the selected product, by passing in the
product name after - showset ti ngs.

e -si | ent : Disable confirmation prompts.

e [config bl ock]: One or more configuration blocks can be specified. Each configuration block
is a semicolon separated list of key value pairs. A block can include either a "config" or "user" type
key, where "config" is the default type if one is not defined.

Configuration block values that contain a colon character (: ) must be wrapped in double quotes.
For example, i nstal | di r="C \ MySQL\ \ySQ. Server 8.0".

Only one "config" type block can be defined per product. A "user" block should be defined for each
user that should be created during the product's installation.

Note
@ Adding users is not supported when a product is being reconfigured.

« [ feature]: The feature block is a semicolon separated list of features, or an asterisk character
(*) to select all features.

C\> MySQLI nstal | erConsol e install server;5.6.25:*: port=3307; serveri d=2: t ype=user ; user nane=f 00; passwor d=l
C.\> WSQLInstal | erConsol e install server;5.6.25;x64 -silent

An example that passes in additional configuration blocks, separated by ” to fit:

C \> MySQ.Instal | erConsol e install server;5.6.25;x64:*:type=config; openfirewal | =true; *
gener al | og=t r ue; bi nl og=true; serveri d=3306; enabl e_t cpi p=t rue; port =3306; r oot passwd=pass; "
installdir="C\MSQ\MSQ Server 5.6":type=user;datadir="C \MSQ)\data"; username=f 0o; passwor d:

e |ist

Lists an interactive console where all of the available MySQL products can be searched. Execute
MySQLI nst al | er Consol e |i st to launch the console, and enter in a substring to search.

C\> MySQ.I nstal | er Consol e |i st

e nodify [productl:-renovelist|+addlist] [product?2:-renovelist|+addlist]

[...]
Modifies or displays features of a previously installed MySQL product.

e -sil ent : Disable confirmation prompts.
C.\> WSQLI nstal | er Consol e nodi fy server

C.\> MWSQLI nst al | er Consol e nodi fy server: +docunent ati on
C\> MySQ.I nstal | er Consol e nodi fy server: - debug
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e renove [productl] [product2] [...]
Removes one ore more products from your system.
e * :Passin* to remove all of the MySQL products.
e -conti nue : Continue the operation even if an error occurs.

e -sil ent : Disable confirmation prompts.

C \> MySQ.I nst al | er Consol e renove *
C \> MySQ.I nst al | er Consol e renpve server

e status

Provides a quick overview of the MySQL products that are installed on the system. Information
includes product name and version, architecture, date installed, and install location.

C \> M/SQLI nstal | er Consol e status
e update

Downloads the latest MySQL product catalog to your system. On success, the download catalog will
be applied the next time either MySQLInstaller or MySQLlInstallerConsole is executed.

C.\> MySQLI nst al | er Consol e updat e

Note

3 The Automatic Catalog Update GUI option executes this command from the
Windows Task Scheduler.

e upgrade [productl:version] [product2:version] [...]
Upgrades one or more products on your system. Syntax options include:
e * :Passin* to upgrade all products to the latest version, or pass in specific products.
e | :Passin! as aversion number to upgrade the MySQL product to its latest version.

e -sil ent : Disable confirmation prompts.

C.\> W/SQLI nst al | er Consol e upgrade *

C.\> MySQLI nst al | er Consol e upgrade wor kbench: 6. 3. 5

C.\> WSQLI nst al | er Consol e upgrade wor kbench: !

C.\> WySQLI nst al | er Consol e upgrade wor kbench: 6. 3.5 excel : 1.3.2

2.3.4 MySQL Notifier

MySQL Notifier is a tool that enables you to monitor and adjust the status of your local and remote
MySQL server instances through an indicator that resides in the Microsoft Windows taskbar. MySQL
Notifier also gives quick access to MySQL Workbench through its context menu.

MySQL Notifier is installed by using MySQL Installer. It can be loaded automatically when Microsoft
Windows is started.

To install, download and execute the MySQL Installer. With MySQL Notifier selected from Applications,
proceed with the installation. See the MySQL Installer manual for additional details.

For notes detailing the changes in each release of MySQL Notifier, see the MySQL Notifier Release
Notes.
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Visit the MySQL Notifier forum for additional MySQL Notifier help and support.

Features include:

 Start, stop, and restart instances of the MySQL server.

» Automatically detects (and adds) new MySQL server services. These are listed under Manage
Monitored Items, and may also be configured.

» The Tray icon changes, depending on the status. It is a right-pointing green triangle if all monitored
MySQL server instances are running or a red square if at least one service is stopped. The Update
MySQL Notifier tray icon based on service status option, which dictates this behavior, is enabled
by default for each service.

* Links to other applications like MySQL Workbench, MySQL Installer, and the MySQL Utilities. For
example, choosing Manage Instance will load the MySQL Workbench Server Administration window
for that particular instance.

» If MySQL Workbench is also installed, then the Manage Instance and SQL Editor options are
available for local (but not remote) MySQL instances.

» Monitors both local and remote MySQL instances.

2.3.4.1 MySQL Notifier Usage

MySQL Notifier provides visual status information for the MySQL servers that are monitored on both
local or remote computers. The MySQL Notifier icon in the taskbar changes color to indicate the current
status: Running or Stopped.

MySQL Notifier automatically adds discovered MySQL services on the local computer. By default, the
Automatically add new services whose name contains option is enabled and set to nysql . Related
notification options include being notified when new services are either discovered or experience status
changes, and are also enabled by default. Uninstalling a service removes the service from MySQL
Notifier.

Clicking the MySQL Notifier icon from the Windows taskbar reveals the MySQL Notifier main menu,
which lists each MySQL server separately and displays its current status. You can start, stop, or restart
each MySQL server from the menu as the following figure shows. When MySQL Workbench is installed
locally, the Manage Instance and SQL Editor menu items start the application.

Figure 2.13 MySQL Notifier Service Instance Menu

[Ty MySQLS6 - Running  » Start
Manzge Insznce... () Stop

SQL Editor... v @

[y MySQL55 - Running  »
Manzge Insznce...

Actions
- "= %7 )  5:20 PM

The Actions menu includes the following items:
* Manage Monitored ltems
* Launch MySQL Installer (Only when the product is installed.)

» Check for Updates (Only when MySQL Installer is installed.)
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MySQL Utilities Shell (Only when the product is installed.)

Refresh Status
» Options

* About

Close MySQL Notifier

The main menu does not show the Actions menu when there are no services being monitored by
MySQL Notifier.

MySQL Notifier Options

The Actions, Options menu provides a set of options that configure MySQL Notifier operations.
Options are grouped into the following categories: General Options, Notification Options, and
MySQL Server Connections Options.

Click Accept to enable the selected options or Cancel to ignore all changes. Click Reset to Defaults
and then Accept to apply default option values.

General Options.  This group includes:

» Use colorful status icons: Enables a colorful style of icons for the tray of MySQL Notifier. Selected
by default.

* Run at Windows Startup: Allows the application to be loaded when Microsoft Windows starts.
Deselected by default.

» Automatically Check For Updates Every # Weeks: Checks for a new version of MySQL Notifier,
and runs this check every # weeks. Selected by default with the updates every four weeks.

« Automatically add new services whose name contains: The text used to filter services and add
them automatically to the monitored list of the local computer running MySQL Notifier and on remote
computers already monitoring Windows services. Selected by default for names containing nysql .

» Ping monitored MySQL Server instances every # seconds: The interval (in seconds) to ping
monitored MySQL Server instances for status changes. Longer intervals might be necessary if the
list of monitored remote instances is large. 30 seconds by default.

Notification Options.  This group includes:

* Notify me when a service is automatically added: Display a balloon notification from the taskbar
when a newly discovered service is added to the monitored services list. Selected by default.

» Notify me when a service changes status: Displays a balloon natification from the taskbar when a
monitored service changes its status. Selected by default.

MySQL Server Connections Options.  This group includes:

» Automatic connections migration delayed until: When there are connections to migrate to
MySQL Workbench (if installed), this option postpones the migration by one hour, one day, one
week, one month, or indefinitely.

Managing Monitored ltems
The Actions, Manage Monitored Items menu enables you to add, configure, and delete the services

and MySQL instances you intend to monitor. The Manage Items window has two tabs: Services and
Instances.
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Services Tab. When MySQL is configured as a local service, MySQL Noatifier adds the service to
the Services tab automatically. With the Services tab open, you can select the following options that
apply to all services being monitored:

* Notify me when status changes

» Update MySQL Notifier tray icon based on service status

The next figure shows the Services tab open and both options selected. This tab shows the service
name, the computer where the service is hosted, and the current status of the service.

Figure 2.14 MySQL Notifier: Manage Services
woseiens N ==

Manage Monitored Items
Windows Services and My5SQL Instances

Local MySQL services will be autematically added. Press Add to moenitor other
Windows services or MySQL instances,

| Services | Instances
MName Running On Status Add...
MySQL55 localhost Running
MySQL56 localhost Running
Options

Motify me when status changes
Update MySQL Notifier tray icon based on service status

Monitor MySQL Instance status every |0 | | minutes

Close

To stop monitoring a service, select it from the list of monitored services and click Delete.

Click Add and then Windows Service to open the Add Service window. To add a new service, select
a computer from the drop-down list, choose a service from the list, and then click OK to accept. Use
the Filter field to reduce the set of services in the list or select Only show services that match auto-
add filter? to reuse the general-options filter from the Options menu.

A variety of Windows services (including MySQL) may be selected as the following figure shows.
In addition to the service name, the list shows the current status of each Windows services for the
selected computer.
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Figure 2.15 MySQL Notifier: Adding New Services

Add Service B

Choose a Machine:

Select the machine you want to monitar services on, The machines need to be on your
local nebwork.

Computer: |Local - Edit Delete

Choose a Windows Service:
Select the service you want to monitor, You can filter the list by typing into the filter

Filter: [T] Only show services that match auto-add filter?
Display Name Status i
ActiveX Installer (AxInstsY) Stopped I—l
Adaptive Brightness Stopped
Adobe Acrobat Update Service Running
Adobe Flash Player Update Service Stopped
Application Experience Stopped
Application [dentity Stopped
Application Information Stopped
Application Layer Gateway Service Stopped
Application Management Running
ASP.MNET State Service Stopped
Background Intelligent Transfer Service Running
Ease Filtering Engine Running =
< | n 3

Instances Tab. When MySQL is configured as a MySQL instance, MySQL Notifier adds the
instance to the Instances tab automatically. With the Instances tab open, you can select the following
options that apply to each instance being monitored:

* Notify me when status changes
» Update MySQL Notifier tray icon based on service status

* Monitor MySQL Instance status every [# ][ seconds | minutes | hours | days ]

The next figure shows the Instances tab open and both options selected. Monitoring the instance
status is set to every two minutes in this example. This tab shows the instance name, the database
driver, and the current status of the instance.
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Figure 2.16 MySQL Notifier: Manage MySQL Instances

Manage Monitored Items
Windows Services and My5SQL Instances

Local MySQL services will be automatically added, Press Add to monitor other
Windows services or MySQL instances.

Instances

Name DB Driver Status Add...
Mysql@localhost:3306 Tep Refusing Connectio...
Options

Motify me when status changes
Update MySQL MNotifier tray icon based on service status

Monitor MySQL Instance status every |2 =

Close

To stop monitoring an instance, select it from the list of monitored MySQL instances and click Delete.

Click Add and then MySQL Instances to open the Monitor MySQL Server Instance window. Use the
Filter field to reduce the set of instances in the list or select Show MySQL instances already being
monitored? to show monitored items only.

Optionally, you can select a connection from MySQL Workbench to monitor. Click Add New
Connection, shown in the next figure, to create a new connection.
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Figure 2.17 MySQL Notifier: Adding New Instances

Monitor MySQL Server Instance =
Choose a MySQL Server connection:
Select a connection from My5QL Workbench that you want to menitor, You can filter the list by typing
into the filker control,
Filter: [T] Show MySQL instances already being monitored?
Method Name Host Port Meonitored
[ Add New Connection...

Troubleshooting

For issues that are not documented here, visit the MySQL Notifier Support Forum for MySQL Notifier
help and support.

» Problem: attempting to start/stop/restart a MySQL service might generate an error similar to "The
Service MySQLVERSI ON failed the most recent status change request with the message "The
service mysqlVERSI ON was not found in the Windows Services".

Explanation: this is a case-sensitivity issue, in that the service name is MySQLVERSI ON compared
to having mysqlVERSI ON in the configuration file.

Solution: either update your MySQL Notifier configuration file with the correct information, or stop
MySQL Notifier and delete this configuration file. The MySQL Notifier configuration file is located at
YAPPDATA% Or acl e\ MySQL Noti fier\settings. configwhere Y%APPDATA%is a variable and
depends on your system. A typical location is "C:\Users\Your User nane\AppData\Roaming\Oracle
\MySQL Notifier\settings.config" where Your User nane is your system user name. In this file, and
within the ServerList section, change the ServerName values from lowercase to the actual service
names. For example, change mysqlVERSI ONto MySQLVERSI ON, save, and then restart MySQL
Notifier. Alternatively, stop MySQL Notifier, delete this file, then restart MySQL Notifier.

» Problem: when connecting to a remote computer for the purpose of monitoring a remote Windows
service, the Add Service dialog does not always show all the services shown in the Windows
Services console.

Explanation: this behavior is governed by the operating system and the outcome is expected when
working with nondomain user accounts. For a complete description of the behavior, see the User
Account Control and WMI article from Microsoft.
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Solution: when the remote computer is in a compatible domain, it is recommended that domain user
accounts are used to connect through WMI to a remote computer. For detailed setup instructions
using WMI, see Section 2.3.4.2, “Setting Up Remote Monitoring in MySQL Noatifier”.

Alternatively, when domain user accounts are not available, Microsoft provides a less secure
workaround that should only be implemented with caution. For more information, see the Description
of User Account Control and remote restrictions in Windows Vista KB article from Microsoft.

2.3.4.2 Setting Up Remote Monitoring in MySQL Notifier

MySQL Notifier uses Windows Management Instrumentation (WMI) to manage and monitor services on
remote computers. This section explains how it works and how to set up your system to monitor remote
MySQL instances.

In order to configure WMI, it is important to understand that the underlying Distributed Component
Object Model (DCOM) architecture is doing the WMI work. Specifically, MySQL Notifier is using
asynchronous notification queries on remote Microsoft Windows hosts as .NET events. These events
send an asynchronous callback to the computer running MySQL Notifier so it knows when a service
status has changed on the remote computer. Asynchronous notifications offer the best performance
compared to semisynchronous notifications or synchronous notifications that use timers.

As the following figure shows, asynchronous notification requires the remote computer to send a
callback to the client computer (thus opening a reverse connection), so the Windows Firewall and
DCOM settings must be properly configured for the communication to function properly. The client
(Computer A), which includes an unsecured application (unsecapp. exe in this example), makes an
asynchronous call to a remote computer (Computer B) and receives a call back with data.

Figure 2.18 MySQL Notifier Distributed Component Object Model (DCOM)

Computer A o Computer B

Windows
Firewall

Windows

UNSeCapp.exe Firewall Callback with data

Most of the common errors thrown by asynchronous WMI notifications are related to Windows Firewall
blocking the communication, or to DCOM / WMI settings not being set up properly. For a list of
common errors with solutions, see Common Errors.

The following steps are required to make WMI function. These steps are divided between two
machines. A single host computer that runs MySQL Notifier (Computer A), and multiple remote
machines that are being monitored (Computer B).

Computer running MySQL Notifier (Computer A)

1. Enable remote administration by either editing the Group Policy Editor, or using NETSH:
Using the Group Policy Editor:
a. Click Start, click Run, type GPEDI T. M5C, and then click OK.
b. Under the Local Computer Policy heading, expand Computer Configuration.

c. Expand Administrative Templates, then Network, Network Connections, and then Windows
Firewall.
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d. If the computer is in the domain, then double-click Domain Profile; otherwise, double-click
Standard Profile.

e. Double-click Windows Firewall: Allow inbound remote administration exception to open a
configuration window.

f. Check the Enabled option button and then click OK.

Using the NETSH command:

Note
@ The "netsh firewall" command is deprecated as of Microsoft Server 2008
and Vista, and replaced with "netsh advfirewall firewall".

a. Open a command prompt window with Administrative rights (you can right-click the Command
Prompt icon and select Run as Administrator).

b. Execute the following command:

NETSH advfirewal | firewall set service RenpteAdm n enabl e
2. Open the DCOM port TCP 135:

a. Open a command prompt window with Administrative rights (you can right-click the Command
Prompt icon and select Run as Administrator).

b. Execute the following command:

NETSH advfirewal | firewall add rul e nane=DCOM TCP135 pr ot ocol =TCP | ocal port =135 dir=in action=al

3. Add the client application that contains the sink for the callback (MySql Noti fi er. exe) to the
Windows Firewall Exceptions List (use either the Windows Firewall configuration or NETSH):

Using the Windows Firewall configuration:
a. In the Control Panel, double-click Windows Firewall.

b. In the Windows Firewall window, click Allow a program or feature through Windows
Firewall.

c. Inthe Allowed Programs window, click Change Settings and do one of the following:

* IfMySqgl Noti fier.exeisinthe Allowed programs and features list, make sure it is checked
for the type of networks the computer connects to (Private, Public or both).

« If MySqgl Not'i fi er. exe isnotin the list, click Allow another program.

i. Inthe Add a Program window, select the MySql Noti fi er. exe if it exists
in the Programs list, otherwise click Browse and go to the directory where
MySqgl Not i fi er. exe was installed to select it, then click Add.

ii. Make sure MySql Noti fier. exe is checked for the type of networks the computer
connects to (Private, Public or both).

Using the NETSH command:

a. Open a command prompt window with Administrative rights (you can right-click the Command
Prompt icon and click Run as Administrator).
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b.

Execute the following command, where you change "[ YOUR | NSTALL DI RECTORY] "

NETSH advfirewal | firewall add rule nane=MySql Noti fi er progranr] YOUR | NSTALL_DI RECTORY] \ MySql Noti fi e

4. If Computer B is either a member of WORKGROUP or is in a different domain that is untrusted by
Computer A, then the callback connection (Connection 2) is created as an Anonymous connection.
To grant Anonymous connections DCOM Remote Access permissions:

a.

b.

Click Start, click Run, type DCOVCNFG, and then click OK.

In the Component Services dialog box, expand Component Services, expand Computers, and
then right-click My Computer and click Properties.

In the My Computer Properties dialog box, click the COM Security tab.
Under Access Permissions, click Edit Limits.

In the Access Permission dialog box, select ANONYMOUS LOGON name in the Group or user
names box. In the Allow column under Permissions for User, select Remote Access, and then
click OK.

Monitored Remote Computer (Computer B)

If the user account that is logged on to the computer running the MySQL Notifier (Computer A)
is a local administrator on the remote computer (Computer B), such that the same account is an
administrator on Computer B, you can skip to the "Allow for remote administration” step.

Setting DCOM security to allow a non-administrator user to access a computer remotely:

1. Grant "DCOM remote launch" and activation permissions for a user or group:

a.

b.

Click Start, click Run, type DCOVCNFG, and then click OK.

In the Component Services dialog box, expand Component Services, expand Computers, and
then right-click My Computer and click Properties.

In the My Computer Properties dialog box, click the COM Security tab.
Under Launch and Activation Permission, click Edit Limits.

In the Launch and Activation Permission dialog box, follow these steps if your name or your
group does not appear in the Groups or user names list:

i. Inthe Launch and Activation Permission dialog box, click Add.

ii. Inthe Select Users or Groups dialog box, add your name and the group in the Enter the
object names to select box, and then click OK.

In the Launch and Activation Permission dialog box, select your user and group in the Group
or user names box. In the Allow column under Permissions for User, select Remote Launch,
select Remote Activation, and then click OK.

Grant DCOM remote access permissions:

Click Start, click Run, type DCOVCNFG, and then click OK.

In the Component Services dialog box, expand Component Services, expand Computers, and
then right-click My Computer and click Properties.

In the My Computer Properties dialog box, click the COM Security tab.
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Under Access Permissions, click Edit Limits.

In the Access Permission dialog box, select ANONYMOUS LOGON name in the Group or user
names box. In the Allow column under Permissions for User, select Remote Access, and then
click OK.

2. Allowing non-administrator users access to a specific WMI hamespace:

a.

b.

g.

In the Control Panel, double-click Administrative Tools.

In the Administrative Tools window, double-click Computer Management.

In the Computer Management window, expand the Services and Applications tree.
Right-click the WMI Control icon and select Properties.

In the WMI Control Properties window, click the Security tab.

In the Security tab, select the namespace and click Security. Root/CIMV2 is a commonly used
namespace.

Locate the appropriate account and check Remote Enable in the Permissions list.

3. Allow for remote administration by either editing the Group Policy Editor or using NETSH:

Using the Group Policy Editor:

a.

b.

f.

g.

Click Start, click Run, type GPEDI T. MSC, and then click OK.
Under the Local Computer Policy heading, double-click Computer Configuration.

Double-click Administrative Templates, then Network, Network Connections, and then
Windows Firewall.

If the computer is in the domain, then double-click Domain Profile; otherwise, double-click
Standard Profile.

Click Windows Firewall: Allow inbound remote administration exception.
On the Action menu either select Edit, or double-click the selection from the previous step.

Check the Enabled radio button, and then click OK.

Using the NETSH command:

a.

Open a command prompt window with Administrative rights (you can right-click the Command
Prompt icon and click Run as Administrator).

Execute the following command:

NETSH advfirewal | firewall set service RenpteAdm n enabl e

4. Confirm that the user account you are logging in with uses the Nane value and not the Ful | Nane

value:

a. Inthe Control Panel, double-click Administrative Tools.

b. Inthe Administrative Tools window, double-click Computer Management.

c. Inthe Computer Management window, expand the System Tools then Local Users and

Groups.
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d. Click the Users node, and on the right side panel locate your user and make sure it uses the
Name value to connect, and not the Full Name value.

Common Errors
¢ 0x80070005

« DCOM Security was not configured properly (see Computer B, the Set t i ng DCOM
security... step).

e The remote computer (Computer B) is a member of WORKGROUP or is in a domain that is
untrusted by the client computer (Computer A) (see Computer A, the Grant Anonynous
connecti ons DCOM Renote Access perm ssions step).

» 0x8007000E

¢ The remote computer (Computer B) is a member of WORKGROUP or is in a domain that is
untrusted by the client computer (Computer A) (see Computer A, the Grant Anonynous
connecti ons DCOM Renote Access permi ssions step).

» 0x80041003

» Access to the remote WMI namespace was not configured properly (see Computer B, the
Al I owi ng non-admni ni strator users access to a specific WM nanespace step).

* 0x800706BA

* The DCOM port is not open on the client computers (Computer A) firewall. See the Open t he
DCOM port TCP 135 step for Computer A.

« The remote computer (Computer B) is inaccessible because its network location is set to Public.
Make sure you can access it through the Windows Explorer.

2.3.5 Installing MySQL on Microsoft Windows Using a noi nstal | ZIP
Archive

Users who are installing from the noi nst al | package can use the instructions in this section to
manually install MySQL. The process for installing MySQL from a ZIP Archive package is as follows:

1. Extract the main archive to the desired install directory

Optional: also extract the debug-test archive if you plan to execute the MySQL benchmark and test
suite

2. Create an option file

3. Choose a MySQL server type

4. Initialize MySQL

5. Start the MySQL server

6. Secure the default user accounts

This process is described in the sections that follow.
2.3.5.1 Extracting the Install Archive
To install MySQL manually, do the following:

1. If you are upgrading from a previous version please refer to Section 2.11.8, “Upgrading MySQL on
Windows”, before beginning the upgrade process.
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2. Make sure that you are logged in as a user with administrator privileges.

3. Choose an installation location. Traditionally, the MySQL server is installed in C: \ mysql . If you do
not install MySQL at C: \ nysql , you must specify the path to the install directory during startup or
in an option file. See Section 2.3.5.2, “Creating an Option File”.

Note
@ The MySQL Installer installs MySQL under C: \ Program Fi | es\ MySQL.

4. Extract the install archive to the chosen installation location using your preferred file-compression
tool. Some tools may extract the archive to a folder within your chosen installation location. If this
occurs, you can move the contents of the subfolder into the chosen installation location.

2.3.5.2 Creating an Option File

If you need to specify startup options when you run the server, you can indicate them on the command
line or place them in an option file. For options that are used every time the server starts, you may find
it most convenient to use an option file to specify your MySQL configuration. This is particularly true
under the following circumstances:

» The installation or data directory locations are different from the default locations (C: \ Pr ogr am
Fil es\ MySQL\ MySQL Server 5.7 and C.\Program Fi |l es\ MySQ.\ M\ySQ. Ser ver
5. 7\ dat a).

* You need to tune the server settings, such as memory, cache, or InnoDB configuration information.

When the MySQL server starts on Windows, it looks for option files in several locations, such as

the Windows directory, C: \ , and the MySQL installation directory (for the full list of locations, see
Section 4.2.6, “Using Option Files”). The Windows directory typically is named something like C:

\ W NDOWE. You can determine its exact location from the value of the W NDI R environment variable
using the following command:

C.\> echo %N NDI R%

MySQL looks for options in each location first in the my. i ni file, and then in the ny. cnf file. However,
to avoid confusion, it is best if you use only one file. If your PC uses a boot loader where C: is not the
boot drive, your only option is to use the ny. i ni file. Whichever option file you use, it must be a plain
text file.

Note

@ When using the MySQL Installer to install MySQL Server, it will create the
ny. i ni atthe default location, and the user executing MySQL Installer is
granted full permissions to this new my. i ni file.

In other words, be sure that the MySQL Server user has permission to read the
ny.ini file.
You can also make use of the example option files included with your MySQL distribution; see

Section 5.1.2, “Server Configuration Defaults”.

An option file can be created and modified with any text editor, such as Notepad. For example, if
MySQL is installed in E: \ nysql and the data directory is in E: \ mydat a\ dat a, you can create an
option file containing a [ mysql d] section to specify values for the basedi r and dat adi r options:

[nysal d]
# set basedir to your installation path
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basedi r =E: / nysql
# set datadir to the |ocation of your data directory
dat adi r =E: / nydat a/ dat a

Microsoft Windows path names are specified in option files using (forward) slashes rather than
backslashes. If you do use backslashes, double them:

[nysql d]

# set basedir to your installation path

basedi r =E: \ \ nysql

# set datadir to the |location of your data directory
dat adi r=E: \\ nydat a\\ dat a

The rules for use of backslash in option file values are given in Section 4.2.6, “Using Option Files”.

As of MySQL 5.7.6, the ZIP archive no longer includes a dat a directory. To initialize a MySQL
installation by creating the data directory and populating the tables in the mysql system database,
initialize MySQL using either--initializeor--initialize-insecure. Foradditional
information, see Section 2.10.1, “Initializing the Data Directory”.

If you would like to use a data directory in a different location, you should copy the entire contents
of the dat a directory to the new location. For example, if you want to use E: \ nydat a as the data
directory instead, you must do two things:

1. Move the entire dat a directory and all of its contents from the default location (for example C:
\ Program Fi | es\ MySQL\ MySQL Server 5.7\ data)to E: \nydat a.

2. Use a--dat adir option to specify the new data directory location each time you start the server.

2.3.5.3 Selecting a MySQL Server Type

The following table shows the available servers for Windows in MySQL 5.7.

Binary Description

mysql d Optimized binary with named-pipe support

mysql d- debug Like nysql d, but compiled with full debugging and automatic memory allocation
checking

All of the preceding binaries are optimized for modern Intel processors, but should work on any Intel
i386-class or higher processor.

Each of the servers in a distribution support the same set of storage engines. The SHON ENG NES
statement displays which engines a given server supports.

All Windows MySQL 5.7 servers have support for symbolic linking of database directories.

MySQL supports TCP/IP on all Windows platforms. MySQL servers on Windows also support named
pipes, if you start the server with the - - enabl e- naned- pi pe option. It is necessary to use this option
explicitly because some users have experienced problems with shutting down the MySQL server when
named pipes were used. The default is to use TCP/IP regardless of platform because nhamed pipes are
slower than TCP/IP in many Windows configurations.

2.3.5.4 Initializing the Data Directory

If you installed MySQL using the noi nst al | package, you may need to initialize the data directory:

» Windows distributions prior to MySQL 5.7.7 include a data directory with a set of preinitialized
accounts in the nysql database.
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« As of 5.7.7, Windows installation operations performed using the noi nst al | package do not
include a data directory. To initialize the data directory, use the instructions at Section 2.10.1,
“Initializing the Data Directory”.

2.3.5.5 Starting the Server for the First Time

This section gives a general overview of starting the MySQL server. The following sections provide
more specific information for starting the MySQL server from the command line or as a Windows
service.

The information here applies primarily if you installed MySQL using the noi nst al | version, or if you
wish to configure and test MySQL manually rather than with the GUI tools.

Note
@ The MySQL server will automatically start after using MySQL Installer, and
MySQL Notifier can be used to start/stop/restart at any time.

The examples in these sections assume that MySQL is installed under the default location of C.
\ Program Fi | es\ MySQL\ \ySQL Server 5. 7. Adjust the path names shown in the examples if
you have MySQL installed in a different location.

Clients have two options. They can use TCP/IP, or they can use a named pipe if the server supports
named-pipe connections.

MySQL for Windows also supports shared-memory connections if the server is started with
the - - shar ed- nenor y option. Clients can connect through shared memory by using the - -
pr ot ocol =MEMORY option.

For information about which server binary to run, see Section 2.3.5.3, “Selecting a MySQL Server
Type”.

Testing is best done from a command prompt in a console window (or “DOS window”). In this way you
can have the server display status messages in the window where they are easy to see. If something is
wrong with your configuration, these messages make it easier for you to identify and fix any problems.

information about the initialization process, see Section 2.10.1, “Initializing the

Note
@ The database must be initialized before MySQL can be started. For additional
Data Directory”.

To start the server, enter this command:

C\> "C \Program Fi | es\ MySQL\ MySQ. Server 5.7\bin\nysqgld" --console

For a server that includes | nnoDB support, you should see the messages similar to those following as
it starts (the path names and sizes may differ):

InnoDB: The first specified datafile c:\ibdata\ibdatal did not exist:

I nnoDB: a new dat abase to be creat ed!

InnoDB: Setting file c:\ibdata\ibdatal size to 209715200

I nnoDB: Dat abase physically wites the file full: wait...

InnoDB: Log file c:\iblogs\ib_logfileO did not exist: new to be created
InnoDB: Setting log file c:\iblogs\ib_logfileO size to 31457280

InnoDB: Log file c:\iblogs\ib_logfilel did not exist: new to be created
InnoDB: Setting log file c:\iblogs\ib_logfilel size to 31457280

InnoDB: Log file c:\iblogs\ib_logfile2 did not exist: new to be created
InnoDB: Setting log file c:\iblogs\ib_logfile2 size to 31457280

I nnoDB: Doubl ewrite buffer not found: creating new

I nnoDB: Doubl ewrite buffer created

I nnoDB: creating foreign key constraint systemtables
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I nnoDB: foreign key constraint systemtables created
011024 10:58:25 |nnoDB: Started

When the server finishes its startup sequence, you should see something like this, which indicates that
the server is ready to service client connections:

nysqgl d: ready for connections
Version: '5.7.27" socket: '' port: 3306

The server continues to write to the console any further diagnostic output it produces. You can open a
new console window in which to run client programs.

If you omit the - - consol e option, the server writes diagnostic output to the error log in the data
directory (C. \ Program Fi | es\ M\ySQL\ MySQL Server 5.7\ dat a by default). The error log is the
file with the . er r extension, and may be set using the - - | og- er r or option.

starting the server, you should set up a password for it using the instructions in

Note
S The initial r oot account in the MySQL grant tables has no password. After
Section 2.10.4, “Securing the Initial MySQL Account”.

2.3.5.6 Starting MySQL from the Windows Command Line

The MySQL server can be started manually from the command line. This can be done on any version
of Windows.

Note
@ MySQL Notifier can also be used to start/stop/restart the MySQL server.

To start the nmysql d server from the command line, you should start a console window (or “DOS
window") and enter this command:

C\> "C \Program Fi | es\ MySQL\ MySQL Server 5. 7\bin\nysqld"
The path to nysql d may vary depending on the install location of MySQL on your system.

You can stop the MySQL server by executing this command:

C\> "C \Program Fi | es\ \ySQL\ M\ySQL Server 5.7\ bin\nysqgl adnm n" -u root shutdown

Note
@ If the MySQL r oot user account has a password, you need to invoke
nysql adm n with the - p option and supply the password when prompted.

This command invokes the MySQL administrative utility mysqgl adm n to connect to the server and tell
it to shut down. The command connects as the MySQL r oot user, which is the default administrative
account in the MySQL grant system.

Note
@ Users in the MySQL grant system are wholly independent from any operating
system users under Microsoft Windows.

If mysql d doesn't start, check the error log to see whether the server wrote any messages there to
indicate the cause of the problem. By default, the error log is located in the C: \ Program Fi | es
\ MySQL\ MySQL Server 5. 7\ dat a directory. It is the file with a suffix of . er r, or may be specified
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by passing in the - - | og- er r or option. Alternatively, you can try to start the server with the - -
consol e option; in this case, the server may display some useful information on the screen that will
help solve the problem.

The last option is to start mysql d with the - - st andal one and - - debug options. In this case, nysql d
writes a log file C: \ mysql d. t r ace that should contain the reason why nysql d doesn't start. See
Section 28.5.3, “The DBUG Package”.

Use nysqgl d --verbose --hel pto display all the options that mysql d supports.

2.3.5.7 Customizing the PATH for MySQL Tools

accidental deletion or modification of any portion of the existing PATH value can

Warning
O You must exercise great care when editing your system PATH by hand;
leave you with a malfunctioning or even unusable system.

To make it easier to invoke MySQL programs, you can add the path name of the MySQL bi n directory
to your Windows system PATH environment variable:

» On the Windows desktop, right-click the My Computer icon, and select Properties.

* Next select the Advanced tab from the System Properties menu that appears, and click the
Environment Variables button.

» Under System Variables, select Path, and then click the Edit button. The Edit System Variable
dialogue should appear.

 Place your cursor at the end of the text appearing in the space marked Variable Value. (Use the
End key to ensure that your cursor is positioned at the very end of the text in this space.) Then enter
the complete path name of your MySQL bi n directory (for example, C. \ Program Fi | es\ MySQL
\MySQL Server 5.7\bin)

Note
@ There must be a semicolon separating this path from any values present in
this field.

Dismiss this dialogue, and each dialogue in turn, by clicking OK until all of the dialogues that were
opened have been dismissed. The new PATH value should now be available to any new command
shell you open, allowing you to invoke any MySQL executable program by typing its name at the
DOS prompt from any directory on the system, without having to supply the path. This includes
the servers, the nysqgl client, and all MySQL command-line utilities such as nmysql adm n and

nmysql dunp.

You should not add the MySQL bi n directory to your Windows PATH if you are running multiple
MySQL servers on the same machine.

2.3.5.8 Starting MySQL as a Windows Service

On Windows, the recommended way to run MySQL is to install it as a Windows service, so that MySQL
starts and stops automatically when Windows starts and stops. A MySQL server installed as a service
can also be controlled from the command line using NET commands, or with the graphical Ser vi ces
utility. Generally, to install MySQL as a Windows service you should be logged in using an account that
has administrator rights.

Note
@ MySQL Notifier can also be used to monitor the status of the MySQL service.
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The Ser vi ces utility (the Windows Ser vi ce Control Manager) can be found in the Windows
Control Panel. To avoid conflicts, it is advisable to close the Ser vi ces utility while performing server
installation or removal operations from the command line.

Installing the service

Before installing MySQL as a Windows service, you should first stop the current server if it is running
by using the following command:

C\> "C \Program Fi | es\ \ySQ.\ MySQ. Server 5.7\ bi n\ nysql adm n"
-u root shutdown

Note
g If the MySQL r oot user account has a password, you need to invoke
nysql adm n with the - p option and supply the password when prompted.

This command invokes the MySQL administrative utility mysqgl adm n to connect to the server and tell
it to shut down. The command connects as the MySQL r oot user, which is the default administrative
account in the MySQL grant system.

Note
g Users in the MySQL grant system are wholly independent from any operating
system users under Windows.

Install the server as a service using this command:

C\> "C \Program Fi | es\ \ySQL\ M\ySQL Server 5.7\bin\nysqgld" --install

The service-installation command does not start the server. Instructions for that are given later in this
section.

To make it easier to invoke MySQL programs, you can add the path name of the MySQL bi n directory
to your Windows system PATH environment variable:

« On the Windows desktop, right-click the My Computer icon, and select Properties.

* Next select the Advanced tab from the System Properties menu that appears, and click the
Environment Variables button.

» Under System Variables, select Path, and then click the Edit button. The Edit System Variable
dialogue should appear.

» Place your cursor at the end of the text appearing in the space marked Variable Value. (Use the
End key to ensure that your cursor is positioned at the very end of the text in this space.) Then enter
the complete path name of your MySQL bi n directory (for example, C. \ Program Fi | es\ MySQL
\ MySQ. Server 5. 7\bin), and there should be a semicolon separating this path from any values
present in this field. Dismiss this dialogue, and each dialogue in turn, by clicking OK until all of the
dialogues that were opened have been dismissed. You should now be able to invoke any MySQL
executable program by typing its name at the DOS prompt from any directory on the system, without
having to supply the path. This includes the servers, the nysql client, and all MySQL command-line
utilities such as mysql adm n and nysql dunp.

You should not add the MySQL bi n directory to your Windows PATH if you are running multiple
MySQL servers on the same machine.

accidental deletion or modification of any portion of the existing PATH value can

Warning
O You must exercise great care when editing your system PATH by hand;
leave you with a malfunctioning or even unusable system.
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The following additional arguments can be used when installing the service:

* You can specify a service name immediately following the - - i nst al | option. The default service
name is My SQL.

« If a service name is given, it can be followed by a single option. By convention, this should be - -
defaul ts-file=fil e_name to specify the name of an option file from which the server should
read options when it starts.

The use of a single option other than - - def aul t s-fi | e is possible but discouraged. - -
def aul t s-fil e is more flexible because it enables you to specify multiple startup options for the
server by placing them in the named option file.

* You can also specify a - - | ocal - ser vi ce option following the service name. This causes the
server to run using the Local Ser vi ce Windows account that has limited system privileges. If both
--defaults-fileand--1ocal -service are given following the service name, they can be in
any order.

For a MySQL server that is installed as a Windows service, the following rules determine the service
name and option files that the server uses:

« If the service-installation command specifies no service name or the default service name (MySQL)
following the - - i nst al | option, the server uses the service name of My SQL and reads options from
the [ nysql d] group in the standard option files.

« If the service-installation command specifies a service name other than My SQL following the - -
i nst al | option, the server uses that service name. It reads options from the [ nysql d] group
and the group that has the same name as the service in the standard option files. This enables you
to use the [ nysql d] group for options that should be used by all MySQL services, and an option
group with the service name for use by the server installed with that service name.

« If the service-installation command specifies a - - def aul t s-f i | e option after the service hame,
the server reads options the same way as described in the previous item, except that it reads options
only from the named file and ignores the standard option files.

As a more complex example, consider the following command:

C\> "C \Program Fi | es\ MySQ.\ MySQ. Server 5. 7\bin\nysqld"
--install MySQ. --defaults-file=C \ny-opts.cnf

Here, the default service name (MySQL) is given after the - - i nst al | option. If no - - def aul t s-

fi | e option had been given, this command would have the effect of causing the server to read the

[ mysqgl d] group from the standard option files. However, because the - - def aul t s-fi | e option is
present, the server reads options from the [ mysql d] option group, and only from the named file.

Note

@ On Windows, if the server is started with the - - defaul ts-fil e and - -
i nstal | options, --instal | must be first. Otherwise, nysql d. exe will
attempt to start the MySQL server.

You can also specify options as Start parameters in the Windows Ser vi ces utility before you start the
MySQL service.

Finally, before trying to start the MySQL service, make sure the user variables % EMPY%and % MP%
(and also %'MPDI R% if it has ever been set) for the operating system user who is to run the service are
pointing to a folder to which the user has write access. The default user for running the MySQL service
is Local Syst em and the default value for its % EMP%and %a MP%is C. \ W ndows\ Tenp, a directory
Local Syst emhas write access to by default. However, if there are any changes to that default setup
(for example, changes to the user who runs the service or to the mentioned user variables, or the - -
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t npdi r option has been used to put the temporary directory somewhere else), the MySQL service
might fail to run because write access to the temporary directory has not been granted to the proper
user.

Starting the service

After a MySQL server instance has been installed as a service, Windows starts the service
automatically whenever Windows starts. The service also can be started immediately from
the Ser vi ces utility, or by usingansc start nysql d_servi ce_name or NET START
nmysql d_servi ce_name command. SC and NET commands are not case-sensitive.

When run as a service, nysql d has no access to a console window, so no messages can be seen
there. If mysql d does not start, check the error log to see whether the server wrote any messages
there to indicate the cause of the problem. The error log is located in the MySQL data directory (for
example, C: \ Program Fi | es\ MySQL\ MySQL Server 5.7\ dat a). Itis the file with a suffix of
.err.

When a MySQL server has been installed as a service, and the service is running, Windows stops
the service automatically when Windows shuts down. The server also can be stopped manually
using the Ser vi ces utility, the sc stop mysql d_servi ce_nane command, the NET START
nysql d_servi ce_nanme command, or the mysqgl adm n shut down command.

You also have the choice of installing the server as a manual service if you do not wish for the service

to be started automatically during the boot process. To do this, use the - -i nst al | - nenual option
rather than the - - i nst al | option:

C\> "C\Program Fi | es\ \ySQ.\ M\ySQ. Server 5.7\bin\nysqgld" --install-nmanual

Removing the service

To remove a server that is installed as a service, first stop it if it is running by executing SC STOP
nysql d_servi ce_namne or NET STOP nysql d_servi ce_nane. Then use SC DELETE
nysql d_servi ce_nane to remove it:

C.\> SC DELETE nysql

Alternatively, use the nysql d - - r enove option to remove the service.

C\> "C \Program Fi | es\ \ySQ.\ M\ySQ. Server 5.7\bin\nysqgld" --renove

If mysql d is not running as a service, you can start it from the command line. For instructions, see
Section 2.3.5.6, “Starting MySQL from the Windows Command Line”.

If you encounter difficulties during installation, see Section 2.3.6, “Troubleshooting a Microsoft
Windows MySQL Server Installation”.

For more information about stopping or removing a Windows service, see Section 5.7.2.2, “Starting
Multiple MySQL Instances as Windows Services”.

2.3.5.9 Testing The MySQL Installation

You can test whether the MySQL server is working by executing any of the following commands:

C\> "C \Program Fi | es\ \ySQ.\ M\ySQ. Server 5. 7\ bi n\ nysqgl show"

C\> "C \Program Fi | es\ \ySQ.\ M\ySQ. Server 5. 7\bin\nysqgl show' -u root nysql

C\> "C \Program Fi | es\ \ySQL\ M\ySQ. Server 5.7\bin\nysqgl adnm n" version status proc
C\> "C \Program Fi | es\ \ySQ.\ M\ySQL Server 5.7\bin\nysqgl" test
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If mysql d is slow to respond to TCP/IP connections from client programs, there is probably a problem
with your DNS. In this case, start mysqgl d with the - - ski p- nanme- r esol ve option and use only

| ocal host and IP addresses in the Host column of the MySQL grant tables. (Be sure that an account
exists that specifies an IP address or you may not be able to connect.)

You can force a MySQL client to use a nhamed-pipe connection rather than TCP/IP by specifying the - -
pi pe or - - pr ot ocol =PI PE option, or by specifying . (period) as the host name. Use the - - socket
option to specify the name of the pipe if you do not want to use the default pipe name.

If you have set a password for the r oot account, deleted the anonymous account, or created a new
user account, then to connect to the MySQL server you must use the appropriate - u and - p options
with the commands shown previously. See Section 4.2.2, “Connecting to the MySQL Server”.

For more information about mysql show, see Section 4.5.7, “nysgl show— Display Database, Table,
and Column Information”.

2.3.6 Troubleshooting a Microsoft Windows MySQL Server Installation

When installing and running MySQL for the first time, you may encounter certain errors that prevent the
MySQL server from starting. This section helps you diagnose and correct some of these errors.

Your first resource when troubleshooting server issues is the error log. The MySQL server uses the
error log to record information relevant to the error that prevents the server from starting. The error log
is located in the data directory specified in your imy. i ni file. The default data directory location is C:

\ Program Fi | es\ MySQL\ \ySQL Server 5.7\ data,orC\ ProgranbDat a\ Mysql on Windows
7 and Windows Server 2008. The C: \ Pr ogr anDat a directory is hidden by default. You need to
change your folder options to see the directory and contents. For more information on the error log and
understanding the content, see Section 5.4.2, “The Error Log”.

For information regarding possible errors, also consult the console messages displayed when

the MySQL service is starting. Use the SC START nysql d_servi ce_name or NET START

nmysqgl d_servi ce_nanme command from the command line after installing mysql d as a service to
see any error messages regarding the starting of the MySQL server as a service. See Section 2.3.5.8,
“Starting MySQL as a Windows Service”.

The following examples show other common error messages you might encounter when installing
MySQL and starting the server for the first time:

« If the MySQL server cannot find the mysql privileges database or other critical files, it displays these
messages:

System error 1067 has occurred.
Fatal error: Can't open and | ock privil ege tables:
Tabl e ' nysql .user' doesn't exist

These messages often occur when the MySQL base or data directories are installed in different
locations than the default locations (C. \ Program Fi | es\ MySQL\ MySQL Server 5.7 and C.
\ Program Fi | es\ MySQL\ MySQL Server 5.7\ dat a, respectively).

This situation can occur when MySQL is upgraded and installed to a new location, but the
configuration file is not updated to reflect the new location. In addition, old and new configuration files
might conflict. Be sure to delete or rename any old configuration files when upgrading MySQL.

If you have installed MySQL to a directory other than C: \ Pr ogr am Fi | es\ MySQL\ MySQL Ser ver
5. 7, ensure that the MySQL server is aware of this through the use of a configuration (ny. i ni)

file. Put the my. i ni file in your Windows directory, typically C: \ W NDOWE. To determine its exact
location from the value of the W NDI R environment variable, issue the following command from the
command prompt:

133



Windows Postinstallation Procedures

C.\> echo %N\ NDI R%

You can create or modify an option file with any text editor, such as Notepad. For example, if MySQL
is installed in E: \ mysql and the data directory is D: \ MySQLdat a, you can create the option file and
setup a[ nysql d] section to specify values for the basedi r and dat adi r options:

[nysql d]

# set basedir to your installation path

basedi r =E: / nysql

# set datadir to the |ocation of your data directory
dat adi r =D: / M\ySQLdat a

Microsoft Windows path names are specified in option files using (forward) slashes rather than
backslashes. If you do use backslashes, double them:

[ nysql d]

# set basedir to your installation path

basedi r=C:\\ Program Fi | es\\ MySQL\\ M\ySQL Server 5.7

# set datadir to the location of your data directory
dat adi r=D: \\ M\ySQLdat a

The rules for use of backslash in option file values are given in Section 4.2.6, “Using Option Files”.

If you change the dat adi r value in your MySQL configuration file, you must move the contents of
the existing MySQL data directory before restarting the MySQL server.

See Section 2.3.5.2, “Creating an Option File”.

If you reinstall or upgrade MySQL without first stopping and removing the existing MySQL service
and install MySQL using the MySQL Installer, you might see this error:

Error: Cannot create Wndows service for MySql. Error: O

This occurs when the Configuration Wizard tries to install the service and finds an existing service
with the same name.

One solution to this problem is to choose a service name other than mysqgl when using the
configuration wizard. This enables the new service to be installed correctly, but leaves the outdated
service in place. Although this is harmless, it is best to remove old services that are no longer in use.

To permanently remove the old nysql service, execute the following command as a user with
administrative privileges, on the command line:

C.\ > SC DELETE nysql
[ SC] Del et eServi ce SUCCESS

If the SC utility is not available for your version of Windows, download the del sr v utility from http://
www.microsoft.com/windows2000/techinfo/reskit/tools/existing/delsrv-o0.asp and use the del srv
nysql syntax.

2.3.7 Windows Postinstallation Procedures

GUI tools exist that perform most of the tasks described in this section, including:

MySQL Installer: Used to install and upgrade MySQL products.
MySQL Workbench: Manages the MySQL server and edits SQL statements.
MySQL Notifier: Starts, stops, or restarts the MySQL server, and monitors its status.

MySQL for Excel: Edits MySQL data with Microsoft Excel.
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If necessary, initialize the data directory and create the MySQL grant tables. Windows distributions
prior to MySQL 5.7.7 include a data directory with a set of preinitialized accounts in the mysql
database. As of 5.7.7, Windows installation operations performed by MySQL Installer initialize the
data directory automatically. For installation from a ZIP Archive package, initialize the data directory as
described at Section 2.10.1, “Initializing the Data Directory”.

Regarding passwords, if you installed MySQL using the MySQL Installer, you may have already
assigned a password to the initial r oot account. (See Section 2.3.3, “MySQL Installer for Windows”.)
Otherwise, use the password-assignment procedure given in Section 2.10.4, “Securing the Initial
MySQL Account”.

Before assigning a password, you might want to try running some client programs to make sure that
you can connect to the server and that it is operating properly. Make sure that the server is running
(see Section 2.3.5.5, “Starting the Server for the First Time”). You can also set up a MySQL service
that runs automatically when Windows starts (see Section 2.3.5.8, “Starting MySQL as a Windows
Service”).

These instructions assume that your current location is the MySQL installation directory and that it has
a bi n subdirectory containing the MySQL programs used here. If that is not true, adjust the command
path names accordingly.

If you installed MySQL using MySQL Installer (see Section 2.3.3, “MySQL Installer for Windows”), the
default installation directory is C: \ Program Fi | es\ MySQL\ MySQL Server 5.7:

C\> cd "C\Program Fi | es\ \ySQ.\ M\ySQ. Server 5.7"

A common installation location for installation from a ZIP archive is C. \ nysql :

C\> cd C\nysql

Alternatively, add the bi n directory to your PATH environment variable setting. That enables your
command interpreter to find MySQL programs properly, so that you can run a program by typing only
its name, not its path name. See Section 2.3.5.7, “Customizing the PATH for MySQL Tools".

With the server running, issue the following commands to verify that you can retrieve information from
the server. The output should be similar to that shown here.

Use nysql showto see what databases exist:

C:\> bi n\ nysgl show

| infornmation_schena |

| nmysql I
| perfornmance_schena |

| sys I

The list of installed databases may vary, but always includes at least mysqgl and
i nf ormati on_schena. Before MySQL 5.7.7, at est database may also be created automatically.

The preceding command (and commands for other MySQL programs such as nysql ) may not work

if the correct MySQL account does not exist. For example, the program may fail with an error, or you
may not be able to view all databases. If you install MySQL using MySQL Installer, the r oot user is
created automatically with the password you supplied. In this case, you should use the - u r oot and -
p options. (You must use those options if you have already secured the initial MySQL accounts.) With -
p, the client program prompts for the r oot password. For example:
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C.\> bin\nysqgl show -u root -p
Enter password: (enter root password here)

| informati on_schenma
| nysql I
| performance_schenma
| sys I

If you specify a database name, mysql showdisplays a list of the tables within the database:

C.\> bi n\ nysqgl show nysq
Dat abase: nysq

dbec-c-c-c-cccccc=-ccc=c=s==== +
| Tabl es |
dbec-c-c-c-cccccc=-ccc=c=s==== +

col ums_priv

db

engi ne_cost

event

func

general _| og
gtid_execut ed

hel p_cat egory

hel p_keyword

hel p_rel ation

hel p_topi c

i nnodb_i ndex_stats

i nnodb_t abl e_stats
ndb_bi nl og_i ndex
plugin

proc

procs_priv

proxi es_priv

server _cost

servers

sl ave_master_i nfo
slave_relay_| og_i nfo
sl ave_wor ker _i nfo

sl ow_| og

tables_priv

ti me_zone

ti me_zone_| eap_second
ti me_zone_nane
time_zone_transition
time_zone_transition_type
user

Use the nysql program to select information from a table in the mysql database:

C.\> bin\nysqgl -e "SELECT User, Host, plugin FROM nysql.user" nysq

S S dom oo +
| User | Host | plugin |
S S dom oo +
| root | localhost | nysqgl _native_password

S S dom oo +

For more information about nysql and nysql show, see Section 4.5.1, “nysql — The MySQL
Command-Line Client”, and Section 4.5.7, “nysql show— Display Database, Table, and Column
Information”.

2.4 Installing MySQL on macOS

For a list of macOS versions that the MySQL server supports, see https://www.mysqgl.com/support/
supportedplatforms/database.html.
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MySQL for macOS is available in a number of different forms:

» Native Package Installer, which uses the native macOS installer (DMG) to walk you through the
installation of MySQL. For more information, see Section 2.4.2, “Installing MySQL on macOS Using
Native Packages”. You can use the package installer with macOS. The user you use to perform the
installation must have administrator privileges.

» Compressed TAR archive, which uses a file packaged using the Unix t ar and gzi p commands.
To use this method, you will need to open a Ter mi nal window. You do not need administrator
privileges using this method, as you can install the MySQL server anywhere using this method.
For more information on using this method, you can use the generic instructions for using a tarball,
Section 2.2, “Installing MySQL on Unix/Linux Using Generic Binaries”.

In addition to the core installation, the Package Installer also includes Section 2.4.3, “Installing a
MySQL Launch Daemon” and Section 2.4.4, “Installing and Using the MySQL Preference Pane”,
both of which simplify the management of your installation.

For additional information on using MySQL on macOS, see Section 2.4.1, “General Notes on Installing
MySQL on macOS”.

2.4.1 General Notes on Installing MySQL on macOS
You should keep the following issues and notes in mind:

» As of macOS 10.14 (Majave), the macOS MySQL 5.7 Installer application requires permission to
control System Events so it can display a generated (temporary) MySQL root password. Choosing
"Don't Allow" means this password won't be visible for use.

If previously disallowed, the fix is enabling System Events.app for Installer.app under the Security &
Privacy | Automation | Privacy tab.

« A launchd daemon is installed, and it includes MySQL configuration options. Consider editing it
if needed, see the documentation below for additional information. Also, macOS 10.10 removed
startup item support in favor of launchd daemons. The optional MySQL preference pane under
macOS System Preferences uses the launchd daemon.

* You may need (or want) to create a specific nysql user to own the MySQL directory and data. You
can do this through the Di rectory Utility, andthe mysql user should already exist. For use in
single user mode, an entry for _nysql (note the underscore prefix) should already exist within the
system / et ¢/ passwd file.

» Because the MySQL package installer installs the MySQL contents into a version and platform
specific directory, you can use this to upgrade and migrate your database between versions. You
will need to either copy the dat a directory from the old version to the new version, or alternatively
specify an alternative dat adi r value to set location of the data directory. By default, the MySQL
directories are installed under / usr/ 1 ocal /.

* You might want to add aliases to your shell's resource file to make it easier to access commonly
used programs such as nysql and mysql adni n from the command line. The syntax for bash is:

al i as mysql =/ usr/ | ocal / nysql / bi n/ mysql
al i as mysql adm n=/ usr/ | ocal / nysql / bi n/ mysql admi n

For t csh, use:

alias mysql /usr/local/nysql/bin/mysql
alias mysql adm n /usr/local /nysql/bin/ mysql adm n

Even better, add / usr/ | ocal / mysqgl / bi n to your PATH environment variable. You can do this
by modifying the appropriate startup file for your shell. For more information, see Section 4.2.1,
“Invoking MySQL Programs”.
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 After you have copied over the MySQL database files from the previous installation and have
successfully started the new server, you should consider removing the old installation files to save
disk space. Additionally, you should also remove older versions of the Package Receipt directories
located in/ Li brary/ Recei pt s/ mysql - VERSI ON. pkg.

* Prior to OS X 10.7, MySQL server was bundled with OS X Server.

2.4.2 Installing MySQL on macOS Using Native Packages

The package is located inside a disk image (. dnp) file that you first need to mount by double-clicking
its icon in the Finder. It should then mount the image and display its contents.

server instances by using either the MySQL Manager Application (on macOS
Server), the preference pane, or nysql adnm n shut down on the command

Note
@ Before proceeding with the installation, be sure to stop all running MySQL
line.

To install MySQL using the package installer:

1. Download the disk image (. dng) file (the community version is available here) that contains the
MySQL package installer. Double-click the file to mount the disk image and see its contents.

Figure 2.19 MySQL Package Installer: DMG Contents

@ O ® | mysql-5.6.26-0sx10.8-x86_64

mysql-5.6.26-0sx10.8-
%B6_B4.pkg

mysqgl-5.6.26-08x10.8-x86_64

2. Double-click the MySQL installer package from the disk. It is named according to the version
of MySQL you have downloaded. For example, for MySQL server 5.7.27 it might be named
nysql -5. 7. 27- osx-10. 13- x86_64. pkg.

3. The initial wizard introduction screen references the MySQL server version to install. Click
Continue to begin the installation.
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Figure 2.20 MySQL Package Installer Wizard: Introduction

[ ] ‘e Install MySQL 5.6.26-community [}

Welcome to the MySQL 5.6.26-community Installer

Thank you for choosing MySQL Server, the popular open

¢ Introduction source database system by Oracle. This package will
cEnse install the MySQL Server software on your system.
Destination Select Online resources:
Installation Type «  MySQL Reference Manual

«  www.MySOL.com

Installation + www.Oracle.com

Summary

Continue

4. The MySQL community edition shows a copy of the relevant GNU General Public License. Click
Continue and then Agree to continue.

5. From the Installation Type page you can either click Install to execute the installation wizard using
all defaults, click Customize to alter which components to install (MySQL server, Preference Pane,
Launchd Support -- all enabled by default).

Note
@ Although the Change Install Location option is visible, the installation
location cannot be changed.
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Figure 2.21 MySQL Package Installer Wizard: Installation Type

| JONe]

% Install MySQL 5.6.26-community [}

Introduction
License

Destination Select

Installation Type
Installation

Summary

L

a

MyS

Standard Install on "My HD"

This will take 690.5 MB of space on your computer.
Click Install to perform a standard installation of this software

for all users of this computer. All users of this computer will
be able to use this software.

Change Install Location...

~ Customize Go Back Install
Figure 2.22 MySQL Package Installer Wizard: Customize
@O0 ‘e Install MySQL 5.8.26-community (=)
Custom Install on "My HD"
Package Mame Action Size
o Introduction MySQL Server Upgrade  690.4 MB
. Preference Pane Upgrade 161 KB
Shliccras Launchd Support Upgrade 2KB
@ Destination Select
@ Installation Type
Installation
Summary

JAN

MySQL.

Space Required: 690.5 MB Remaining: 18.08 GB

Standard Install Go Back Install

6. Click Install to begin the installation process.
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7. After a successful installation, the installer displays a window with your temporary root password.
This cannot be recovered so you must save this password for the initial login to MySQL. For
example:

Figure 2.23 MySQL Package Installer Wizard: Temporary Root Password

[ .MySQL Installer

2016-02-17T04:06:57.698417Z 1 [Note] A
temporary password is generated for
° root@localhost: up#XkMu5vloz
.V
If you lose this password, please consult the
section How to Reset the Root Password in the
MySQL reference manual.

P .v' .

Note
@ MySQL expires this temporary root password after the initial login and
requires you to create a new password.

8. Summary is the final step and references a successful and complete MySQL Server installation.
Close the wizard.

Figure 2.24 MySQL Package Installer Wizard: Summary

[ ] e Install MySQL 5.6.26-community [}

The installation was completed successfully.

Thank you for installing MySQL Server.
Introduction
Online resources:
« MySQL Reference Manual
Destination Select «  www.MySOL.com
«  www.Oracle.com

License

Installation Type

Installation

» Summary

Cioso |
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MySQL server is now installed, but it is not loaded (or started) by default. Use either launchctl from the
command line, or start MySQL by clicking "Start" using the MySQL preference pane. For additional
information, see Section 2.4.3, “Installing a MySQL Launch Daemon”, and Section 2.4.4, “Installing and
Using the MySQL Preference Pane”. Use the MySQL Preference Pane or launchd to configure MySQL
to automatically start at bootup.

When installing using the package installer, the files are installed into a directory within / usr/

| ocal matching the name of the installation version and platform. For example, the installer file
nysql -5. 7. 27-0sx10. 13- x86_64. dny installs MySQL into / usr/ | ocal / nysql -5. 7. 27-
0sx10. 13- x86_64/ . The following table shows the layout of the installation directory.

Table 2.6 MySQL Installation Layout on macOS

Directory Contents of Directory

bin nysql d server, client and utility programs

dat a Log files, databases

docs Helper documents, like the Release Notes and build
information

i ncl ude Include (header) files

lib Libraries

man Unix manual pages

mysql -t est MySQL test suite

share Miscellaneous support files, including error messages,

sample configuration files, SQL for database installation

support-files

Scripts and sample configuration files

/tnp/ nysql . sock

Location of the MySQL Unix socket

During the package installer process, a symbolic link from / usr /| ocal / mnysql to the version/platform
specific directory created during installation will be created automatically.

2.4.3 Installing a MySQL Launch Daemon

macOS uses launch daemons to automatically start, stop, and manage processes and applications

such as MySQL.

By default, the installation package (DMG) on macOS installs a launchd file named / Li br ary/
LaunchDaenons/ com or acl e. oss. nysql . mysqgl d. pl i st that contains a plist definition similar

to:

<?xm version="1.0" encodi ng="utf-8"?>

<! DOCTYPE plist PUBLIC "-//Apple Conputer//DTD PLIST 1.0//EN' "http://ww. appl e. coni DTDs/ PropertyLi st-1.0.

<plist version="1.0">
<di ct >

<key>Label </ key>
<key>Pr ocessType</ key>
<key>Di sabl ed</ key>
<key>RunAt Load</ key>
<key>KeepAl i ve</ key>
<key>Sessi onCr eat e</ key>
<key>LaunchOnl yOnce</ key>
<key>User Nanme</ key>
<key>G oupNane</ key>
<key>Exi t Ti meQut </ key>
<key>Pr ogr anx/ key>
<key>Pr ogr amAr gunent s</ key>
<array>

<string>com oracl e. oss. nysql . nysqgl d</stri ng>
<string>lnteractive</string>

<fal se/ >

<true/ >

<true/ >

<true/ >

<fal se/ >

<string>_nysql </string>

<string>_nysql </string>

<i nt eger >600</ i nt eger >
<string>/usr/local/nysql/bin/nysqgl d</string>
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<string>/usr/local / mysql / bi n/ mysqgl d</ stri ng>

<string>--user=_nysql </string>

<string>--basedir=/usr/local / nysql </ string>
<string>--datadir=/usr/local /nysql / dat a</stri ng>
<string>--plugin-dir=/usr/local /nysql/lib/plugin</string>
<string>--log-error=/usr/local /nmysql /data/ nmysql d.| ocal . err</string>
<string>-pid-file=/usr/local/nmysql/datal/nmysqld.|ocal.pid</string>

</ array>
<key>Wor ki ngDi r ect ory</ key> <string>/usr/|ocal/nysql </string>

</ dict>

</plist>
Note

@ Some users report that adding a plist DOCTYPE declaration causes the

launchd operation to fail, despite it passing the lint check. We suspect it's a
copy-n-paste error. The md5 checksum of a file containing the above snippet is
24710a27dc7a28fb7ee6d825129cd3cf.

To enable the launchd service, you can either:
¢ Click Start MySQL Server from the MySQL preference pane.
Figure 2.25 MySQL Preference Pane: Location

@00 System Preferences
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Figure 2.26 MySQL Preference Pane: Usage

[ ] < i MySQL Q| %
MySQL Server Status
(m m\q The MySQL Database Server is currently stopped.
N / To start it, use the "Start My3QL Server” button.
The MySQL Server Instance is stopped Start MySQL Server

Automatically Start MySQL Server on Startup
You may select to have the MySQOL server start >
automatically whenever your computer starts up.

My

» Or, manually load the launchd file.

shel | > cd /Library/LaunchDaenons
shel | > sudo | aunchctl |oad -F com oracl e. oss. nysql . nysql d. pl i st

» To configure MySQL to automatically start at bootup, you can:

shel | > sudo | aunchct!l |oad -w com oracl e. oss. nysql . nysql d. pl i st

old startup items that were installed with MySQL server 5.7.7 and below.

Note
@ When upgrading MySQL server, the launchd installation process will remove the
Also, upgrading will replace your existing launchd file of the same name.

Additional launchd related information:

» The plist entries override nmy. cnf entries, because they are passed in as command line arguments.
For additional information about passing in program options, see Section 4.2.3, “Specifying Program
Options”.

* The ProgramArguments section defines the command line options that are passed into the
program, which is the nmysql d binary in this case.

» The default plist definition is written with less sophisticated use cases in mind. For more complicated
setups, you may want to remove some of the arguments and instead rely on a MySQL configuration
file, such as ny. cnf .

« If you edit the plist file, then uncheck the installer option when reinstalling or upgrading MySQL.
Otherwise, your edited plist file will be overwritten, and all edits will be lost.

Because the default plist definition defines several ProgramArguments, you might remove most of
these arguments and instead rely upon your ny. cnf MySQL configuration file to define them. For
example:
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<?xm version="1.0" encodi ng="utf-8"?>
<I DOCTYPE plist PUBLIC "-//Apple Conputer//DTD PLI ST 1.0//EN"' "http://ww. appl e. coml DTDs/ PropertyLi st-1
<plist version="1.0">

<di ct >
<key>Label </ key> <string>com oracl e. oss. nysql . nysqgl d</ stri ng>
<key>Pr ocessType</ key> <string>l nteractive</string>
<key>Di sabl ed</ key> <f al se/ >
<key>RunAt Load</ key> <true/>
<key>KeepAl i ve</ key> <true/>
<key>Sessi onCr eat e</ key> <true/>
<key>LaunchOnl yOnce</ key> <f al se/ >
<key>User Nane</ key> <string>_nysql </string>
<key>G oupNane</ key> <string>_nysql </ string>
<key>Exi t Ti meQut </ key> <i nt eger >600</ i nt eger >
<key>Pr ogr anx/ key> <string>/usr/local /nysql/bin/nysqgl d</string>

<key>Wbr ki ngDi r ect ory</ key> <string>/usr/|ocal/nmysql </string>
<key>Pr ogr amAr gunent s</ key>
<array>
<string>/usr/local /nysql/bin/nysqgl d</string>
<string>--user=_nysql </string>
</ array>
</dict>
</plist>

In this case, the basedi r,datadir, plugin_dir,l og error,andpid_fil e options were
removed from the plist definition, and then you you might define them in ny. cnf .

2.4.4 Installing and Using the MySQL Preference Pane

The MySQL Installation Package includes a MySQL preference pane that enables you to start, stop,
and control automated startup during boot of your MySQL installation.

This preference pane is installed by default, and is listed under your system's System Preferences
window.
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Figure 2.27 MySQL Preference Pane: Location

'O 80 System Preferences

To install the MySQL Preference Pane:

1. Download the disk image (. dng) file (the community version is available here) that contains the
MySQL package installer. Double-click the file to mount the disk image and see its contents.
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Figure 2.28 MySQL Package Installer: DMG Contents

@ O ® _ mysql-5.6.26-0sx10.8-x86_64

o

mysql-5.6.26-08x10.8-
xB6_64.pkg

. mysqgl-5.6.26-08x10.8-x86_64

2. Go through the process of installing the MySQL server, as described in the documentation at

Section 2.4.2, “Installing MySQL on macOS Using Native Packages”.

3. Click Customize at the Installation Type step. The "Preference Pane" option is listed there and

enabled by default; make sure it is not deselected.

Figure 2.29 MySQL Installer on macOS: Customize

@0 ‘e Install MySQL 5.8.26-community

Custom Install on "My HD"

Package Mame

@ Introduction MySQL Server
i Preference Pane
R Launchd Support
» Destination Select
© Installation Type
Installation
Summary

Space Required: 830.5 MB

MySQOL.  sursecimar

4. Complete the MySQL server installation process.

Action

Upgrade
Upgrade
Upgrade

Size
680.4 MB
161 KB
2 KB

Remaining: 18.08 GB

Go Back

Install
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from the MySQL package installation that have been installed in the default

Note
@ The MySQL preference pane only starts and stops MySQL installation installed
location.

Once the MySQL preference pane has been installed, you can control your MySQL server instance
using the preference pane. To use the preference pane, open the System Preferences... from the
Apple menu. Select the MySQL preference pane by clicking the MySQL icon within the preference

panes list.

Figure 2.30 MySQL Preference Pane: Location

@00 System Preferences
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Figure 2.31 MySQL Preference Pane: Usage

MySQL

MySQL Server Status

The MySQL Database Server is currently stopped.
To start it, use the "Start MySQL Server” button.

The MySQL Server Instance is stopped

Q| o

Start MySQL Server

Automatically Start MySQL Server on Startup

You may select to have the MySQL server start

automatically whenever your computer starts up.

W

My

The MySQL Preference Pane shows the current status of the MySQL server, showing stopped (in
red) if the server is not running and running (in green) if the server has already been started. The
preference pane also shows the current setting for whether the MySQL server has been set to start

automatically.

e To start the MySQL server using the preference pane:

Click Start MySQL Server. You may be prompted for the username and password of a user with
administrator privileges to start the MySQL server.

* To stop the MySQL server using the preference pane:

Click Stop MySQL Server. You may be prompted for the username and password of a user with
administrator privileges to stop the MySQL server.

» To automatically start the MySQL server when the system boots:

Check the check box next to Automatically Start MySQL Server on Startup.

e To disable automatic MySQL server startup when the system boots:

Uncheck the check box next to Automatically Start MySQL Server on Startup.

You can close the Syst em Pr ef erences. .

2.5 Installing MySQL on Linux

Linux supports a number of different solutions for installing MySQL. We recommend that you use one
of the distributions from Oracle, for which several methods for installation are available:

Table 2.7 Linux Installation Methods and Information

. window once you have completed your settings.

Type Setup Method Additional Information

Apt Enable the MySQL Apt Documentation
repository

Yum Enable the MySQL Yum Documentation
repository
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Type Setup Method Additional Information
Zypper Enable the MySQL SLES Documentation
repository
RPM Download a specific package |Documentation
DEB Download a specific package |Documentation
Generic Download a generic package |Documentation
Source Compile from source Documentation
Docker Use Docker Hub, Docker Documentation
Store, or Oracle Container
Registry
Oracle Unbreakable Linux Use ULN channels Documentation
Network

As an alternative, you can use the package manager on your system to automatically download

and install MySQL with packages from the native software repositories of your Linux distribution.
These native packages are often several versions behind the currently available release. You will also
normally be unable to install development milestone releases (DMRS), as these are not usually made
available in the native repositories. For more information on using the native package installers, see
Section 2.5.8, “Installing MySQL on Linux from the Native Software Repositories”.

Note

@ For many Linux installations, you will want to set up MySQL to be started
automatically when your machine starts. Many of the native package
installations perform this operation for you, but for source, binary and RPM
solutions you may need to set this up separately. The required script,
nysql . server, can be found in the support-fil es directory under the
MySQL installation directory or in a MySQL source tree. You can install it
as/etc/init.d/ mysqgl forautomatic MySQL startup and shutdown. See
Section 4.3.3, “nysql . server — MySQL Server Startup Script”.

2.5.1 Installing MySQL on Linux Using the MySQL Yum Repository

The MySQL Yum repository for Oracle Linux, Red Hat Enterprise Linux, CentOS, and Fedora provides
RPM packages for installing the MySQL server, client, MySQL Workbench, MySQL Utilities, MySQL
Router, MySQL Shell, Connector/ODBC, Connector/Python and so on (not all packages are available
for all the distributions; see Installing Additional MySQL Products and Components with Yum for
details).

Before You Start

As a popular, open-source software, MySQL, in its original or re-packaged form, is widely installed on
many systems from various sources, including different software download sites, software repositories,
and so on. The following instructions assume that MySQL is not already installed on your system
using a third-party-distributed RPM package; if that is not the case, follow the instructions given in
Section 2.11.5, “Upgrading MySQL with the MySQL Yum Repository” or Section 2.5.2, “Replacing a
Third-Party Distribution of MySQL Using the MySQL Yum Repository”.

Steps for a Fresh Installation of MySQL
Follow the steps below to install the latest GA version of MySQL with the MySQL Yum repository:
Adding the MySQL Yum Repository

First, add the MySQL Yum repository to your system's repository list. This is a one-time operation,
which can be performed by installing an RPM provided by MySQL. Follow these steps:
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a. Go to the Download MySQL Yum Repository page (https://dev.mysqgl.com/downloads/repo/
yum/) in the MySQL Developer Zone.

b. Select and download the release package for your platform.

c. Install the downloaded release package with the following command, replacing pl at f or m
and- ver si on- speci f i c- package- name with the name of the downloaded RPM package:

shel | > sudo yum | ocal i nstall platform and-version-specific-package-nanme.rpm

For an EL6-based system, the command is in the form of:

shel | > sudo yum | ocal install mnysql 57- conmuni ty-rel ease-el 6-{versi on-nunber}. noarch.rpm

For an EL7-based system:

shel | > sudo yum | ocalinstall mnysql 57- communi ty-rel ease-el 7-{versi on-nunber}. noarch.rpm

For Fedora 28:

shel | > sudo dnf install mysql 57-community-rel ease-fc28-{version-nunber}.noarch.rpm

For Fedora 29:

shel | > sudo dnf install mysql 57-comunity-rel ease-fc29-{version-nunber}.noarch.rpm

The installation command adds the MySQL Yum repository to your system's repository list and
downloads the GnuPG key to check the integrity of the software packages. See Section 2.1.3.2,
“Signature Checking Using GnuPG” for details on GnuPG key checking.

You can check that the MySQL Yum repository has been successfully added by the following
command (for Fedora, replace yumin the command with dnf ):

shel | > yum repolist enabled | grep "nysqgl.*-community.*"

Note

@ Once the MySQL Yum repository is enabled on your system, any system-
wide update by the yum updat e command (or dnf upgr ade for Fedora)
will upgrade MySQL packages on your system and also replace any native
third-party packages, if Yum finds replacements for them in the MySQL Yum
repository; see Section 2.11.5, “Upgrading MySQL with the MySQL Yum
Repository” and, for a discussion on some possible effects of that on your
system, see Upgrading the Shared Client Libraries.

Selecting.-a Release Series

When using the MySQL Yum repository, the latest GA series (currently MySQL 5.7) is selected for
installation by default. If this is what you want, you can skip to the next step, Installing MySQL.

Within the MySQL Yum repository, different release series of the MySQL Community Server are
hosted in different subrepositories. The subrepository for the latest GA series (currently MySQL
5.7) is enabled by default, and the subrepositories for all other series (for example, the MySQL
5.6 series) are disabled by default. Use this command to see all the subrepositories in the MySQL
Yum repository, and see which of them are enabled or disabled (for Fedora, replace yumin the
command with dnf ):
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shel | > yumrepolist all | grep nysq

To install the latest release from the latest GA series, no configuration is needed. To install the
latest release from a specific series other than the latest GA series, disable the subrepository

for the latest GA series and enable the subrepository for the specific series before running the
installation command. If your platform supports yum conf i g- nanager , you can do that by issuing
these commands, which disable the subrepository for the 5.7 series and enable the one for the 5.6
series:

shel | > sudo yum confi g- manager --disabl e nysqgl 57-conmmunity
shel | > sudo yum confi g- manager --enabl e mysql 56- conmunity

For Fedora platforms:

shel | > sudo dnf config-nmanager --disable nmysqgl 57-comunity
shel | > sudo dnf config-nmanager --enable nysql 56- comunity

Besides using yum conf i g- manager or the dnf confi g- nanager command, you can also
select a release series by editing manually the / et ¢/ yum r epos. d/ nysql - conmuni ty. repo
file. This is a typical entry for a release series' subrepository in the file:

[ mysql 57- conmuni t y]

name=MySQL 5.7 Community Server

baseur| =http://repo. nysql . conl yuni nysql - 5. 7- conmuni ty/ el / 6/ $basear ch/
enabl ed=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm gpg/ RPM GPG KEY- nysq

Find the entry for the subrepository you want to configure, and edit the enabl ed option. Specify
enabl ed=0 to disable a subrepository, or enabl ed=1 to enable a subrepository. For example, to
install MySQL 5.6, make sure you have enabl ed=0 for the above subrepository entry for MySQL
5.7, and have enabl ed=1 for the entry for the 5.6 series:

# Enable to use MySQL 5.6

[ mysql 56- communi ty]

name=MySQL 5.6 Community Server

baseur| =http://repo. mysql . com yuni nmysql - 5. 6- communi ty/ el / 6/ $basear ch/
enabl ed=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm gpg/ RPM GPG KEY- nysq

You should only enable subrepository for one release series at any time. When subrepositories for
more than one release series are enabled, the latest series will be used by Yum.

Verify that the correct subrepositories have been enabled and disabled by running the following
command and checking its output (for Fedora, replace yumin the command with dnf ):

shel | > yum repolist enabled | grep nysq
Installing-MySQL

Install MySQL by the following command (for Fedora, replace yumin the command with dnf ):

shel | > sudo yuminstall nysql-community-server

This installs the package for MySQL server (nysql - conmruni t y- ser ver ) and also packages for
the components required to run the server, including packages for the client (mysql - communi t y-
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cl i ent), the common error messages and character sets for client and server (nysql -
conmuni t y- common), and the shared client libraries (mysql - conmuni ty-1i bs).

Starting #he MySQL Server

Start the MySQL server with the following command:

shel | > sudo service nmysqld start
Starting nysqgld:[ OK ]

You can check the status of the MySQL server with the following command:

shel | > sudo service mysqld status
nmysqld (pid 3066) is running

At the initial start up of the server, the following happens, given that the data directory of the server is
empty:

* The server is initialized.
» SSL certificate and key files are generated in the data directory.
» val i dat e_passwor d is installed and enabled.

» A superuser account' root' @ | ocal host is created. A password for the superuser is set and
stored in the error log file. To reveal it, use the following command:

shel |l > sudo grep 'tenporary password' /var/log/ nysqld.|og

Change the root password as soon as possible by logging in with the generated, temporary
password and set a custom password for the superuser account:

shel | > nysqgl -uroot -p

nysqgl > ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' MyNewPass4!"' ;

Note
@ val i dat e_passwor d is installed by default. The default password policy

implemented by val i dat e_passwor d requires that passwords contain at
least one upper case letter, one lower case letter, one digit, and one special
character, and that the total password length is at least 8 characters.

For more information on the postinstallation procedures, see Section 2.10, “Postinstallation Setup and

Testing”.

Note
@ Compatibility Information for EL7-based platforms: The following RPM packages

from the native software repositories of the platforms are incompatible with the
package from the MySQL Yum repository that installs the MySQL server. Once
you have installed MySQL using the MySQL Yum repository, you will not be
able to install these packages (and vice versa).

¢ akonadi-mysq|
Installing Additional MySQL Products and Components with Yum

You can use Yum to install and manage individual components of MySQL. Some of these components
are hosted in sub-repositories of the MySQL Yum repository: for example, the MySQL Connectors
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are to be found in the MySQL Connectors Community sub-repository, and the MySQL Workbench in
MySQL Tools Community. You can use the following command to list the packages for all the MySQL
components available for your platform from the MySQL Yum repository (for Fedora, replace yumin the
command with dnf ):

shel | > sudo yum --di sabl erepo=\* --enabl erepo='nysql *-communi ty*' |ist avail able

Install any packages of your choice with the following command, replacing package- nane with name
of the package (for Fedora, replace yumin the command with dnf ):

shel | > sudo yuminstall package-nane

For example, to install MySQL Workbench on Fedora:

shel | > sudo dnf install mysql-workbench-community

To install the shared client libraries (for Fedora, replace yumin the command with dnf ):

shel | > sudo yuminstall mnysql-community-1libs
Updating MySQL with Yum

Besides installation, you can also perform updates for MySQL products and components using the
MySQL Yum repository. See Section 2.11.5, “Upgrading MySQL with the MySQL Yum Repository” for
details.

2.5.2 Replacing a Third-Party Distribution of MySQL Using the MySQL Yum
Repository
For supported Yum-based platforms (see Section 2.5.1, “Installing MySQL on Linux Using the MySQL
Yum Repository”, for a list), you can replace a third-party distribution of MySQL with the latest GA

release (from the MySQL 5.7 series currently) from the MySQL Yum repository. According to how your
third-party distribution of MySQL was installed, there are different steps to follow:

Replacing a Native Third-Party Distribution of MySQL

If you have installed a third-party distribution of MySQL from a native software repository (that is, a
software repository provided by your own Linux distribution), follow these steps:

Backing LJp Your Database

To avoid loss of data, always back up your database before trying to replace your MySQL
installation using the MySQL Yum repository. See Chapter 7, Backup and Recovery, on how to
back up your database.

Adding the MySQL Yum Repository

Add the MySQL Yum repository to your system's repository list by following the instructions given in
Adding the MySQL Yum Repository.

Replacing the Native Third-Party Distribution by a Yum Update or a DNF Upgrade

By design, the MySQL Yum repository will replace your native, third-party MySQL with the latest GA
release (from the MySQL 5.7 series currently) from the MySQL Yum repository when you perform a
yum updat e command (or dnf upgr ade for Fedora) on the system, or a yum updat e nysql -
server (ordnf upgrade nysql - server for Fedora).

After updating MySQL using the Yum repository, applications compiled with older versions of the
shared client libraries should continue to work. However, if you want to recompile applications and
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dynamically link them with the updated libraries, see Upgrading the Shared Client Libraries, for some
special considerations.

Replacing a Nonnative Third-Party Distribution of MySQL

If you have installed a third-party distribution of MySQL from a nonnative software repository (that is, a
software repository not provided by your own Linux distribution), follow these steps:

Backing LJp Your Database

To avoid loss of data, always back up your database before trying to replace your MySQL
installation using the MySQL Yum repository. See Chapter 7, Backup and Recovery, on how to
back up your database.

Stopping-Yum from Receiving MySQL Packages from Third-Party, Nonnative
Repositories

Before you can use the MySQL Yum repository for installing MySQL, you must stop your system
from receiving MySQL packages from any third-party, nonnative Yum repositories.

For example, if you have installed MariaDB using their own software repository, get a list of the
installed MariaDB packages using the following command (for Fedora, replace yumin the command
with dnf ):

shell > yumlist installed mariadb\*

Mar i aDB- conmon. i 686 10.0.4-1 @rar i adb
Mar i aDB- conpat . i 686 10.0.4-1 @rar i adb
Mar i aDB- ser ver. i 686 10.0.4-1 @rar i adb

From the command output, we can identify the installed packages (Var i aDB- conmon, Mar i aDB-
conpat, and Mar i aDB- ser ver ) and the source of them (a nonnative software repository named
mar i adb).

As another example, if you have installed Percona using their own software repository, get a list
of the installed Percona packages using the following command (for Fedora, replace yumin the
command with dnf ):

shell > yumlist installed Percona\*

Per cona- Server-client-55.i686 5.5.39-rel 36.0. el 6 @er cona-r el ease-i 386

Per cona- Ser ver - server-55. i 686 5.5.39-rel 36.0. el 6 @er cona-r el ease-i 386

Per cona- Ser ver - shar ed- 55. i 686 5.5.39-rel 36.0. el 6 @er cona-r el ease-i 386

per cona-r el ease. noar ch 0.1-3 @ per cona-rel ease-0. 1- 3. noar ch

From the command output, we can identify the installed packages (Per cona- Server-cli ent,
Per cona- Server - server, Per cona- Server - shar ed, and per cona- r el ease. noar ch) and
the source of them (a nonnative software repository named per cona-r el ease).

If you are not sure which third-party MySQL fork you have installed, this command should reveal
it and list the RPM packages installed for it, as well as the third-party repository that supplies the
packages (for Fedora, replace yumin the command with dnf ):

shel | > yum - - di sabl erepo=\* provi des nysql\*

The next step is to stop Yum from receiving packages from the nonnative repository. If the yum
confi g- manager utility is supported on your platform, you can, for example, use this command
for stopping delivery from MariaDB (on Fedora, use the dnf confi g- manager command instead
of yum conf i g- manager):

shel | > sudo yum confi g- manager --di sable nariadb
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Use this command for stopping delivery from Percona (on Fedora, use the dnf confi g- nanager
command instead of yum conf i g- manager):

shel | > sudo yum confi g- manager --disabl e percona-rel ease
You can perform the same task by removing the entry for the software repository existing in one of

the repository files under the / et ¢/ yum r epos. d/ directory. This is how the entry typically looks
for MariaDB:

[ mari adb] nane = Mari aDB

baseur| = [base URL for repository]
gpgkey = [URL for GPG key]
gpgcheck =1

The entry is usually found in the file / et ¢/ yum r epos. d/ Mar i aDB. r epo for MariaDB—delete
the file, or remove entry from it (or from the file in which you find the entry).

Note

@ This step is not necessary for an installation that was configured with a Yum
repository release package (like Percona) if you are going to remove the
release package (per cona-r el ease. noar ch for Percona), as shown in
the uninstall command for Percona in Step 3 below.

UninstalBng the Nonnative Third-Party MySQL Distribution of MySQL

The nonnative third-party MySQL distribution must first be uninstalled before you can use the
MySQL Yum repository to install MySQL. For the MariaDB packages found in Step 2 above,
uninstall them with the following command (for Fedora, replace yumin the command with dnf ):

shel | > sudo yum renove MariaDB-common Mari aDB- conpat Mari aDB- server

For the Percona packages we found in Step 2 above (for Fedora, replace yumin the command with
dnf):

shel | > sudo yum renove Percona- Server-client-55 Percona-Server-server-55 \
Per cona- Ser ver - shar ed- 55.i 686 percona-rel ease

Installing-MySQL with the MySQL Yum Repository

Then, install MySQL with the MySQL Yum repository by following the instructions given in
Section 2.5.1, “Installing MySQL on Linux Using the MySQL Yum Repository”: .

Important

A If you have chosen to replace your third-party MySQL distribution with
a newer version of MySQL from the MySQL Yum repository, remember
torun nysql _upgr ade after the server starts, to check and possibly
resolve any incompatibilities between the old data and the upgraded
software. nysql _upgr ade also performs other functions; see Section 4.4.7,
“nysql _upgr ade — Check and Upgrade MySQL Tables” for details.

For EL7-based platforms: See Compatibility Information for EL7-based
platforms [153].

2.5.3 Installing MySQL on Linux Using the MySQL APT Repository
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The MySQL APT repository provides deb packages for installing and managing the MySQL server,
client, and other components on Debian and Ubuntu platforms.

Instructions for using the MySQL APT Repository are available in A Quick Guide to Using the MySQL
APT Repository.

2.5.4 Installing MySQL on Linux Using the MySQL SLES Repository

The MySQL SLES repository provides RPM packages for installing and managing the MySQL server,
client, and other components on SUSE Enterprise Linux Server.

Instructions for using the MySQL SLES repository are available in A Quick Guide to Using the MySQL
SLES Repository.

2.5.5 Installing MySQL on Linux Using RPM Packages from Oracle

The recommended way to install MySQL on RPM-based Linux distributions is by using the RPM
packages provided by Oracle. There are two sources for obtaining them, for the Community Edition of
MySQL:

» From the MySQL software repositories:

e The MySQL Yum repository (see Section 2.5.1, “Installing MySQL on Linux Using the MySQL Yum
Repository” for details).

e The MySQL SLES repository (see Section 2.5.4, “Installing MySQL on Linux Using the MySQL
SLES Repository” for details).

* From the Download MySQL Community Server page in the MySQL Developer Zone.

Note

@ RPM distributions of MySQL are also provided by other vendors. Be aware
that they may differ from those built by Oracle in features, capabilities,
and conventions (including communication setup), and that the installation
instructions in this manual do not necessarily apply to them. The vendor's
instructions should be consulted instead.

If you have such a third-party distribution of MySQL running on your system
and now want to migrate to Oracle's distribution using the RPM packages
downloaded from the MySQL Developer Zone, see Compatibility with RPM
Packages from Other Vendors below. The preferred method of migration,
however, is to use the MySQL Yum repository or MySQL SLES repository.

RPM packages for MySQL are listed in the following tables:

Table 2.8 RPM Packages for MySQL Community Edition

Package Name Summary

nysql - conmuni ty- server Database server and
related tools

mysql - communi ty-client MySQL client
applications and tools

mysql - conmuni t y- conmon Common files for server
and client libraries

mysql - communi ty- devel Development header
files and libraries for
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Package Name

Summary

MySQL database client
applications

nysql - conmuni ty-1ibs

Shared libraries for
MySQL database client
applications

nmysql - communi ty-1i bs-
conpat

Shared compatibility
libraries for previous
MySQL installations

mysql - communi t y- enbedded

MySQL embedded
library

mysql - conmuni t y- enbedded-
devel

Development header
files and libraries

for MySQL as an
embeddable library

mysql - communi ty-t est

Test suite for the
MySQL server

Table 2.9 RPM Packages for the MySQL Enterprise Edition

Package Name

Summary

mysql - commer ci al - server

Database server and
related tools

mysql - cormer ci al -cl i ent

MySQL client
applications and tools

mysql - comrer ci al - conmon

Common files for server
and client libraries

nmysql - commrer ci al - devel

Development header
files and libraries for
MySQL database client

applications

mysql - commerci al -1i bs Shared libraries for
MySQL database client
applications

mysql - conmer ci al -1i bs- Shared compatibility

conpat libraries for previous

MySQL installations

mysql - comrer ci al - enbedded

MySQL embedded
library

nysql - conmer ci al -
enbedded- devel

Development header
files and libraries

for MySQL as an
embeddable library

mysql - commer ci al -t est

Test suite for the
MySQL server

The full names for the RPMs have the following syntax:

packagenane- ver si on-di stri bution-arch.rpm

The di st ri buti on and ar ch values indicate the Linux distribution and the processor type for which
the package was built. See the table below for lists of the distribution identifiers:
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Table 2.10 MySQL Linux RPM Package Distribution Identifiers

distribution Value Intended Use

el 6,el 7 Red Hat Enterprise Linux/Oracle Linux/CentOS 6, or 7
fc28 andfc29 Fedora 28 and 29

sl es12 SUSE Linux Enterprise Server 12

To see all files in an RPM package (for example, mysql - cormuni t y- ser ver ), use the following
command:
shel | > rpm - gpl nysql - comuni ty-server-version-distribution-arch.rpm

The discussion in the rest of this section applies only to an installation process using the RPM
packages directly downloaded from Oracle, instead of through a MySQL repository.

Dependency relationships exist among some of the packages. If you plan to install many of the
packages, you may wish to download the RPM bundle t ar file instead, which contains all the RPM
packages listed above, so that you need not download them separately.

In most cases, you need to install the nysql - conmuni ty- server, nysql - conmuni ty-cl i ent,
nysql - conmuni ty-1ibs, nysql - conmuni t y- conmon, and mysql - communi ty-1i bs- conpat
packages to get a functional, standard MySQL installation. To perform such a standard, basic
installation, go to the folder that contains all those packages (and, preferably, no other RPM packages
with similar names), and issue the following command for platforms other than Red Hat Enterprise
Linux/Oracle Linux/CentOS:

shel | > sudo yuminstall nysql-community-{server,client, common,|ibs}-*

Replace yumwith zypper for SLES, and with dnf for Fedora.

For Red Hat Enterprise Linux/Oracle Linux/CentOS systems:

shel | > sudo yuminstall nysql-community-{server,client,common,libs}-* nmysqgl-5.*

While it is much preferable to use a high-level package management tool like yumto install the
packages, users who prefer direct r pmcommands can replace the yum i nst al | command with the
rpm - Uwh command; however, using r pm - Uvh instead makes the installation process more prone to
failure, due to potential dependency issues the installation process might run into.

To install only the client programs, you can skip nysql - conmruni t y- ser ver in your list of packages
to install; issue the following command for platforms other than Red Hat Enterprise Linux/Oracle Linux/
CentOS:

shel | > sudo yuminstall nysql-community-{client,conmmon,|ibs}-*
Replace yumwith zypper for SLES, and with dnf for Fedora.

For Red Hat Enterprise Linux/Oracle Linux/CentOS systems:

shel | > sudo yuminstall nysql-community-{client,common,libs}-* nysql-5.*

A standard installation of MySQL using the RPM packages result in files and resources created under
the system directories, shown in the following table.

Table 2.11 MySQL Installation Layout for Linux RPM Packages from the MySQL Developer Zone

Files or Resources Location

Client programs and scripts /usr/bin
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Files or Resources Location

mysql d server [usr/shbhin

Configuration file /etc/ny. cnf

Data directory /var/libl/nysql

Error log file For RHEL, Oracle Linux, CentOS or Fedora

platforms: / var /| og/ mysql d. | og

For SLES: /var/| og/ nysqgl / nysql d. | og

Value of secure_file_priv /var/libl/nysqgl-files

System V init script For RHEL, Oracle Linux, CentOS or Fedora
platforms: /etc/init.d/ nysqgld

For SLES:/etc/init.d/ nysql

Systemd service For RHEL, Oracle Linux, CentOS or Fedora
platforms: nysql d

For SLES: nysq|l

Pid file /var/run/ nysqgl / nysql d. pi d
Socket [var/lib/nmysqgl/nysql.sock
Keyring directory /var/libl/nysql -keyring
Unix manual pages /usr/ share/ man

Include (header) files [ usr/incl ude/ nysql

Libraries [usr/1ibl/nysql

Miscellaneous support files (for example, error [ usr/ shar e/ nysql

messages, and character set files)

The installation also creates a user named nmysql and a group named nysql on the system.

created a configuration file named / usr/ my. cnf . It is highly recommended
that you examine the contents of the file and migrate the desired settings inside

Note
@ Installation of previous versions of MySQL using older packages might have
to the file / et ¢/ ny. cnf file, then remove / usr/ ny. cnf .

MySQL is not automatically started at the end of the installation process. For Red Hat Enterprise Linux,
Oracle Linux, CentOS, and Fedora systems, use the following command to start MySQL:

shel | > sudo service nysqgld start

For SLES systems, the command is the same, but the service nhame is different:

shel | > sudo service nysgl start

If the operating system is systemd enabled, standard ser vi ce commands such as st op, start,
status andrest art should be used to manage the MySQL server service. The nysql d service is
enabled by default, and it starts at system reboot. Notice that certain things might work differently on
systemd platforms: for example, changing the location of the data directory might cause issues. See
Section 2.5.10, “Managing MySQL Server with systemd” for additional information.

During an upgrade installation using RPM packages, if the MySQL server is running when the upgrade
occurs then the MySQL server is stopped, the upgrade occurs, and the MySQL server is restarted. One
exception: if the edition also changes during an upgrade (such as community to commercial, or vice-
versa), then MySQL server is not restarted.
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At the initial start up of the server, the following happens, given that the data directory of the server is
empty:

» The server is initialized.
» An SSL certificate and key files are generated in the data directory.
« val i dat e_passwor d is installed and enabled.

» A superuser account' root' @1 ocal host' is created. A password for the superuser is set and
stored in the error log file. To reveal it, use the following command for RHEL, Oracle Linux, CentOS,
and Fedora systems:

shel |l > sudo grep 'tenporary password' /var/log/ nysqld.!|og

Use the following command for SLES systems:

shel |l > sudo grep 'tenporary password' /var/log/ nysql/nysqld.!| og

The next step is to log in with the generated, temporary password and set a custom password for the
superuser account:

shel | > nysqgl -uroot -p

mysql > ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' MyNewPass4!'

implemented by val i dat e_passwor d requires that passwords contain at
least one upper case letter, one lower case letter, one digit, and one special

Note
@ val i dat e_passwor d is installed by default. The default password policy
character, and that the total password length is at least 8 characters.

If something goes wrong during installation, you might find debug information in the error log file / var /
| og/ mysql d. | og.

For some Linux distributions, it might be necessary to increase the limit on number of file descriptors
available to mysql d. See Section B.6.2.17, “File Not Found and Similar Errors”

Compatibility with RPM Packages from Other Vendors. If you have installed packages for
MySQL from your Linux distribution's local software repository, it is much preferable to install the

new, directly-downloaded packages from Oracle using the package management system of your
platform (yum dnf , or zypper ), as described above. The command replaces old packages with new
ones to ensure compatibility of old applications with the new installation; for example, the old nysql -

| i bs package is replaced with the nysql - communi ty- | i bs- conpat package, which provides a
replacement-compatible client library for applications that were using your older MySQL installation. If
there was an older version of mysql - conmruni t y-1 i bs- conpat on the system, it also gets replaced.

If you have installed third-party packages for MySQL that are NOT from your Linux distribution’s local
software repository (for example, packages directly downloaded from a vendor other than Oracle),
you should uninstall all those packages before installing the new, directly-downloaded packages from
Oracle. This is because conflicts may arise between those vendor's RPM packages and Oracle's: for
example, a vendor's convention about which files belong with the server and which belong with the
client library may differ from that used for Oracle packages. Attempts to install an Oracle RPM may
then result in messages saying that files in the RPM to be installed conflict with files from an installed
package.

Installing Client Libraries from Multiple MySQL Versions. Itis possible to install multiple client
library versions, such as for the case that you want to maintain compatibility with older applications
linked against previous libraries. To install an older client library, use the - - ol dpackage option
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with r pm For example, to install nysql - conmuni ty-1i bs-5. 5 on an EL6 system that has
i brmysgl client. 20 from MySQL 5.7, use a command like this:

shel | > rpm - - ol dpackage -ivh nysql-community-1libs-5.5.50-2.el 6.x86_64.rpm

Debug Package. A special variant of MySQL Server compiled with the debug package has been
included in the server RPM packages. It performs debugging and memory allocation checks and
produces a trace file when the server is running. To use that debug version, start MySQL with /
usr/ shi n/ mysql d- debug, instead of starting it as a service or with / usr/ sbi n/ nysql d. See
Section 28.5.3, “The DBUG Package” for the debug options you can use.

nysql / pluginto/usr/1ib64/ mysql/plugi n/ debug in5.7.21.
Previously, it was necessary to change pl ugi n_dir to/ usr/ i b64/ nmysql/

Note
@ The default plugin directory for debug builds changed from / usr/ i b64/
pl ugi n/ debug for debug builds.

Rebuilding RPMs from source SRPMs.  Source code SRPM packages for MySQL are available for
download. They can be used as-is to rebuild the MySQL RPMs with the standard r pnbui | d tool chain.

r oot passwords for pre-GA releases. For MySQL 5.7.4 and 5.7.5, the initial random r oot
password is written to the . mysql _secr et file in the directory named by the HOVE environment
variable. When trying to access the file, bear in mind that depending on operating system, using a
command such as sudo may cause the value of HOVE to refer to the home directory of the r oot
system user .. mysql _secr et is created with mode 600 to be accessible only to the system user for
whom it is created. Before MySQL 5.7.4, the accounts (including r oot ) created in the MySQL grant
tables for an RPM installation initially have no passwords; after starting the server, you should assign

passwords to them using the instructions in Section 2.10, “Postinstallation Setup and Testing".

2.5.6 Installing MySQL on Linux Using Debian Packages from Oracle

Oracle provides Debian packages for installing MySQL on Debian or Debian-like Linux systems. The
packages are available through two different channels:

» The MySQL APT Repository. This is the preferred method for installing MySQL on Debian-like
systems, as it provides a simple and convenient way to install and update MySQL products. For
details, see Section 2.5.3, “Installing MySQL on Linux Using the MySQL APT Repository”.

e The MySQL Developer Zone's Download Area. For details, see Section 2.1.2, “How to Get MySQL".
The following are some information on the Debian packages available there and the instructions for
installing them:

» Various Debian packages are provided in the MySQL Developer Zone for installing different
components of MySQL on different Debian or Ubuntu platforms. The preferred method is to use
the tarball bundle, which contains the packages needed for a basic setup of MySQL. The tarball
bundles have names in the format of nysql - ser ver MWER- DVER _CPU. deb- bundl e. t ar.
MVER is the MySQL version and DVER is the Linux distribution version. The CPU value indicates the
processor type or family for which the package is built, as shown in the following table:

Table 2.12 MySQL Debian and Ubuntu Installation Packages CPU Identifiers

CPU Value Intended Processor Type or Family
i 386 Pentium processor or better, 32 bit
and64 64-bit x86 processor

« After downloading the tarball, unpack it with the following command:

shel | > tar -xvf nysql -server MER- DVER_CPU. deb- bundl e. t ar
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* You may need to install the | i bai o library if it is not already present on your system:

shel | > sudo apt-get install |ibaiol

« Preconfigure the MySQL server package with the following command:

shel | > sudo dpkg-preconfigure nysql -conmmuni ty-server_*. deb

You will be asked to provide a password for the root user for your MySQL installation. You might
also be asked other questions regarding the installation.

Important

A Make sure you remember the root password you set. Users who want
to set a password later can leave the password field blank in the
dialogue box and just press OK; in that case, root access to the server is
authenticated using the MySQL Socket Peer-Credential Authentication
Plugin for connections using a Unix socket file. You can set the root
password later using nysql _secure_install ati on.

» For a basic installation of the MySQL server, install the database common files package, the client
package, the client metapackage, the server package, and the server metapackage (in that order);
you can do that with a single command:

shel | > sudo dpkg -i nysql - {conmmon, communi ty-client,client, community-server, server}_*.deb

If you are being warned of unmet dependencies by dpkg, you can fix them using apt - get :

sudo apt-get -f install

Here are where the files are installed on the system:

« All configuration files (like ny. cnf ) are under / et ¢/ nysql

 All binaries, libraries, headers, etc., are under / usr/ bi nand / usr/ shin

e The data directory is / var /| i b/ nmysql

Note

@ Debian distributions of MySQL are also provided by other vendors. Be aware
that they may differ from those built by Oracle in features, capabilities, and
conventions (including communication setup), and that the instructions in this
manual do not necessarily apply to installing them. The vendor's instructions
should be consulted instead.

2.5.7 Deploying MySQL on Linux with Docker

The Docker deployment framework supports easy installation and configuration of MySQL Server. This
section explains how to use a MySQL Server Docker image.

You need to have Docker installed on your system before you can use a MySQL Server Docker image.
See Install Docker for instructions.

Important

usergroup, and then add to it any users who want to run docker commands.

A You need to either run docker commands with sudo, or create a docker
See details here. Because Docker containers are always run with root
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privileges, you should understand the Docker daemon attack surface and
properly mitigate the related risks.

The instructions for using the MySQL Docker container are divided into two sections.

2.5.7.1 Basic Steps for MySQL Server Deployment with Docker

specifically for Linux platforms. Other platforms are not supported, and users
using these MySQL Docker images on them are doing so at their own risk. See
the discussion here for some known limitations for running these containers on

Warning
O The MySQL Docker images maintained by the MySQL team are built
non-Linux operating systems.

Accepting the License Agreement and Logging in with the Docker Client (for MySQL Enterprise
Edition)

Downloading a MySQL Server Docker Image

Starting a MySQL Server Instance

Connecting to MySQL Server from within the Container
Container Shell Access

Stopping and Deleting a MySQL Container

Upgrading a MySQL Server Container

More Topics on Deploying MySQL Server with Docker

Accepting the License Agreement and Logging in with the Docker Client (for MySQL Enterprise

Edition)

A subscription is required to use the Docker images for MySQL Enterprise Edition. Subscriptions work
by a Bring Your Own License model; see How to Buy MySQL Products and Services for details. You
also need to accept the license agreement and log in to the container repository before downloading
the MySQL Enterprise Edition image.

For downloading from the Oracle Container Registry:

Visit the Oracle Container Registry at https://container-registry.oracle.com/ and choose MySQL.
Under the list of MySQL repositories, choose ent er pri se- server.

If you have not signed in to the Oracle Container Registry yet, click the Sign in button on the right of
the page, and then enter your Oracle account credentials when prompted to.

Follow the instructions on the right of the page to accept the license agreement.

Log in to the Oracle Container Registry with your Docker client (the docker command). Use the
docker | ogi n command for the purpose:

# docker | ogin container-registry.oracle.com
User nane: Oracl e- Account-1D

Password: password

Logi n successful .

For downloading from the Docker Store:

Visit the MySQL Server Enterprise Edition page at https://store.docker.com/images/mysql-enterprise-
server.

If you have not logged in to the Docker Store yet, do so using the Log in link and your Docker
credentials.
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 Click the Proceed to Checkout button that appears.
» Follow the instructions on the right of the page to accept the license agreement.

* Log in to the Docker Store with your Docker client (the docker command). Use the docker | ogin
command for the purpose:
# docker |ogin
User nane: Docker-|D

Password: password
Logi n successf ul

Downloading a MySQL Server Docker Image

Downloading the server image in a separate step is not strictly necessary; however, performing this
step before you create your Docker container ensures your local image is up to date. To download the
MySQL Community Edition image, run this command:

docker pull mnysql/nysql -server:tag

The t ag is the label for the image version you want to pull (for example, 5. 5,5. 6,5. 7, 8. 0, or

| at est). If : t ag is omitted, the | at est label is used, and the image for the latest GA version of
MySQL Community Server is downloaded. Refer to the list of tags for available versions on the mysql/
mysql-server page in the Docker Hub.

You can list downloaded Docker images with this command:
shel | > docker inmages

REPCSI TORY TAG | MAGE | D CREATED S| ZE
nysql / nysql - server | at est 3157d7f 55f 8d 4 weeks ago 241MB

To download the MySQL Enterprise Edition image from the Docker Store, run this command:
docker pull store/oracle/ mysql-enterprise-server:tag

To download the MySQL Enterprise Edition image from the Oracle Container Registry, run this
command:

docker pull container-registry.oracle.com nysqgl/enterprise-server:tag

There are different choices for t ag, corresponding to the two versions of MySQL Enterprise Edition
Docker images provided by the MySQL team at Oracle:

e 8.0, 8. 0. x (x is the latest version number in the 8.0 series): MySQL Enterprise Edition 8.0, the
latest GA

e« 5.7,5.7.y (y is the latest version number in the 5.7 series): MySQL Enterprise Edition 5.7
Starting a MySQL Server Instance

Start a new Docker container for the MySQL Community Server with this command:

docker run --name=nysqll -d nysql/nmysql -server:tag

Start a new Docker container for the MySQL Enterprise Server with this command, if the Docker image
was downloaded from the Oracle Container Registry:

docker run --nanme=nysqgll -d container-registry.oracle.con nysql/enterprise-server:tag

Start a new Docker container for the MySQL Enterprise Server with this command, if the Docker image
was downloaded from the Docker Store:

docker run --nane=nysqll -d store/oracle/nysql-enterprise-server:tag

The - - nane option, for supplying a custom name for your server container (nysql 1 in the example),
is optional; if no container name is supplied, a random one is generated. If the Docker image of the
specified name and tag has not been downloaded by an earlier docker pul | ordocker run
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command, the image is now downloaded. After download completes, initialization for the container
begins, and the container appears in the list of running containers when you run the docker ps
command; for example:

shel | > docker ps
CONTAI NER | D I MAGE COVIVAND CREATED STATUS
a24888f 0d6f 4 nmysql / mysql - server "/entrypoint.sh ny..." 14 seconds ago Up 13 seconds (health: st

The container initialization might take some time. When the server is ready for use, the STATUS of
the container in the output of the docker ps command changes from (heal th: starting) to
(heal t hy).

The - d option used in the docker run command above makes the container run in the background.
Use this command to monitor the output from the container:

docker | ogs nysql 1

Once initialization is finished, the command's output is going to contain the random password
generated for the root user; check the password with, for example, this command:

shel | > docker logs nysqgll 2>&1 | grep GENERATED
GENERATED ROOT PASSWORD: Axegh3kAJyDLaRuBeneci s&EShCs

Connecting to MySQL Server from within the Container

Once the server is ready, you can run the nysql client within the MySQL Server container you just
started, and connect it to the MySQL Server. Use the docker exec -it command to start a nysql
client inside the Docker container you have started, like the following:

docker exec -it nmysqgll nmysql -uroot -p

When asked, enter the generated root password (see the last step in Starting a MySQL Server
Instance above on how to find the password). Because the MYSQL_ONETI ME_PASSWORD option is
true by default, after you have connected a mysql client to the server, you must reset the server root
password by issuing this statement:

nmysqgl > ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' password'

Substitute passwor d with the password of your choice. Once the password is reset, the server is
ready for use.

Container Shell Access

To have shell access to your MySQL Server container, use the docker exec -it command to start
a bash shell inside the container:

shel | > docker exec -it mysqgl 1 bash
bash- 4. 2#

You can then run Linux commands inside the container. For example, to view contents in the server's
data directory inside the container, use this command:

bash-4.2# |s /var/lib/nysq

aut o. cnf ca. pem client-key.pem ib_logfileO ibdatal nmnysql nmysql . sock. | ock private_key. pe
ca-key.pem client-cert.pem ib_buffer_pool ib_logfilel ibtnpl nmysql . sock performance_schema public_}

Stopping and Deleting a MySQL Container

To stop the MySQL Server container we have created, use this command:

docker stop nysql 1

docker st op sends a SIGTERM signal to the mysql d process, so that the server is shut down
gracefully.

Also notice that when the main process of a container (nysql d in the case of a MySQL Server
container) is stopped, the Docker container stops automatically.
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To start the MySQL Server container again:

docker start nysql 1l

To stop and start again the MySQL Server container with a single command:

docker restart nysqll

To delete the MySQL container, stop it first, and then use the docker r mcommand:
docker stop nysql 1

docker rm nysql 1

If you want the Docker volume for the server's data directory to be deleted at the same time, add the -
v option to the docker rmcommand.

Upgrading a MySQL Server Container
Important

A » Before performing any upgrade to MySQL, follow carefully the instructions in
Section 2.11, “Upgrading MySQL”. Among other instructions discussed there,
it is especially important to back up your database before the upgrade.

« The instructions in this section require that the server's data and configuration
have been persisted on the host. See Persisting Data and Configuration
Changes for details.

Follow these steps to upgrade a Docker installation of MySQL 5.6 to 5.7:

» Stop the MySQL 5.6 server (container name is nysql 56 in this example):

docker stop nysql 56

» Download the MySQL 5.7 Server Docker image. See instructions in Downloading a MySQL Server
Docker Image; make sure you use the right tag for MySQL 5.7.

» Start a new MySQL 5.7 Docker container (named nysql 57 in this example) with the old server data
and configuration (with proper modifications if needed—see Section 2.11, “Upgrading MySQL") that
have been persisted on the host (by bind-mounting in this example). For the MySQL Community
Server, run this command:
docker run --nane=nysql 57 \

--nmount type=bi nd, src=/pat h- on- host - nachi ne/ my. cnf, dst=/etc/ ny. cnf \

--nmount type=bi nd, src=/pat h- on- host - machi ne/ dat adi r, dst=/var/Ili b/ mysqgl \
-d nysql / nysql -server:5.7

If needed, adjust nysql / nysql - server to the correct repository name—for example, replace it
with st or e/ or acl e/ nysql -ent er pri se-server for MySQL Enterprise Edition images from the
Docker Store, or with cont ai ner-regi stry. oracl e. coni nysql / enterpri se-server for the
MySQL Enterprise Edition images from the Oracle Container Registry.

» Wait for the server to finish startup. You can check the status of the server using the docker ps
command (see Starting a MySQL Server Instance for how to do that).

* Run the mysqgl_upgrade utility in the MySQL 5.7 Server container:
docker exec -it nysqgl 57 nysql _upgrade -uroot -p
When prompted, enter the root password for your old MySQL 5.6 Server.

 Finish the upgrade by restarting the MySQL 5.7 Server container:

docker restart nysql 57
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More Topics on Deploying MySQL Server with Docker

For more topics on deploying MySQL Server with Docker like server configuration, persisting data and
configuration, server error log, and container environment variables, see Section 2.5.7.2, “More Topics
on Deploying MySQL Server with Docker”.

2.5.7.2 More Topics on Deploying MySQL Server with Docker

Note

@ Most of the sample commands below have nysql / mysql - server as the
Docker image repository when that has to be specified (like with the docker
pul | and docker run commands); change that if your image is from
another repository—for example, replace it with st or e/ or acl e/ nysql -
enterprise-server for MySQL Enterprise Edition images from the Docker
Store, or with cont ai ner-regi stry. oracl e. coni nysql / enterpri se-
server for MySQL Enterprise Edition images from the Oracle Container
Reqistry.

» The Optimized MySQL Installation for Docker
» Configuring the MySQL Server
 Persisting Data and Configuration Changes
* Running Additional Initialization Scripts
» Connect to MySQL from an Application in Another Docker Container
» Server Error Log
» Docker Environment Variables
The Optimized MySQL Installation for Docker

Docker images for MySQL are optimized for code size, which means they only include crucial
components that are expected to be relevant for the majority of users who run MySQL instances in
Docker containers. A MySQL Docker installation is different from a common, non-Docker installation in
the following aspects:

* Included binaries are limited to:
e Jusr/bin/ny_print_defaults
e /usr/bin/nysql
e [usr/bin/nmysql _config
e /usr/bin/nysql _install_db
e /usr/bin/nmysql _tzinfo_to_sql
e /usr/bin/nysql _upgrade
e [usr/bin/nmysqgl adm n
e /usr/bin/nysql check
e [usr/ bin/ nysql dunp
e /usr/bin/ nmysql punp
e /usr/sbin/nysqgld
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 All binaries are stripped; they contain no debug information.
Configuring the MySQL Server

When you start the MySQL Docker container, you can pass configuration options to the server through
the docker run command; for example:

docker run --nane nysqll -d nysql/nysql-server:tag --character-set-server=utf8nb4 --collation-server=ut

The command starts your MySQL Server with ut f 8nb4 as the default character set and
ut f 8mb4_col as the default collation for your databases.

Another way to configure the MySQL Server is to prepare a configuration file and mount it at the
location of the server configuration file inside the container. See Persisting Data and Configuration
Changes for details.

Persisting Data and Configuration Changes

Docker containers are in principle ephemeral, and any data or configuration are expected to be lost

if the container is deleted or corrupted (see discussions here). Docker volumes, however, provides a
mechanism to persist data created inside a Docker container. At its initialization, the MySQL Server
container creates a Docker volume for the server data directory. The JSON output for running the
docker inspect command on the container has a Mount key, whose value provides information on
the data directory volume:

shel | > docker inspect nysqll

"Mounts": [

{
"Type": "vol ume",
"Nane": "4f2d463cfc4bdd4baebcbh098c97d7da3337195ed2¢c6572bc0b89f 7€845d27652",
"Source": "/var/lib/docker/vol unmes/ 4f 2d463cf c4bdd4baebcb098c97d7da3337195ed2¢c6572bc0b8¢
"Destination": "/var/lib/nmysqgl",
“Driver": "local",
" Mode":
"RW: true,
"Propagati on":

}

The output shows that the source folder /var/|i b/ docker/

vol umes/ 4f 2d463cf c4bdd4baebcb098c97d7da3337195ed2c6572bc0b89f 7e845d27652/
_dat a, in which data is persisted on the host, has been mounted at/ var/ | i b/ mysql , the server
data directory inside the container.

Another way to preserve data is to bind-mount a host directory using the - - nount option when
creating the container. The same technique can be used to persist the configuration of the server. The
following command creates a MySQL Server container and bind-mounts both the data directory and
the server configuration file:

docker run --nane=nysql 1 \

--mount type=bi nd, src=/ pat h- on- host - nachi ne/ ny. cnf, dst=/etc/ my. cnf \
--mount type=bi nd, src=/ pat h- on- host - machi ne/ dat adi r, dst=/var/li b/ mysql \
-d nysql / nysql -server:tag

The command mounts pat h- on- host - machi ne/ my. cnf at/ et c/ my. cnf (the server configuration
file inside the container), and pat h- on- host - machi ne/ dat adi r at/var/Ii b/ nysql (the data
directory inside the container). The following conditions must be met for the bind-mounting to work:

» The configuration file pat h- on- host - machi ne/ ny. cnf must already exist, and it must contain the
specification for starting the server using the user nysql :

[nysql d]
user =nysql
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You can also include other server configuration options in the file.

e The data directory pat h- on- host - machi ne/ dat adi r must already exist. For server initialization
to happen, the directory must be empty. You can also mount a directory prepopulated with data
and start the server with it; however, you must make sure you start the Docker container with the
same configuration as the server that created the data, and any host files or directories required are
mounted when starting the container.

Running Additional Initialization Scripts

If there are any . sh or . sql scripts you want to run on the database immediately after it has
been created, you can put them into a host directory and then mount the directory at / docker -
ent rypoi nt-ini tdb. d/ inside the container. For example:

docker run --nane=nysql 1 \
--mount type=bi nd, src=/ pat h- on- host - machi ne/ scri pt s/, dst =/ docker - entrypoi nt-initdb.d/ \
-d nysql / nmysql - server:tag

Connect to MySQL from an Application in Another Docker Container

By setting up a Docker network, you can allow multiple Docker containers to communicate with each
other, so that a client application in another Docker container can access the MySQL Server in the
server container. First, create a Docker network:

docker network create ny-custom net

Then, when you are creating and starting the server and the client containers, use the - - net wor k
option to put them on network you created. For example:

docker run --nane=nysql 1 --network=ny-customnet -d nysql/nysql -server

docker run --nane=nyappl --network=ny-customnet -d nmyapp

The nyappl container can then connect to the nmysql 1 container with the nysql 1 hostname and
vice versa, as Docker automatically sets up a DNS for the given container names. In the following
example, we run the nysqgl client from inside the myapp1 container to connect to host nysql 1 inits
own container:

docker exec -it nyappl nysql --host=nysqll --user=myuser --password

For other networking techniques for containers, see the Docker container networking section in the
Docker Documentation.

Server Error Log

When the MySQL Server is first started with your server container, a server error log is NOT generated
if either of the following conditions is true:

» A server configuration file from the host has been mounted, but the file does not contain the system
variable | og_err or (see Persisting Data and Configuration Changes on bind-mounting a server
configuration file).

» A server configuration file from the host has not been mounted, but the Docker environment variable
MYSQL_LOG CONSCLE ist r ue (the variable's default state for MySQL 5.7 server containers is
f al se). The MySQL Server's error log is then redirected to st der r, so that the error log goes
into the Docker container's log and is viewable using the docker | ogs mysql d- cont ai ner
command.

To make MySQL Server generate an error log when either of the two conditions is true, use the - -

| og- error option to configure the server to generate the error log at a specific location inside the
container. To persist the error log, mount a host file at the location of the error log inside the container
as explained in Persisting Data and Configuration Changes. However, you must make sure your
MySQL Server inside its container has write access to the mounted host file.
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Docker Environment Variables

When you create a MySQL Server container, you can configure the MySQL instance by using the - -
env option (- e in short) and specifying one or more of the following environment variables.

Notes
@ « None of the variables below has any effect if the data directory you mount
is not empty, as no server initialization is going to be attempted then (see
Persisting Data and Configuration Changes for more details). Any pre-existing
contents in the folder, including any old server settings, are not modified
during the container startup.

¢ The boolean variables including MYSQL_RANDOM ROOT _ PASSWORD,
MYSQL_ONETI ME_PASSWORD, MYSQL_ALLOW EMPTY_PASSWORD, and
MYSQL_LOG_CONSCLE are made true by setting them with any strings of
nonzero lengths. Therefore, setting them to, for example, “0”, “false”, or “no”
does not make them false, but actually makes them true. This is a known
issue of the MySQL Server containers.

e MYSQL_RANDOM ROOT _PASSWORD: When this variable is true (which is its default state, unless
MYSQL_ROOT_PASSWORD is set or MYSQL_ALLOW EMPTY_PASSWORD is set to true), a random
password for the server's root user is generated when the Docker container is started. The password
is printed to st dout of the container and can be found by looking at the container’s log (see Starting
a MySQL Server Instance).

o MYSQL_ONETI ME_PASSWORD: When the variable is true (which is its default state, unless
MYSQL_ROOT_PASSWORD is set or MYSQL_ALLOW EMPTY_PASSWORD is set to true), the root user's
password is set as expired and must be changed before MySQL can be used normally.

* IMYSQL_DATABASE: This variable allows you to specify the name of a database to be
created on image startup. If a user name and a password are supplied with M\YSQL_ USER
and MYSQL_PASSWORD, the user is created and granted superuser access to this database
(corresponding to GRANT ALL). The specified database is created by a CREATE DATABASE IF
NOT EXIST statement, so that the variable has no effect if the database already exists.

o MYSQL_USER, MYSQL_PASSWORD: These variables are used in conjunction to create a user and set
that user's password, and the user is granted superuser permissions for the database specified by
the MYSQL_ DATABASE variable. Both MYSQL_USER and MYSQL_PASSWORD are required for a user
to be created—if any of the two variables is not set, the other is ignored. If both variables are set but
MYSQL_DATABASE is not, the user is created without any privileges.

Note
@ There is no need to use this mechanism to create the root

superuser, which is created by default with the password set by

either one of the mechanisms discussed in the descriptions for
MYSQL_ROOT_PASSWORD and MYSQL_ RANDOM ROOT _ PASSWORD, unless
MYSQL_ALLOW EMPTY_PASSWORD s true.

* IMYSQL_ROOT_HOST: By default, MySQL creates the ' r oot ' @ | ocal host' account. This account
can only be connected to from inside the container as described in Connecting to MySQL Server
from within the Container. To allow root connections from other hosts, set this environment variable.
For example, the value 172. 17. 0. 1, which is the default Docker gateway IP, allows connections
from the host machine that runs the container. The option accepts only one entry, but wildcards are
allowed (for example, MYSQL_ROOT HOST=172. *. *.* or MYSQL_ROOT _HOST=%).

* MYSQL_LOG CONSCOLE: When the variable is true (the variable's default state for MySQL 5.7 server
containers is f al se), the MySQL Server's error log is redirected to st der r, so that the error log
goes into the Docker container's log and is viewable using the docker | ogs nysql d- cont ai ner
command.
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mounted (see Persisting Data and Configuration Changes on bind-mounting a

Note
@ The variable has no effect if a server configuration file from the host has been
configuration file).

* IMYSQL_ROOT_PASSWORD: This variable specifies a password that is set for the MySQL root account.

Warning

O Setting the MySQL root user password on the command line is insecure. As
an alternative to specifying the password explicitly, you can set the variable
with a container file path for a password file, and then mount a file from
your host that contains the password at the container file path. This is still
not very secure, as the location of the password file is still exposed. It is
preferable to use the default settings of MYSQL_ RANDOM ROOT _PASSWORD
and MYSQL_ONETI ME_PASSWORD both being true.

e MYSQL_ALLOW EMPTY_PASSWORD. Set it to true to allow the container to be started with a blank
password for the root user.

Warning
o Setting this variable to true is insecure, because it is going to leave

your MySQL instance completely unprotected, allowing anyone to gain
complete superuser access. It is preferable to use the default settings of
MYSQL_RANDOM_ROOT _PASSWORD and MYSQL_ ONETI ME_PASSWORD hoth
being true.

2.5.7.3 Deploying MySQL on Windows and Other Non-Linux Platforms witgh Docker

platforms. Other platforms are not supported, and users running the MySQL
Docker images from Oracle on them are doing so at their own risk. This
section discusses some known issues for the images when used on non-Linux

Warning
O The MySQL Docker images provided by Oracle are built specifically for Linux
platforms.

Known Issues for using the MySQL Server Docker images from Oracle on Windows include:

* If you are bind-mounting on the container's MySQL data directory (see Persisting Data and
Configuration Changes for details), you have to set the location of the server socket file with the - -
socket option to somewhere outside of the MySQL data directory; otherwise, the server will fail to
start. This is because the way Docker for Windows handles file mounting does not allow a host file
from being bind-mounted on the socket file.

2.5.8 Installing MySQL on Linux from the Native Software Repositories

Many Linux distributions include a version of the MySQL server, client tools, and development
components in their native software repositories and can be installed with the platforms' standard
package management systems. This section provides basic instructions for installing MySQL using
those package management systems.

Important

release. You will also normally be unable to install development milestone

A Native packages are often several versions behind the currently available
releases (DMRSs), as these are not usually made available in the native
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repositories. Before proceeding, we recommend that you check out the other
installation options described in Section 2.5, “Installing MySQL on Linux”.

Distribution specific instructions are shown below:

* Red Hat Linux, Fedora, CentOS

Yum repository instead of the platform's native software repository. See
Section 2.5.1, “Installing MySQL on Linux Using the MySQL Yum Repository”

Note
E For a number of Linux distributions, you can install MySQL using the MySQL
for details.

For Red Hat and similar distributions, the MySQL distribution is divided into a number of separate
packages, nysql for the client tools, nysql - server for the server and associated tools, and
nysql -1 i bs for the libraries. The libraries are required if you want to provide connectivity from
different languages and environments such as Perl, Python and others.

To install, use the yumcommand to specify the packages that you want to install. For example:

root-shell> yuminstall nysqgl nysql-server nysql-libs mysql-server
Loaded pl ugins: presto, refresh-packagekit

Setting up Install Process

Resol vi ng Dependenci es

--> Runni ng transacti on check

---> Package nysql.x86_64 0:5.1.48-2.fc13 set to be updated

---> Package nysql-1ibs.x86_64 0:5.1.48-2.fcl3 set to be updated
---> Package mysql -server.x86_64 0:5.1.48-2.fcl13 set to be updated
--> Processi ng Dependency: perl-DBD- MSQ. for package: nysql-server-5.1.48-2.fc13.x86_64
--> Runni ng transacti on check

---> Package perl-DBD- MySQ.. x86_64 0:4.017-1.fcl3 set to be updated
--> Fini shed Dependency Resol ution

Dependenci es Resol ved

Package Arch Ver si on Reposi tory Si ze
Instal ling

nmysql x86_64 5.1.48-2.fcl13 updat es 889 k
nysql -1i bs x86_64 5.1.48-2.fc13 updat es 1.2 M
nysql - server x86_64 5.1.48-2.fc13 updat es 8.1 M
Installing for dependencies

per | - DBD- My SQL x86_64 4.017-1.fc13 updat es 136 k

Transaction Sunmmary

I nstal | 4 Package('s)
Upgr ade 0 Package(s)

Total downl oad size: 10 M

Installed size: 30 M

Is this ok [y/N: y

Downl oadi ng Packages:

Setting up and reading Presto delta netadata
Processi ng del ta netadata

Package(s) data still to downl oad: 10 M

(1/4): mysql-5.1.48-2.fcl3.x86_64.rpm | 889 kB 00: 04
(2/4): nmysql-libs-5.1.48-2.fc13.x86_64.rpm | 1.2 MB 00: 06
(3/4): nysql-server-5.1.48-2.fcl3.x86_64.rpm | 8.1 MB 00: 40
(4/4): perl-DBD- MySQ.-4.017-1.fcl13. x86_64.rpm | 136 kB 00: 00
Tot al 201 kB/fs | 10 MB 00: 52

Runni ng rpm check_debug
Runni ng Transacti on Test
Transaction Test Succeeded
Runni ng Transacti on

173



Installing MySQL on Linux from the Native Software Repositories

174

Instal i ng : mysql-1ibs-5.1.48-2.fcl13. x86_64 1/ 4

Instal i ng : mysql-5.1.48-2.fcl3. x86_64 2/ 4

Instal i ng : perl-DBD MySQL-4.017-1.fc13. x86_64 3/ 4

Instal i ng : mysql -server-5.1.48-2.fcl13. x86_64 4/ 4
I nstall ed:

mysql . x86_64 0:5.1.48-2.fcl3 mysql -1ibs.x86_64 0:5.1.48-2.fcl3

nmysql - server.x86_64 0:5.1.48-2.fcl3

Dependency | nstal |l ed:
per| - DBD- \ySQL. x86_64 0: 4.017-1.fc13

Conpl et e!

MySQL and the MySQL server should now be installed. A sample configuration file is installed into /
et ¢/ ny. cnf . An init script, to start and stop the server, will have been installed into/ etc/init. d/
nysql d. To start the MySQL server use ser vi ce:

root-shell > service nmysqld start

To enable the server to be started and stopped automatically during boot, use chkconf i g:

root -shel | > chkconfig --1evels 235 nysqgld on

Which enables the MySQL server to be started (and stopped) automatically at the specified the run
levels.

The database tables will have been automatically created for you, if they do not already exist. You
should, however, run mysqgl secure_instal |l ati on to set the root passwords on your server.

Debian, Ubuntu, Kubuntu

Note

@ On Debian, Ubuntu, and Kubuntu, MySQL can be installed using the MySQL
APT Repository instead of the platform's native software repository. See
Section 2.5.3, “Installing MySQL on Linux Using the MySQL APT Repository”
for details.

On Debian and related distributions, there are two packages for MySQL in their software

repositories, mysql - cl i ent and mysql - ser ver, for the client and server components

respectively. You should specify an explicit version, for example nysql - cl i ent - 5. 1, to ensure

that you install the version of MySQL that you want.

To download and install, including any dependencies, use the apt - get command, specifying the
packages that you want to install.

Note
3 Before installing, make sure that you update your apt - get index files to
ensure you are downloading the latest available version.

A sample installation of the MySQL packages might look like this (some sections trimmed for clarity):

root-shel |l > apt-get install nysqgl-client-5.1 nysql-server-5.1

Readi ng package |ists... Done

Bui | di ng dependency tree

Readi ng state information... Done

The fol |l owi ng packages were autonmatically installed and are no | onger required:
| i nux- headers-2.6.28-11 |inux- headers-2.6.28-11-generic

Use 'apt-get autorenpve' to renpve them

The foll owi ng extra packages will be installed:
bsd- mai | x |i bdbd-nysql -perl 1ibdbi-perl Iibhtn-tenplate-perl


https://dev.mysql.com/downloads/repo/apt/
https://dev.mysql.com/downloads/repo/apt/

Installing MySQL on Linux with Juju

I'i bmysql client150ff |ibmysqglclient16 |ibnet-daenon-perl |ibplrpc-perl nailx
nmysql - common post fi x
Suggest ed packages:

dbi shel | i bi pc-sharedcache-perl tinyca procmail postfix-mysql postfix-pgsq
postfix-1dap postfix-pcre sasl 2-bin resol vconf postfix-cdb
The fol | owi ng NEW packages will be installed

bsd- nai | x |ibdbd-nysql -perl |ibdbi-perl |ibhtmn -tenplate-perl
I'i bmysql client150ff |ibmysqglclient16 |ibnet-daenon-perl |ibplrpc-perl nailx
nmysql -client-5.1 nysql -conmon nysql -server-5.1 postfix
0 upgraded, 13 newly installed, O to renmove and 182 not upgraded
Need to get 1907kB/25.3MB of archives
After this operation, 59.5MB of additional disk space will be used
Do you want to continue [Y/n]? Y
Get: 1 http://gb.archive. ubuntu.com jaunty-updates/ min nysql -common 5. 1. 30real | y5. 0. 75- Oubunt ul0.5 [
Get: 2 http://gb.archive. ubuntu.com jaunty-updates/ main |ibmysqglclient150ff 5.1.30really5.0.75-0ubunt
Fet ched 1907kB in 9s (205kB/s)
Preconfi guring packages ...
Sel ecting previously desel ected package nysqgl - conmon
(Readi ng database ... 121260 files and directories currently installed.)

Processing 1 added doc-base file(s)...

Regi stering documents with scroll keeper. ..

Setting up |ibnet-daenon-perl (0.43-1)

Setting up |libplrpc-perl (0.2020-1)

Setting up |ibdbi-perl (1.607-1)

Setting up |ibmysqglclient150ff (5.1.30really5.0.75-0ubuntul0.5)

Setting up |ibdbd-nmnmysql-perl (4.008-1)
Setting up |ibmysqglclient16 (5.1.31- 1ubuntu2)

Setting up nysql-client-5.1 (5.1.31- 1ubunt u2)

Setting up nysql-server-5.1 (5. 1. 31- 1ubunt u2)
* Stopping MySQL dat abase server nysqld
...done
2013-09-24T13: 03: 09. 048353Z 0 [Note] InnoDB: 5.7.27 started; |og sequence nunber 1566036
2013-09- 24T13: 03: 10. 057269Z 0 [Note] InnoDB: Starting shutdown..
2013- 09-24T13: 03: 10. 857032Z 0 [Note] |nnoDB: Shutdown conpl eted; |og sequence nunber 1566036
* Starting MySQL dat abase server nysqld
...done
* Checking for corrupt, not cleanly closed and upgrade needing tabl es

Processing triggers for libc6 ...
I dconfi g deferred processing now taking place

the MySQL server, in order to provide the typical tools and application
environment. This can mean that you install a large number of packages in

Note
@ The apt - get command will install a number of packages, including
addition to the main MySQL package.

During installation, the initial database will be created, and you will be prompted for the MySQL root
password (and confirmation). A configuration file will have been created in/ et ¢/ nysql / ny. cnf.
An init script will have been created in/ etc/init.d/ nysql.

The server will already be started. You can manually start and stop the server using:

root-shell > service nmysql [start]|stop]

The service will automatically be added to the 2, 3 and 4 run levels, with stop scripts in the single,
shutdown and restart levels.

2.5.9 Installing MySQL on Linux with Juju

The Juju deployment framework supports easy installation and configuration of MySQL servers. For
instructions, see https://jujucharms.com/mysql/.
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2.5.10 Managing MySQL Server with systemd

If you install MySQL using an RPM or Debian package on the following Linux platforms, server startup
and shutdown is managed by systemd:

* RPM package platforms:
* Red Hat Enterprise Linux 7; Oracle Linux 7; CentOS 7
e SUSE Linux Enterprise Server 12
* Fedora 28 and 29
» Debian package platforms:
* Debian 8 or higher
e Ubuntu 16 or higher

If you install MySQL from a generic binary distribution on a platform that uses systemd, you can
manually configure systemd support for MySQL following the instructions provided in the post-
installation setup section of the MySQL 5.7 Secure Deployment Guide.

If you install MySQL from a source distribution on a platform that uses systemd, obtain systemd
support for MySQL by configuring the distribution using the - DW TH_SYSTENMD=1 C\ake option. See
Section 2.9.4, “MySQL Source-Configuration Options”.

The following discussion covers these topics:

» Overview of systemd

» Configuring systemd for MySQL

» Configuring Multiple MySQL Instances Using systemd

» Migrating from mysqld_safe to systemd

Note

@ On platforms for which systemd support for MySQL is installed, scripts such
as nysql d_saf e and the System V initialization script are unnecessary and
are not installed. For example, mysql d_saf e can handle server restarts, but
systemd provides the same capability, and does so in a manner consistent
with management of other services rather than by using an application-specific
program.

Because systemd has the capability of managing multiple MySQL instances on
platforms for which systemd support for MySQL is installed, mysql d_rmnul t i
and nysql d_mul ti. server are unnecessary and are not installed.

Overview of systemd

systemd provides automatic MySQL server startup and shutdown. It also enables manual server
management using the syst entt| command. For example:

systenct!| {start|stop|restart|status} mysqld

Alternatively, use the ser vi ce command (with the arguments reversed), which is compatible with
System V systems:

service nysqgld {start|stop|restart|status}
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not nysql d, use the appropriate name. For example, use mysql rather than

Note
@ For the systentt| orservi ce commands, if the MySQL service name is
nysql d on Debian-based and SLES systems.

Support for systemd includes these files:

* nysql d. servi ce (RPM platforms), nysql . servi ce (Debian platforms): systemd service unit
configuration file, with details about the MySQL service.

* nmysql d@ ser vi ce (RPM platforms), mysql @ ser vi ce (Debian platforms): Like
nmysql d. servi ce ornysql . servi ce, but used for managing multiple MySQL instances.

* nysql d. tnpfil es. d: File containing information to support the t npf i | es feature. This file is
installed under the name nysql . conf.

* nysql d _pre_syst end (RPM platforms), mysql - syst em st art (Debian platforms): Support
script for the unit file. This script assists in creating the error log file only if the log location matches
a pattern (/ var /| og/ nysql *. | og for RPM platforms, / var /| og/ mysql / *. | og for Debian
platforms). In other cases, the error log directory must be writable or the error log must be present
and writable for the user running the nysql d process.

Configuring systemd for MySQL
To add or change systemd options for MySQL, these methods are available:
* Use alocalized systemd configuration file.
» Arrange for systemd to set environment variables for the MySQL server process.
e Setthe MYSQLD_OPTS systemd variable.

To use a localized systemd configuration file, create the / et ¢/ syst end/ syst em
nmysqgl d. servi ce. d directory if it does not exist. In that directory, create a file that contains a
[ Servi ce] section listing the desired settings. For example:

[ Servi ce]

Li m t NOFlI LE=nax_open_fil es

PI DFi |l e=/ path/to/pid/file

Ni ce=ni ce_| evel

Li mitCore=core file limt

Envi ronnent =" LD_PRELOAD=/ pat h/to/ mal | oc/|i brary"
Envi ronnent =" TZ=ti ne_zone_setti ng"

The discussion here uses overri de. conf as the name of this file. Newer versions of systemd
support the following command, which opens an editor and permits you to edit the file:

systenctl edit nysgld # RPM platforms
systenct!| edit nysql # Debi an pl atfornms

Whenever you create or change overri de. conf, reload the systemd configuration, then tell systemd
to restart the MySQL service:

systenct!| daenon-rel oad
systenct| restart nmysqgld # RPM platforms
systenctl restart mysql # Debi an pl at forns

With systemd, the overri de. conf configuration method must be used for certain parameters, rather
than settings in a [ mysql d] or [ nysql d_saf e] group in a MySQL option file:

» For some parameters, overri de. conf must be used because systemd itself must know their
values and it cannot read MySQL option files to get them.
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» Parameters that specify values otherwise settable only using options known to nysql d_saf e must
be specified using systemd because there is no corresponding nysql d parameter.

For additional information about using systemd rather than nysql d_saf e, see Migrating from
mysqld_safe to systemd.

You can set the following parameters in overri de. conf ;
» To specify the process ID file:

e As of MySQL 5.7.10: Use overri de. conf and change both Pl DFi | e and ExecSt art to name
the PID file path name. Any setting of the process ID file in MySQL option files is ignored. To
modify ExecSt ar t, it must first be cleared. For example:

[ Servi ce]

PI DFi | e=/ var/ run/ nysql d/ nysql d- cust om pi d

ExecStart =

ExecSt art =/ usr/ sbi n/ nysqld --pid-file=/var/run/nysql d/ nysql d-cust om pi d $MYSQLD _OPTS

» Before MySQL 5.7.10: Use PI DFi | e in overri de. conf rather than the - - pi d-fi | e option
for nysqgl d or nysql d_saf e. systemd must know the PID file location so that it can restart or
stop the server. If the PID file value is specified in a MySQL option file, the value must match the
Pl DFi | e value or MySQL startup may fail.

» To set the number of file descriptors available to the MySQL server, use Li mi t NOFI LE in
override. conf rather than the open_files_|imt system variable for mysql d or - - open-
files-1imt optionfornysql d_saf e.

* To set the maximum core file size, use Li mi t Cor e in overri de. conf rather than the - - cor e-
file-size option for nysql d_saf e.

» To set the scheduling priority for the MySQL server, use Ni ce in over ri de. conf rather than the
- - ni ce option for nysql d_saf e.

Some MySQL parameters are configured using environment variables:
* LD _PRELOAD: Set this variable if the MySQL server should use a specific memory-allocation library.
e TZ: Set this variable to specify the default time zone for the server.

There are multiple ways to specify environment variable values for use by the MySQL server process
managed by systemd:

e Use Envi ronnent lines in the overri de. conf file. For the syntax, see the example in the
preceding discussion that describes how to use this file.

» Specify the values in the / et ¢/ sysconfi g/ nysql file (create the file if it does not exist). Assign
values using the following syntax:

LD PRELOAD=/ path/to/ mal | oc/|i brary
TZ=ti me_zone_setting

After modifying / et ¢/ sysconfi g/ nysql , restart the server to make the changes effective:

systenct| restart mysqld # RPM pl atfornms
systenct| restart mysql # Debi an pl atformns

To specify options for mysql d without modifying systemd configuration files directly, set or unset the
MYSQLD OPTS systemd variable. For example:

systenct!| set-environnent MYSQLD _OPTS="--general _| og=1"
systenct!| unset-environnent MYSQ.D_OPTS
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MYSQLD OPTScan also be setinthe/ et ¢/ sysconfi g/ mysql file.

After modifying the systemd environment, restart the server to make the changes effective:

systenct| restart nmysqld # RPM pl atforns
systenct| restart nysql # Debi an pl atforns

For platforms that use systemd, the data directory is initialized if empty at server startup. This might be
a problem if the data directory is a remote mount that has temporarily disappeared: The mount point
would appear to be an empty data directory, which then would be initialized as a new data directory. As
of MySQL 5.7.20, to suppress this automatic initialization behavior, specify the following line in the /

et c/ sysconfi g/ nysql file (create the file if it does not exist):

NO_I NI T=t rue

Configuring Multiple MySQL Instances Using systemd

This section describes how to configure systemd for multiple instances of MySQL.

Note
@ Because systemd has the capability of managing multiple MySQL instances
on platforms for which systemd support is installed, nysql d_rul ti and
nysqgl d_mul ti.server are unnecessary and are not installed. This is true as
of MySQL 5.7.13 for RPM platforms, 5.7.19 for Debian platforms.
To use multiple-instance capability, modify the my. cnf option file to include configuration of key
options for each instance. These file locations are typical:

e /etc/ny.cnf or/etc/nysql/ny.cnf (RPM platforms)
e /etc/nysql /mysql . conf.d/ mysql d. cnf (Debian platforms)

For example, to manage two instances named r epl i ca01 and r epl i ca02, add something like this to
the option file:

RPM platforms:

[mysql d@epl i ca01]

dat adi r=/var/lib/nysqgl -replica0l

socket =/ var/lib/ nysqgl -replica0l/ nmysql . sock
port =3307

| og-error=/var/| og/ nmysql d-replica0l. | og

[mysql d@ epl i ca02]

dat adi r=/var/li b/ nysql -replica02

socket =/ var/lib/ nysql -replica02/ nmysql . sock
port =3308

| og-error=/var/| og/ nmysql d-replica02. | og

Debian platforms:

[mysqgl d@ epl i ca01]

datadir=/var/lib/ mysqgl -replica0l

socket =/var/lib/ mysqgl -replica0l/ mysql . sock
por t =3307

| og-error=/var/|og/ nysql/replica0l.log

[mysqgl d@ epl i ca02]

datadir=/var/lib/ mysql -replica02

socket =/var/lib/ mysqgl -replica02/ mysql . sock
por t =3308

| og-error=/var/|og/ nysql/replica02.log
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The replica names shown here use @as the delimiter because that is the only delimiter supported by
systemd.

Instances then are managed by normal systemd commands, such as:

systenct| start nysql d@eplica0l
systenct| start nysql d@eplica02

To enable instances to run at boot time, do this:

systenct| enable nysql d@eplicall
systenct| enable nysql d@epl i ca02

Use of wildcards is also supported. For example, this command displays the status of all replica
instances:

systenct!| status 'nmysqgl d@eplica*’

For management of multiple MySQL instances on the same machine, systemd automatically uses a
different unit file:

* nysql d@ ser vi ce rather than nysql d. ser vi ce (RPM platforms)
* nysql @ ser vi ce rather than nysql . ser vi ce (Debian platforms)

In the unit file, % and % reference the parameter passed in after the @marker and are used to
manage the specific instance. For a command such as this:

systenct| start mysql d@eplicall

systemd starts the server using a command such as this:

nysql d --defaul ts-group-suffix=@8 ...

The resultis that the [ server], [ nmysql d], and [ nysql d@ epl i ca01] option groups are read and
used for that instance of the service.

var/lib/ nysql -replica*, or anything other than the default locations. To
address this, you must customize or disable the profile in/ et ¢/ appar nor . d/

Note
@ On Debian platforms, AppArmor prevents the server from reading or writing /
usr. shin. nysql d.

currently handle nysql d@instances. Before removing or upgrading the

Note
@ On Debian platforms, the packaging scripts for MySQL uninstallation cannot
package, you must stop any extra instances manually first.

Migrating from mysqld_safe to systemd

Because nysql d_saf e is not installed on platforms that use systemd to manage MySQL, options
previously specified for that program (for example, in an [ nysql d_saf e] option group) must be

specified another way:

» Some nysql d_saf e options are also understood by mysql d and can be moved from the
[ mysqgl d_saf e] option group to the [ nysql d] group. This does not include - - pi d-fil e, --
open-files-linmt,or--nice.To specify those options, use the overri de. conf systemd file,
described previously.
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» For some nysql d_saf e options, there are similar mysql d options. For example, the nysql d_saf e
option for enabling sysl og logging is - - sysl og, which is deprecated. For nysql d, enable the
| og_sysl og system variable instead. For details, see Section 5.4.2, “The Error Log".

* nysql d_saf e options not understood by nmysql d can be specified in overri de. conf or
environment variables. For example, with mysql d_saf e, if the server should use a specific memory
allocation library, this is specified using the - - mal | oc- | i b option. For installations that manage the
server with systemd, arrange to set the LD PRELQAD environment variable instead, as described
previously.

2.6 Installing MySQL Using Unbreakable Linux Network (ULN)

Linux supports a number of different solutions for installing MySQL, covered in Section 2.5,

“Installing MySQL on Linux”. One of the methods, covered in this section, is installing from Oracle's
Unbreakable Linux Network (ULN). You can find information about Oracle Linux and ULN under http://
linux.oracle.com/.

To use ULN, you need to obtain a ULN login and register the machine used for installation with

ULN. This is described in detail in the ULN FAQ. The page also describes how to install and update
packages. The MySQL packages are in the “MySQL for Oracle Linux 6” and “MySQL for Oracle Linux
7" channels for your system architecture on ULN.

Note
@ At the time of this writing, ULN provides MySQL 5.7 for Oracle Linux 6 and
Oracle Linux 7.

Once MySQL has been installed using ULN, you can find information on starting and stopping the
server, and more, in this section, particularly under Section 2.5.5, “Installing MySQL on Linux Using
RPM Packages from Oracle”.

If you're updating an existing MySQL installation to an installation using ULN, the recommended
procedure is to export your data using nmysql dunp, remove the existing installation, install MySQL from
ULN, and load the exported data into your freshly installed MySQL.

If the existing MySQL installation you're upgrading from is from a previous release series (prior to
MySQL 5.7), make sure to read the section on upgrading MySQL, Section 2.11, “Upgrading MySQL".

2.7 Installing MySQL on Solaris

Note
@ MySQL 5.7 supports Solaris 11 (Update 3 and later).

MySQL on Solaris is available in a number of different formats.

» For information on installing using the native Solaris PKG format, see Section 2.7.1, “Installing
MySQL on Solaris Using a Solaris PKG”.

» To use a standard t ar binary installation, use the notes provided in Section 2.2, “Installing MySQL
on Unix/Linux Using Generic Binaries”. Check the notes and hints at the end of this section for
Solaris specific notes that you may need before or after installation.

Important

A The installation packages have a dependency on the Oracle Developer Studio
12.5 Runtime Libraries, which must be installed before you run the MySQL
installation package. See the download options for Oracle Developer Studio
here. The installation package enables you to install the runtime libraries only
instead of the full Oracle Developer Studio; see instructions in Installing Only
the Runtime Libraries on Oracle Solaris 11.
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To obtain a binary MySQL distribution for Solaris in tarball or PKG format, https://dev.mysql.com/
downloads/mysql/5.7.html.

Additional notes to be aware of when installing and using MySQL on Solaris:

If you want to use MySQL with the nmysql user and group, use the gr oupadd and user add
commands:

groupadd nysq
useradd -g nysql -s /bin/false nysq

If you install MySQL using a binary tarball distribution on Solaris, because the Solaris t ar cannot
handle long file names, use GNU t ar (gt ar) to unpack the distribution. If you do not have GNU t ar
on your system, install it with the following command:

pkg install archiver/gnu-tar

You should mount any file systems on which you intend to store | nnoDB files with the
forcedirecti o option. (By default mounting is done without this option.) Failing to do so will cause
a significant drop in performance when using the | nnoDB storage engine on this platform.

If you would like MySQL to start automatically, you can copy support-files/ nmysql.server to/
etc/init.dandcreate a symbolic link to it named / et ¢/ r c3. d/ S99nysql . server.

If too many processes try to connect very rapidly to nysql d, you should see this error in the MySQL
log:

Error in accept: Protocol error
You might try starting the server with the - - back | 0g=50 option as a workaround for this.

To configure the generation of core files on Solaris you should use the cor eadmcommand. Because
of the security implications of generating a core on a set ui d() application, by default, Solaris

does not support core files on set ui d() programs. However, you can modify this behavior using
cor eadm If you enable set ui d() core files for the current user, they will be generated using the
mode 600 and owned by the superuser.

2.7.1 Installing MySQL on Solaris Using a Solaris PKG

You can install MySQL on Solaris using a binary package of the native Solaris PKG format instead of
the binary tarball distribution.

Important

A The installation package has a dependency on the Oracle Developer Studio

12.5 Runtime Libraries, which must be installed before you run the MySQL
installation package. See the download options for Oracle Developer Studio
here. The installation package enables you to install the runtime libraries only
instead of the full Oracle Developer Studio; see instructions in Installing Only
the Runtime Libraries on Oracle Solaris 11.

To use this package, download the corresponding nmysql - VERSI ON- sol ari s11-
PLATFORM pkg. gz file, then uncompress it. For example:

shel | > gunzi p nysql -5.7.27-sol ari s11-x86_64. pkg. gz

To install a new package, use pkgadd and follow the onscreen prompts. You must have root privileges
to perform this operation:
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shel | > pkgadd -d nysql-5.7.27-sol ari s11-x86_64. pkg

The foll owi ng packages are avail abl e:
1 nysql MySQL Conmunity Server (GPL)
(i 86pc) 5.7.27

Sel ect package(s) you wish to process (or 'all' to process
al | packages). (default: all) [?,??,q]:

The PKG installer installs all of the files and tools needed, and then initializes your database if
one does not exist. To complete the installation, you should set the root password for MySQL
as provided in the instructions at the end of the installation. Alternatively, you can run the
nysql _secure_instal | ati on script that comes with the installation.

By default, the PKG package installs MySQL under the root path / opt / mysql . You can change only
the installation root path when using pkgadd, which can be used to install MySQL in a different Solaris
zone. If you need to install in a specific directory, use a binary t ar file distribution.

The pkg installer copies a suitable startup script for MySQL into / et c/ i nit. d/ mysql . To enable
MySQL to startup and shutdown automatically, you should create a link between this file and the init
script directories. For example, to ensure safe startup and shutdown of MySQL you could use the
following commands to add the right links:

shel
shel

n /etc/init.d/ nysql /etc/rc3.d/ S91lnysql

1> |
I>1n /etc/init.d/ nysql /etc/rcO0.d/ KO2nysql

To remove MySQL, the installed package name is nysql . You can use this in combination with the

pkgr mcommand to remove the installation.

To upgrade when using the Solaris package file format, you must remove the existing installation
before installing the updated package. Removal of the package does not delete the existing database
information, only the server, binaries and support files. The typical upgrade sequence is therefore:

shel | > nysqgl adm n shut down

shel | > pkgrm nysql

shel | > pkgadd -d nysql-5.7.27-sol ari s11-x86_64. pkg
shel | > nysqgl d_safe &

shel | > nysql _upgrade

You should check the notes in Section 2.11, “Upgrading MySQL” before performing any upgrade.

2.8 Installing MySQL on FreeBSD

This section provides information about installing MySQL on variants of FreeBSD Unix.

You can install MySQL on FreeBSD by using the binary distribution provided by Oracle. For more
information, see Section 2.2, “Installing MySQL on Unix/Linux Using Generic Binaries”.

The easiest (and preferred) way to install MySQL is to use the nysql - server and nysql -cl i ent
ports available at http://www.freebsd.org/. Using these ports gives you the following benefits:

» A working MySQL with all optimizations enabled that are known to work on your version of FreeBSD.
« Automatic configuration and build.

 Startup scripts installed in / usr /| ocal /et c/rc. d.

e The ability to use pkg_i nf o - L to see which files are installed.

» The ability to use pkg_del et e to remove MySQL if you no longer want it on your machine.

The MySQL build process requires GNU make (gnake) to work. If GNU nmake is not available, you
must install it first before compiling MySQL.
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To install using the ports system:

# cd /usr/ports/databases/ nysql 57-server
# make

# cd /usr/ports/databases/ nysqgl 57-cli ent
# make

The standard port installation places the serverinto / usr/ | ocal / | i bexec/ nysql d, with the startup
script for the MySQL server placed in/ usr/ |1 ocal / etc/rc. d/ mysql - server.

Some additional notes on the BSD implementation:

» To remove MySQL after installation using the ports system:
# cd /usr/ ports/databases/ nysqgl 57-server
# make dei nstal

# cd /usr/ ports/databases/ nysqgl 57-cli ent
# make dei nstal

* If you get problems with the current date in MySQL, setting the TZ variable should help. See
Section 4.9, “MySQL Program Environment Variables”.

2.9 Installing MySQL from Source

Building MySQL from the source code enables you to customize build parameters, compiler
optimizations, and installation location. For a list of systems on which MySQL is known to run, see
https://www.mysqgl.com/support/supportedplatforms/database.html.

Before you proceed with an installation from source, check whether Oracle produces a precompiled
binary distribution for your platform and whether it works for you. We put a great deal of effort into
ensuring that our binaries are built with the best possible options for optimal performance. Instructions
for installing binary distributions are available in Section 2.2, “Installing MySQL on Unix/Linux Using
Generic Binaries”.

Warning
O Building MySQL with nonstandard options may lead to reduced functionality,
performance, or security.

Source Installation Methods

There are two methods for installing MySQL from source:

» Use a standard MySQL source distribution. To obtain a standard distribution, see Section 2.1.2,
“How to Get MySQL". For instructions on building from a standard distribution, see Section 2.9.2,
“Installing MySQL Using a Standard Source Distribution”.

Standard distributions are available as compressed t ar files, Zip archives, or RPM packages.
Distribution files have names of the form nmysql - VERSI ON. t ar . gz, nysqgl - VERSI ON. zi p,

or nysql - VERSI ON. r pmy where VERSI ONis a number like 5. 7. 27. File names for source
distributions can be distinguished from those for precompiled binary distributions in that source
distribution names are generic and include no platform name, whereas binary distribution names
include a platform name indicating the type of system for which the distribution is intended (for
example, pc- 1 i nux-i 686 or wi nx64).

* Use a MySQL development tree. For information on building from one of the development trees, see
Section 2.9.3, “Installing MySQL Using a Development Source Tree”.
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Source Installation System Requirements

Installation of MySQL from source requires several development tools. Some of these tools are needed
no matter whether you use a standard source distribution or a development source tree. Other tool
requirements depend on which installation method you use.

To install MySQL from source, the following system requirements must be satisfied, regardless of
installation method:

CWMake, which is used as the build framework on all platforms. CMake can be downloaded from http://
www.cmake.org.

A good meke program. Although some platforms come with their own make implementations, it is
highly recommended that you use GNU nmake 3.75 or higher. It may already be available on your
system as gmake. GNU nake is available from http://www.gnu.org/software/make/.

A working ANSI C++ compiler. See the description of the FORCE_UNSUPPORTED COWVPI LER. option
for some guidelines.

The Boost C++ libraries are required to build MySQL (but not to use it). Boost 1.59.0 must be
installed. To obtain Boost and its installation instructions, visit the official site. After Boost is installed,
tell the build system where the Boost files are located by defining the W TH_BOOST option when you
invoke CVake. For example:

cmake . -DW TH BOOST=/usr/| ocal / boost _1_59_0
Adjust the path as necessary to match your installation.
The ncurses library.

Sufficient free memory. If you encounter problems such as “internal compiler error” when compiling
large source files, it may be that you have too little memory. If compiling on a virtual machine, try
increasing the memory allocation.

Perl is needed if you intend to run test scripts. Most Unix-like systems include Perl. On Windows, you
can use a version such as ActiveState Perl.

To install MySQL from a standard source distribution, one of the following tools is required to unpack
the distribution file:

Fora.tar. gz compressedt ar file: GNU gunzi p to uncompress the distribution and a reasonable
t ar to unpack it. If your t ar program supports the z option, it can both uncompress and unpack the
file.

GNU t ar is known to work. The standard t ar provided with some operating systems is not able to
unpack the long file names in the MySQL distribution. You should download and install GNU t ar , or
if available, use a preinstalled version of GNU tar. Usually this is available as gnut ar, gt ar, or as

t ar within a GNU or Free Software directory, such as/ usr/ sfw bi nor/ usr/ | ocal / bi n. GNU
t ar is available from http://www.gnu.org/software/tar/.

For a . zi p Zip archive: W nZi p or another tool that can read . zi p files.

For an . r pmRPM package: The r pnbui | d program used to build the distribution unpacks it.

To install MySQL from a development source tree, the following additional tools are required:

The Git revision control system is required to obtain the development source code. The GitHub

Help provides instructions for downloading and installing Git on different platforms. MySQL officially
joined GitHub in September, 2014. For more information about MySQL's move to GitHub, refer to the
announcement on the MySQL Release Engineering blog: MySQL on GitHub
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e bi son 2.1 or higher, available from http://www.gnu.org/software/bison/. (Version 1 is no longer
supported.) Use the latest version of bi son where possible; if you experience problems, upgrade to
a later version, rather than revert to an earlier one.

bi son is available from http://www.gnu.org/software/bison/. bi son for Windows can be downloaded
from http://gnuwin32.sourceforge.net/packages/bison.htm. Download the package labeled “Complete
package, excluding sources”. On Windows, the default location for bi son is the C. \ Pr ogr am

Fi | es\ GhuW n32 directory. Some utilities may fail to find bi son because of the space in the
directory name. Also, Visual Studio may simply hang if there are spaces in the path. You can

resolve these problems by installing into a directory that does not contain a space; for example C.

\ GhuW n32.

» On Solaris Express, mt must be installed in addition to bi son. n¥ is available from http://
www.gnu.org/software/m4/.

include any directories in which the programs are located. See Section 4.2.10,

Note
@ If you have to install any programs, modify your PATH environment variable to
“Setting Environment Variables”.

If you run into problems and need to file a bug report, please use the instructions in Section 1.7, “How
to Report Bugs or Problems”.

2.9.1 MySQL Layout for Source Installation

By default, when you install MySQL after compiling it from source, the installation step installs files
under / usr /| ocal / mysql . The component locations under the installation directory are the same
as for binary distributions. See Table 2.3, “MySQL Installation Layout for Generic Unix/Linux Binary
Package”, and Section 2.3.1, “MySQL Installation Layout on Microsoft Windows”. To configure
installation locations different from the defaults, use the options described at Section 2.9.4, “MySQL
Source-Configuration Options”.

2.9.2 Installing MySQL Using a Standard Source Distribution

To install MySQL from a standard source distribution:

1. Verify that your system satisfies the tool requirements listed at Section 2.9, “Installing MySQL from
Source”.

2. Obtain a distribution file using the instructions in Section 2.1.2, “How to Get MySQL".
3. Configure, build, and install the distribution using the instructions in this section.

4. Perform postinstallation procedures using the instructions in Section 2.10, “Postinstallation Setup
and Testing”.

In MySQL 5.7, CVake is used as the build framework on all platforms. The instructions given here
should enable you to produce a working installation. For additional information on using Cvake to build
MySQL, see How to Build MySQL Server with CMake.

If you start from a source RPM, use the following command to make a binary RPM that you can install.
If you do not have r pnbui | d, use r pminstead.

shell > rpnbuild --rebuild --clean MySQ.- VERSI ON. src. rpm

The result is one or more binary RPM packages that you install as indicated in Section 2.5.5, “Installing
MySQL on Linux Using RPM Packages from Oracle”.

The sequence for installation from a compressed t ar file or Zip archive source distribution is similar to
the process for installing from a generic binary distribution (see Section 2.2, “Installing MySQL on Unix/

186


http://www.gnu.org/software/bison/
http://www.gnu.org/software/bison/
http://gnuwin32.sourceforge.net/packages/bison.htm
http://www.gnu.org/software/m4/
http://www.gnu.org/software/m4/
https://dev.mysql.com/doc/internals/en/cmake.html

Installing MySQL Using a Standard Source Distribution

Linux Using Generic Binaries”), except that it is used on all platforms and includes steps to configure
and compile the distribution. For example, with a compressed t ar file source distribution on Unix, the
basic installation command sequence looks like this:

# Preconfiguration setup

shel | > groupadd nysql

shel | > useradd -r -g nysqgl -s /bin/false nysql
# Begi nning of source-build specific instructions
shel | > tar zxvf nysqgl-VERSION. tar. gz

shel | > cd nysql - VERSI ON

shel | > nkdir bld

shel | > cd bl d

shel | > crmake ..

shel | > make

shel | > make install

# End of source-build specific instructions

# Postinstallation setup

shel | > cd /usr/ | ocal / nysql

shel | > nkdir nysqgl-files

shel | > chown nysql : mysqgl nysqgl-files

shel | > chnod 750 nysql -files

shell > bin/nysgld --initialize --user=nysql
shel | > bi n/ nmysql _ssl _rsa_setup

shel | > bin/ nysqgl d_safe --user=nysqgl &

# Next conmmand is optional

shel | > cp support-files/nysqgl.server /etc/init.d/ nmysql.server

A more detailed version of the source-build specific instructions is shown following.

accounts. After following the procedure, proceed to Section 2.10,
“Postinstallation Setup and Testing”, for postinstallation setup and testing.

Note
@ ‘ The procedure shown here does not set up any passwords for MySQL
» Perform Preconfiguration Setup
» Obtain and Unpack the Distribution
 Configure the Distribution
* Build the Distribution
* Install the Distribution
» Perform Postinstallation Setup

Perform Preconfiguration Setup

On Unix, set up the mysql user and group that will be used to run and execute the MySQL server
and own the database directory. For details, see Create a mysql User and Group. Then perform the
following steps as the mysql user, except as noted.

Obtain and Unpack the Distribution
Pick the directory under which you want to unpack the distribution and change location into it.
Obtain a distribution file using the instructions in Section 2.1.2, “How to Get MySQL".
Unpack the distribution into the current directory:

» To unpack a compressed t ar file, t ar can uncompress and unpack the distribution if it has z option
support:

shel | > tar zxvf mysqgl-VERSION tar.gz
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If your t ar does not have z option support, use gunzi p to unpack the distribution and t ar to
unpack it;

shel | > gunzip < nysql-VERSION. tar.gz | tar xvf -

Alternatively, CMake can uncompress and unpack the distribution:

shel | > cmake -E tar zxvf nysqgl-VERSION tar.gz
e To unpack a Zip archive, use W nZi p or another tool that can read . zi p files.

Unpacking the distribution file creates a directory named nysql - VERSI ON.

Configure the Distribution

Change location into the top-level directory of the unpacked distribution:

shel | > cd nysql - VERSI ON

Build outside of the source tree to keep the tree clean. If the top-level source directory is named
nysqgl - sr c under your current working directory, you can build in a directory named bl d at the same
level. Create the directory and go there:

shel | > nkdir bld
shel | > cd bl d

Configure the build directory. The minimum configuration command includes no options to override
configuration defaults:
shel | > cmake ../ nysql-src

The build directory needs not be outside the source tree. For example, you can build in a directory
named bl d under the top-level source tree. To do this, starting with mysqgl - sr ¢ as your current
working directory, create the directory bl d and then go there:

shel | > nkdir bld
shel | > cd bl d

Configure the build directory. The minimum configuration command includes no options to override
configuration defaults:
shel | > cmake .

If you have multiple source trees at the same level (for example, to build multiple versions of MySQL),
the second strategy can be advantageous. The first strategy places all build directories at the same
level, which requires that you choose a unique name for each. With the second strategy, you can use
the same name for the build directory within each source tree. The following instructions assume this
second strategy.

On Windows, specify the development environment. For example, the following commands configure
MySQL for 32-bit or 64-bit builds, respectively:

shell > cnmake .. -G "Visual Studio 12 2013"
shell > cmake .. -G "Visual Studio 12 2013 W n64"

On macOS, to use the Xcode IDE:

shel | > cnmake .. -G Xcode
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When you run cnmeke, you might want to add options to the command line. Here are some examples:

e -DBUI LD CONFI G=nysql _rel ease: Configure the source with the same build options used by
Oracle to produce binary distributions for official MySQL releases.

o - DCMAKE | NSTALL_PREFI X=di r _nane: Configure the distribution for installation under a
particular location.

e - DCPACK _MONOLI THI C | NSTALL=1: Cause make package to generate a single installation file
rather than multiple files.

* - DW TH_DEBUG=1: Build the distribution with debugging support.
For a more extensive list of options, see Section 2.9.4, “MySQL Source-Configuration Options”.

To list the configuration options, use one of the following commands:

shel | > cmake .. -L # overvi ew

shel |l > cnake .. -LH # overview with hel p text
shel |l > cnake .. -LAH # all params with hel p text
shel | > ccnake .. # interactive display

If CVake fails, you might need to reconfigure by running it again with different options. If you do
reconfigure, take note of the following:

 If CMvake is run after it has previously been run, it may use information that was gathered during its
previous invocation. This information is stored in CVakeCache. t xt . When CVake starts up, it looks
for that file and reads its contents if it exists, on the assumption that the information is still correct.
That assumption is invalid when you reconfigure.

» Each time you run C\Vake, you must run nake again to recompile. However, you may want to
remove old object files from previous builds first because they were compiled using different
configuration options.

To prevent old object files or configuration information from being used, run these commands in the
build direcotry on Unix before re-running Civake:

shel | > nake cl ean
shel | > rm CVakeCache. t xt

Or, on Windows:

shel | > devenv MySQL. sl n /cl ean
shel | > del CMakeCache. t xt

If you are going to send mail to a MySQL mailing list to ask for configuration assistance, first check the
files in the C\VakeFi | es directory for useful information about the failure. To file a bug report, please
use the instructions in Section 1.7, “How to Report Bugs or Problems”.

Build the Distribution
On Unix:

shel | > make
shel | > make VERBOSE=1

The second command sets VERBOSE to show the commands for each compiled source.
Use gmake instead on systems where you are using GNU nmake and it has been installed as gnake.

On Windows:

shel | > devenv MySQ.. sl n /build Rel WthDebl nfo
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If you have gotten to the compilation stage, but the distribution does not build, see Section 2.9.5,
“Dealing with Problems Compiling MySQL”, for help. If that does not solve the problem, please enter it
into our bugs database using the instructions given in Section 1.7, “How to Report Bugs or Problems”.
If you have installed the latest versions of the required tools, and they crash trying to process our
configuration files, please report that also. However, if you get a conmand not found error or a
similar problem for required tools, do not report it. Instead, make sure that all the required tools are
installed and that your PATH variable is set correctly so that your shell can find them.

Install the Distribution

On Unix:

shel | > make instal

This installs the files under the configured installation directory (by default, / usr /1 ocal / nysql ). You
might need to run the command as r oot .

To install in a specific directory, add a DESTDI R parameter to the command line:

shel | > make install DESTDI R="/opt/nmysql"

Alternatively, generate installation package files that you can install where you like:

shel | > make package

This operation produces one or more . t ar . gz files that can be installed like generic binary distribution
packages. See Section 2.2, “Installing MySQL on Unix/Linux Using Generic Binaries”. If you run C\Vake
with - DCPACK_MONOLI THI C_| NSTALL=1, the operation produces a single file. Otherwise, it produces
multiple files.

On Windows, generate the data directory, then create a . zi p archive installation package:

shel | > devenv MySQL.sln /build Rel WthDeblnfo /project initial_database
shel | > devenv MySQL.sln /build Rel WthDebl nfo /project package

You can install the resulting . zi p archive where you like. See Section 2.3.5, “Installing MySQL on
Microsoft Windows Using a noi nst al | ZIP Archive”.

Perform Postinstallation Setup

The remainder of the installation process involves setting up the configuration file, creating the core
databases, and starting the MySQL server. For instructions, see Section 2.10, “Postinstallation Setup
and Testing”.

passwords. After starting the server, you should set up passwords for them

Note
@ The accounts that are listed in the MySQL grant tables initially have no
using the instructions in Section 2.10, “Postinstallation Setup and Testing”.

2.9.3 Installing MySQL Using a Development Source Tree

This section describes how to install MySQL from the latest development source code, which is hosted
on GitHub. To obtain the MySQL Server source code from this repository hosting service, you can set
up a local MySQL Git repository.

On GitHub, MySQL Server and other MySQL projects are found on the MySQL page. The MySQL
Server project is a single repository that contains branches for several MySQL series.

MySQL officially joined GitHub in September, 2014. For more information about MySQL's move to
GitHub, refer to the announcement on the MySQL Release Engineering blog: MySQL on GitHub
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» Prerequisites for Installing from Development Source

» Setting Up a MySQL Git Repository
Prerequisites for Installing from Development Source

To install MySQL from a development source tree, your system must satisfy the tool requirements
outlined in Section 2.9, “Installing MySQL from Source”.

Setting Up a MySQL Git Repository
To set up a MySQL Git repository on your machine, use this procedure:

1. Clone the MySQL Git repository to your machine. The following command clones the MySQL
Git repository to a directory named nysql - ser ver . The initial download will take some time to
complete, depending on the speed of your connection.

~$ git clone https://github.com nysql/nysql -server.git

Cloning into 'mysql-server'...

renote: Counting objects: 1035465, done

renote: Total 1035465 (delta 0), reused O (delta 0)

Recei vi ng obj ects: 100% ( 1035465/ 1035465), 437.48 MB | 5.10 M B/s, done
Resol vi ng del tas: 100% ( 855607/ 855607), done

Checki ng connectivity... done

Checking out files: 100% (21902/21902), done

2. When the clone operation completes, the contents of your local MySQL Git repository appear
similar to the following:

~$ cd nysql - server

~/ nysql -server$ |Is

BUI LD COPYI NG l'i bnysql d regex uni ttest
BUI LD- CVAKE dbug |'i bservices scripts VERSI ON
client Docs man sql Vi o
crmake extra nysql -t est sql - conmon wi n
CMakelLi st s. t xt i ncl ude nysys st or age zlib
cmd-line-utils | NSTALL- SOURCE packagi ng strings

config. h. cmake | NSTALL- W N- SOURCE  pl ugi n support-files
configure.cmake |ibnysql READVE tests

3. Usethegit branch -r command to view the remote tracking branches for the MySQL
repository.

~/ nysql -server$ git branch -r
origin/5.5
origin/5.6
origin/5.7
origin/HEAD -> origin/5.7
origin/cluster-7.2
origin/cluster-
origin/cluster-

4. To view the branches that are checked out in your local repository, issue the gi t branch
command. When you cloned the MySQL Git repository, the MySQL 5.7 branch was checked out
automatically. The asterisk identifies the 5.7 branch as the active branch.

~/ mysql -server$ git branch
* 5.7

5. To check out a different MySQL branch, run the gi t checkout command, specifying the branch
name. For example, to check out the MySQL 5.5 branch:

~/ nysql -server$ git checkout 5.5
Branch 5.5 set up to track renpte branch 5.5 fromorigin.
Switched to a new branch '5.5
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6. Rungit branch to verify that the MySQL 5.5 branch is present. MySQL 5.5, which is the last
branch you checked out, is marked by an asterisk indicating that it is the active branch.

~/ nmysql -server$ git branch

* 5.5
5.7

7. Usethegit checkout command to switch between branches. For example:
~/ mysql -server$ git checkout 5.7

8. To obtain changes made after your initial setup of the MySQL Git repository, switch to the branch
you want to update and issue the gi t pul | command:

~/ nysql -server$ git checkout 5.7
~/ nysql -server$ git pul

To examine the commit history, use the gi t | og option:
~/ nysql -server$ git |og
You can also browse commit history and source code on the GitHub MySQL site.

If you see changes or code that you have a question about, send an email to the MySQL
i nt er nal s mailing list. See Section 1.6.2, “MySQL Mailing Lists”. For information about
contributing a patch, see Contributing to MySQL Server.

9. After you have cloned the MySQL Git repository and have checked out the branch you want to

build, you can build MySQL Server from the source code. Instructions are provided in Section 2.9.2,

“Installing MySQL Using a Standard Source Distribution”, except that you skip the part about
obtaining and unpacking the distribution.

Be careful about installing a build from a distribution source tree on a production machine. The
installation command may overwrite your live release installation. If you already have MySQL

installed and do not want to overwrite it, run C\Vake with values for the CVAKE | NSTALL _PREFI X,
MYSQL_TCP_PORT, and MYSQL_UNI X_ADDR options different from those used by your production
server. For additional information about preventing multiple servers from interfering with each other,
see Section 5.7, “Running Multiple MySQL Instances on One Machine”.

Play hard with your new installation. For example, try to make new features crash. Start by running

nmake test. See Section 28.1.2, “The MySQL Test Suite”.

2.9.4 MySQL Source-Configuration Options

The CVake program provides a great deal of control over how you configure a MySQL source
distribution. Typically, you do this using options on the C\vake command line. For information about
options supported by CMvake, run either of these commands in the top-level source directory:

cmake . -LH
ccnake

You can also affect CMake using certain environment variables. See Section 4.9, “MySQL Program
Environment Variables”.

For boolean options, the value may be specified as 1 or ONto enable the option, or as 0 or OFF to
disable the option.

Many options configure compile-time defaults that can be overridden at server startup. For example,

the CMAKE | NSTALL_PREFI X, MYSQL_TCP_PORT, and MYSQL_ UNI X ADDR options that configure the
default installation base directory location, TCP/IP port number, and Unix socket file can be changed at

server startup with the - - basedi r, - - port, and - - socket options for nysql d. Where applicable,
configuration option descriptions indicate the corresponding nmysql d startup option.
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The following sections provide more information about C\Vake options.
» CMake Option Reference
» General Options
* Installation Layout Options
» Storage Engine Options
» Feature Options
e Compiler Flags
» CMake Options for Compiling NDB Cluster
CMake Option Reference

The following table shows the available C\Vake options. In the Def aul t column, PREFI X stands for
the value of the CMAKE_| NSTALL_PREFI X option, which specifies the installation base directory. This
value is used as the parent location for several of the installation subdirectories.

Table 2.13 MySQL Source-Configuration Option Reference (CMake)

Formats Description Default Introduce®emoved
BU LD _CONFI G Use same build options as
official releases
CVMAKE_BUI LD _TYPE Type of build to produce Rel Wt hDebl nf o
CVAKE_CXX_FLAGS Flags for C++ Compiler
CVAKE_C FLAGS Flags for C Compiler
CVAKE | NSTALL _PREFI X |Installation base directory [usr/local/
mysql
COWPI LATI ON_COMVENT Comment about compilation
environment
CPACK_MONCLI THI C I NSTALWhether package build OFF
produces single file
DEFAULT CHARSET The default server character |l atinl
set
DEFAULT_COLLATI ON The default server collation |l atinl_swedi sh_[ci
DI SABLE_PSI _COND Exclude Performance OFF 5.7.3
Schema condition
instrumentation
DI SABLE PSI _FI LE Exclude Performance OFF 5.7.3
Schema file instrumentation
DI SABLE PSI | DLE Exclude Performance OFF 5.7.3
Schema idle instrumentation
Dl SABLE _PSI _ MEMORY Exclude Performance OFF 5.7.3
Schema memory
instrumentation
DI SABLE_PSI _METADATA  |Exclude Performance OFF 5.7.3
Schema metadata
instrumentation
DI SABLE _PSI _MJTEX Exclude Performance OFF 5.7.3
Schema mutex
instrumentation
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Formats

Description

Default

Introduce

*Bemoved

DI SABLE_PSI _PS

Exclude the performance
schema prepared statements

OFF

5.7.3

DI SABLE_PSI _ RALOCK

Exclude Performance
Schema rwlock
instrumentation

OFF

5.7.3

DI SABLE_PSI _SOCKET

Exclude Performance
Schema socket
instrumentation

5.7.3

DI SABLE_PSI _SP

Exclude Performance
Schema stored program
instrumentation

OFF

5.7.3

DI SABLE_PSI _STAGE

Exclude Performance
Schema stage
instrumentation

5.7.3

Dl SABLE_PSI _STATEMENT

Exclude Performance
Schema statement
instrumentation

5.7.3

DI SABLE_PS| _STATEMVENT [DEg&Sde Performance

Schema statements_digest
instrumentation

5.7.3

Dl SABLE_PSI _TABLE

Exclude Performance
Schema table instrumentation

OFF

5.7.3

DI SABLE_PSI _THREAD

Exclude the performance
schema thread
instrumentation

OFF

5.7.3

DI SABLE_PSI _ TRANSACTI ONExclude the performance

schema transaction
instrumentation

OFF

5.7.3

DOWKLOAD_BOOST

Whether to download the
Boost library

OFF

575

DOMNLOAD_BOOST_TI MEQUT

Timeout in seconds for
downloading the Boost library

600

5.7.6

ENABLED_LOCAL_I NFI LE

Whether to enable LOCAL for
LOAD DATA

OFF

ENABLED_PROFI LI NG

Whether to enable query
profiling code

ENABLE_DEBUG_SYNC

Whether to enable Debug
Sync support

571

ENABLE_DOWNL CADS

Whether to download optional
files

OFF

ENABLE_DTRACE

Whether to include DTrace
support

ENABLE_GCOV

Whether to include gcov
support

ENABLE_GPROF

Enable gprof (optimized Linux
builds only)

OFF

FORCE_UNSUPPCRTED_COWPI

\\Eiether to permit
unsupported compiler

5.7.5

194



MySQL Source-Configuration Options

Formats Description Default Introduce®emoved
| GNORE_AI O_CHECK With - OFF
DBUILD_CONFIG=mysq|_release,
ignore libaio check
| NNODB_PAGE_ATOM C_REF | Eqabl€ or disable atomic ON 5.7.4 5.7.5
page reference counting
| NSTALL_BI NDI R User executables directory PREFI X/ bi n
I NSTALL_DOCDI R Documentation directory PREFI X/ docs
| NSTALL_DOCREADVMEDI R |README file directory PREFI X
| NSTALL_| NCLUDEDI R Header file directory PREFI X/ i ncl ude
I NSTALL_| NFODI R Info file directory PREFI X/ docs
| NSTALL_LAYOUT Select predefined installation | STANDAL ONE
layout
| NSTALL_LI BDI R Library file directory PREFI X/ 1'i b
I NSTALL_MANDI R Manual page directory PREFI X/ man
I NSTALL_MYSQLKEYRI NGDI RDirectory for keyring_file pl atform 5.7.11
plugin data file specific
I NSTALL_MYSQLSHAREDI R |Shared data directory PREFI X/ shar e
| NSTALL_MYSQLTESTDI R |mysql-test directory PREFI X/ nysql -
t est
| NSTALL_PKGCONFI GDI R |Directory for mysqlclient.pc || NSTALL_ LI BDI R/|5.7.9
pkg-config file pkgconfig
I NSTALL_PLUG NDI R Plugin directory PREFI X/ | i b/
pl ugin
I NSTALL_SBI NDI R Server executable directory |PREFI X/ bi n
| NSTALL_SCRI PTDI R Scripts directory PREFI X/ scri pts
| NSTALL_SECURE_FI LE PRI s&dure_file priv default value |pl at f or m 5.7.6
specific
I NSTALL_SECURE_FI LE_ PRI sedtiveHieEy Befault value 5.7.8
for libmysqld
I NSTALL_SHAREDI R aclocal/mysql.m4 installation |PREFI X/ shar e
directory
| NSTALL_SQLBENCHDI R sql-bench directory PREFI X 5.7.8
| NSTALL_SUPPORTFI LESDI RExtra support files directory |PREFI X/
support-files
MAX_| NDEXES Maximum indexes per table |64 571
MUTEX_TYPE InnoDB mutex type event 5.7.2
MYSQLX_TCP_PORT TCP/IP port number used by 33060 5.7.17
X Plugin
MYSQLX_UNI X_ADDR Unix socket file used by X It npl/ 5.7.15
Plugin nmysql x. sock
MYSQ._DATADI R Data directory
MYSQL_MAI NTAI NER_MODE |Whether to enable MySQL OFF
maintainer-specific
development environment
MYSQL_PRQIECT _NAME Windows/OS X project name |MySQL
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Formats Description Default Introduce®emoved
MYSQL_TCP_PORT TCP/IP port number 3306
MYSQL_UNI X ADDR Unix socket file [t npl/
mysql . sock
ODBC_| NCLUDES ODBC includes directory
CDBC LI B DR ODBC library directory
OPTI M ZER_TRACE Whether to support optimizer
tracing
REPRODUCI BLE_BUI LD Take extra care to create a 5.7.19
build result independent of
build location and time
SUNPRO_CXX_LI BRARY Client link library on Solaris 5.7.5
10+
SYSCONFDI R Option file directory
SYSTEMD PI D DR Directory for PID file under [var/run/ 5.7.6
systemd mysql d
SYSTEMD SERVI CE_NAME |Name of MySQL service mysql d 5.7.6
under systemd
TWMPDI R tmpdir default value 5.7.4
W N_DEBUG _NO | NLI NE Whether to disable function |OFF 5.7.6
inlining
W THOUT _xxx_ STORAGE EN@EEkXElude storage engine xxx
from build
W TH_ASAN Enable AddressSanitizer OFF 5.7.3
W TH_ASAN_SCOPE Enable AddressSanitizer - OFF 5.7.21
fsanitize-address-use-after-
scope Clang flag
W TH_AUTHENTI CATI ON_L DAWhether to report error if OFF 5.7.19
LDAP authentication plugins
cannot be built
W TH_AUTHENTI CATI ON_PAMBuUild PAM authentication OFF
plugin
W TH_AWS_SDK Location of Amazon 5.7.19
Web Services software
development kit
W TH_BOOST The location of the Boost 5.7.5
library sources
W TH_CLI ENT_PROTOCCL_ TRBGild\dient-side protocol ON 5.7.2
tracing framework
W TH_CURL Location of curl library 5.7.19
W TH_DEBUG Whether to include OFF
debugging support
W TH_DEFAULT _COVPI LER QORHetis to use default ON
compiler options
W TH_DEFAULT_ FEATURE SEWhether to use default ON
feature set
W TH_EDI TLI NE Which libedit/editline library to|bundl ed 5.7.2

use
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Formats Description Default Introduce®emoved

W TH_EMBEDDED SERVER |Whether to build embedded |OFF
server

W TH_EVBEDDED SHARED LI ¥BrR&fYer to build a shared OFF 5.7.4
embedded server library

W TH_EXTRA CHARSETS Which extra character sets to |al |
include

W TH_GVIOCK Path to googlemock
distribution

W TH_| NNODB_EXTRA DEBUQ@Nhether to include extra OFF 5.7.2
debugging support for
InnoDB.

W TH_| NNODB_MEMCACHED |Whether to generate OFF
memcached shared libraries.

W TH_KEYRI NG_TEST Build the keyring test OFF 5.7.11
program

W TH_LI BEVENT Which libevent library to use |bundl ed

W TH_LI BWRAP Whether to include libwrap OFF
(TCP wrappers) support

W TH Lz4 Type of LZ4 library support  |bundl ed 5.7.14

W TH_MECAB Compiles MeCab 5.7.6

W TH_MSAN Enable MemorySanitizer OFF 5.7.4

W TH_MSCRT_DEBUG Enable Visual Studio CRT OFF 5.7.6
memory leak tracing

W TH_NDBCLUSTER Build the NDB storage ON
engine; alias for
WITH_NDBCLUSTER_STORAGE_ENGINE

W TH_NDBCLUSTER STORAGEBHINGIHEENDB storage engine | ON

W TH_NDB_TEST Include NDB API test OFF
programs.

W TH_NUVA Set NUMA memory allocation 5.7.17
policy

W TH_PROTOBUF Which Protocol Buffers bundl ed 5.7.12
package to use

W TH_RAPI D Whether to build rapid ON 5.7.12
development cycle plugins

W TH_SSL Type of SSL support bundl ed

W TH_SYSTEMD Enable installation of systemd |OFF 5.7.6
support files

W TH TEST TRACE PLUG N|Build test protocol trace OFF 5.7.2
plugin

W TH_UBSAN Enable Undefined Behavior |OFF 5.7.6
Sanitizer

W TH _UNI T_TESTS Compile MySQL with unit ON
tests

W TH_UNI XCDBC Enable unixODBC support OFF

W TH_VALGRI ND Whether to compile in OFF

Valgrind header files
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Formats Description Default Introduce®emoved

WTH ZLI B Type of zlib support bundl ed

W TH xxx_STORAGE_ENG NECompile storage engine xxx

statically into server

General Options

- DBUI LD_CONFI G=nysqgl _rel ease

This option configures a source distribution with the same build options used by Oracle to produce
binary distributions for official MySQL releases.

- DCMAKE_BUI LD TYPE=t ype
The type of build to produce:

« Rel Wt hDebl nf o: Enable optimizations and generate debugging information. This is the default
MySQL build type.

« Debug: Disable optimizations and generate debugging information. This build type is also used
if the W TH_DEBUG option is enabled. That is, - DW TH_DEBUG=1 has the same effect as -
DCMAKE_BUI LD _TYPE=Debug.

- DCPACK_MONOLI THI C_I NSTALL=bool

This option affects whether the make package operation produces multiple installation package
files or a single file. If disabled, the operation produces multiple installation package files, which may
be useful if you want to install only a subset of a full MySQL installation. If enabled, it produces a
single file for installing everything.

Installation Layout Options

The CVAKE_| NSTALL_PREFI X option indicates the base installation directory. Other options with
names of the form | NSTALL_xxx that indicate component locations are interpreted relative to the
prefix and their values are relative pathnames. Their values should not include the prefix.

- DOMAKE_| NSTALL_PREFI X=di r _nane
The installation base directory.
This value can be set at server startup with the - - basedi r option.

- DI NSTALL_BI NDI R=di r _nane
Where to install user programs.

- DI NSTALL_DOCDI R=di r _nan®
Where to install documentation.

- DI NSTALL_DOCREADNMEDI R=di r _nane
Where to install READVE files.

- DI NSTALL_ | NCLUDEDI R=di r _nane
Where to install header files.

- DI NSTALL_| NFODI R=di r _narme

Where to install Info files.
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- DI NSTALL_LAYQUT=namne
Select a predefined installation layout:
e STANDALONE: Same layout as used for . t ar. gz and . zi p packages. This is the default.
« RPM Layout similar to RPM packages.
* SVR4: Solaris package layout.
» DEB: DEB package layout (experimental).
You can select a predefined layout but modify individual component installation locations by
specifying other options. For example:
cmake . - DI NSTALL_LAYOUT=SVR4 - DMYSQ._DATADI R=/ var/ mysql / dat a

The | NSTALL_LAYQUT value determines the default value of the secure_file priv,
keyring encrypted file_data,andkeyring file_data system variables. See the
descriptions of those variables in Section 5.1.7, “Server System Variables”, and Section 6.4.4.11,
“Keyring System Variables”.

- DI NSTALL_LI BDI R=di r _nane
Where to install library files.
- DI NSTALL_MANDI R=di r _nane
Where to install manual pages.
- DI NSTALL_MYSQLKEYRI NGDI R=di r _pat h

The default directory to use as the location of the keyri ng fi | e plugin data file. The default
value is platform specific and depends on the value of the | NSTALL_LAYCUT CVake option; see
the description of the keyri ng_fi | e_dat a system variable in Section 5.1.7, “Server System
Variables”.

This option was added in MySQL 5.7.11.
- DI NSTALL_MYSQLSHAREDI R=di r _nane
Where to install shared data files.

- DI NSTALL_MYSQLTESTDI R=di r _nane

Where to install the mysql -t est directory. To suppress installation of this directory, explicitly set the

option to the empty value (- DI NSTALL_MYSQLTESTDI R=).
- DI NSTALL_PKGCONFI GDI R=di r _nane

The directory in which to install the nysql cl i ent . pc file for use by pkg- conf i g. The default
value is | NSTALL_LI BDI R/ pkgconfi g, unless | NSTALL LI BDI Rends with / mysql , in which
case that is removed first.

- DI NSTALL_PLUG NDI R=di r _nane

The location of the plugin directory.

This value can be set at server startup with the - - pl ugi n_di r option.
- DI NSTALL_SBI NDI R=di r _nane

Where to install the nysql d server.
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- DI NSTALL_SCRI PTDI R=di r _nane

Where to install nysql i nstal | _db.

- DI NSTALL_SECURE_FI LE_PRI VDI R=di r _nane

The default value for the secure_fil e priv system variable. The default value is platform
specific and depends on the value of the | NSTALL LAYOUT CMvake option; see the description of the
secure_file priv system variable in Section 5.1.7, “Server System Variables”.

To set the value for the | i brysql d embedded server, use
| NSTALL_SECURE_FI LE_PRI V_EMBEDDEDDI R.

- DI NSTALL_SECURE_FI LE_PRI V_EVMBEDDEDDI R=di r _nane

The default value for the secure_fil e_pri v system variable, for the | i brrysql d embedded
server.

Note
@ The | i brrysql d embedded server library is deprecated as of MySQL 5.7.19
and will be removed in MySQL 8.0.

- DI NSTALL_SHAREDI R=di r _nane
Where to install acl ocal / nysqgl . ma.

- DI NSTALL_SQLBENCHDI R=di r _namne

Where to install the sql - bench directory. To suppress installation of this directory, explicitly set the
option to the empty value (- DI NSTALL _SQLBENCHDI R=).

The sql - bench directory is no longer included in MYSQL distributions, so the
| NSTALL_SQLBENCHDI R= option is removed as well.

- DI NSTALL_SUPPORTFI LESDI R=di r _nane

Where to install extra support files.
- DMYSQL_DATADI R=di r _nane

The location of the MySQL data directory.

This value can be set at server startup with the - - dat adi r option.
- DODBC_| NCLUDES=di r _nane

The location of the ODBC includes directory, and may be used while configuring Connector/ODBC.
- DODBC LI B_DI R=di r _narme

The location of the ODBC library directory, and may be used while configuring Connector/ODBC.
- DSYSCONFDI R=di r _nane

The default my. cnf option file directory.

This location cannot be set at server startup, but you can start the server with a given option file

using the - -def aul t s-fi |l e=fil e _name option, where fi | e_nane is the full path name to the
file.

- DSYSTEMD Pl D Dl R=di r _nhane
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The name of the directory in which to create the PID file when MySQL is managed by systemd. The
defaultis / var/ r un/ mysql d; this might be changed implicitly according to the | NSTALL _LAYOUT
value.

This option is ignored unless W TH_SYSTEMD is enabled.
» - DSYSTEMD_SERVI CE_NAME=nane

The name of the MySQL service to use when MySQL is managed by systemd. The default is
nysql d; this might be changed implicitly according to the | NSTALL _LAYQOUT value.

This option is ignored unless W TH_SYSTEMD is enabled.
e -DTWMPDI R=di r _nane

The default location to use for the t npdi r system variable. If unspecified, the value defaults to
P_tnpdir in<stdio. h>.

Storage Engine Options

Storage engines are built as plugins. You can build a plugin as a static module (compiled into the
server) or a dynamic module (built as a dynamic library that must be installed into the server using the
| NSTALL PLUG N statement or the - - pl ugi n- | oad option before it can be used). Some plugins
might not support static or dynamic building.

The | nnoDB, Myl SAM MERGE, MEMORY, and CSV engines are mandatory (always compiled into the
server) and need not be installed explicitly.

To compile a storage engine statically into the server, use - DW TH_engi ne_ STORAGE _ENG NE=L1.
Some permissible engi ne values are ARCHI VE, BLACKHOLE, EXAMPLE, FEDERATED, NDB or
NDBCLUSTER (NDB), and PARTI TI ON (partitioning support). Examples:

- DW TH_ARCHI VE_STORAGE_ENG NE=1
- DW TH_BLACKHOLE_STORAGE_ENG NE=1

Note

@ W TH_NDBCLUSTER_STORAGE_ENG NE is supported only when building NDB
Cluster using the NDB Cluster sources. It cannot be used to enable clustering
support in other MySQL source trees or distributions. In NDB Cluster source
distributions, it is enabled by default. See Section 21.2.3.4, “Building NDB
Cluster from Source on Linux”, and Section 21.2.4.2, “Compiling and Installing
NDB Cluster from Source on Windows”, for more information.

Note

S It is not possible to compile without Performance Schema support. If it is desired
to compile without particular types of instrumentation, that can be done with the
following CVake options:

DI SABLE_PS| _COND

Dl SABLE_PS| _FI LE

DI SABLE_PS| _| DLE

DI SABLE_PS| _MEMORY

DI SABLE_PS| _METADATA
DI SABLE_PS| _MUTEX

DI SABLE_PS| _PS

DI SABLE_PS| _RW.OCK

DI SABLE_PS| _SOCKET

DI SABLE_PS| _SP
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DI SABLE_PS| _STAGE

DI SABLE_PS| _STATEMENT

DI SABLE_PS| _STATEMENT DI GEST
DI SABLE_PS| _TABLE

DI SABLE_PS| _THREAD

DI SABLE_PS| _TRANSACTI ON

For example, to compile without mutex instrumentation, configure MySQL using
the - DDI SABLE_PSI _ MUTEX=1 option.

To exclude a storage engine from the build, use - DW TH_engi ne_ STORACGE _ENG NE=0. Examples:

- DW TH_EXAMPLE_STORAGE_ENG NE=0
- DW TH_FEDERATED_STORAGE_ENGI NE=0
- DW TH_PARTI TI ON_STORAGE_ENG NE=0

It is also possible to exclude a storage engine from the build using -
DW THOUT _engi ne_ STORAGE_ENGQ NE=1 (but - DW TH_engi ne_ STORAGE_ENG NE=0 is preferred).
Examples:

- DW THOUT_EXAMPLE_STORAGE_ENG NE=1
- DW THOUT_FEDERATED_STORAGE_ENG NE=1
- DW THOUT_PARTI TI ON_STORAGE_ENG NE=1

If neither - DW TH_engi ne_STORAGE_ENG NE nor - DW THOUT _engi ne_STORAGE_ENG NE are
specified for a given storage engine, the engine is built as a shared module, or excluded if it cannot be
built as a shared module.

Feature Options

- DCOVPI LATI ON_COMVENT=st ri ng
A descriptive comment about the compilation environment.
- DDEFAULT _CHARSET=char set _nane

The server character set. By default, MySQL uses the | ati n1 (cp1252 West European) character
set.

char set _nanme may be one of bi nary, arnscii 8, ascii, bi g5, cpl1250, cpl251, cpl256,
cpl257, cp850, cp852, cp866, cp932, dec8, eucj pns, euckr, gh2312, gbk, geost d8,

gr eek, hebr ew, hp8, keybcs?2, koi 8r, koi 8u,l atinl,latin2,latin5,latin7, mcce,
nmacronman, sji s,swe7,tis620,ucs2,ujis,utf8,utf8nb4,utfl6,utfl6le,utf32. The

permissible character sets are listed in the cnmake/ char act er _set s. cnake file as the value of
CHARSETS_AVAI LABLE.

This value can be set at server startup with the - - char act er _set server option.
- DDEFAULT_COLLATI ON=col | ati on_nane

The server collation. By default, MySQL uses | at i n1_swedi sh_ci . Use the SHON COLLATI ON
statement to determine which collations are available for each character set.

This value can be set at server startup with the - - col | ati on_ser ver option.
- DDI SABLE_PSI _COND=bool

Whether to exclude the Performance Schema condition instrumentation. The default is OFF (include).
- DDI SABLE_PSI _FI LE=bool

Whether to exclude the Performance Schema file instrumentation. The default is OFF (include).
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- DDl SABLE_PSI _| DLE=bool

Whether to exclude the Performance Schema idle instrumentation. The default is OFF (include).
- DDl SABLE_PSI _ MEMORY=bool

Whether to exclude the Performance Schema memory instrumentation. The default is OFF (include).
- DDl SABLE_PSI _METADATA=bool

Whether to exclude the Performance Schema metadata instrumentation. The default is OFF
(include).

- DDl SABLE_PSI _MJTEX=bool

Whether to exclude the Performance Schema mutex instrumentation. The default is OFF (include).
- DDI SABLE_PSI _RW.OCK=bool

Whether to exclude the Performance Schema rwlock instrumentation. The default is OFF (include).
- DDI SABLE_PSI _SOCKET=bool

Whether to exclude the Performance Schema socket instrumentation. The default is OFF (include).
- DDI SABLE_PSI _SP=bool

Whether to exclude the Performance Schema stored program instrumentation. The default is OFF
(include).

- DDl SABLE_PS| _STAGE=bool
Whether to exclude the Performance Schema stage instrumentation. The default is OFF (include).
- DDl SABLE _PSI _STATEMENT=bool

Whether to exclude the Performance Schema statement instrumentation. The default is OFF
(include).

- DDI SABLE_PSI _STATEMENT_DI GEST=bool

Whether to exclude the Performance Schema statement_digest instrumentation. The default is OFF
(include).

- DDl SABLE_PSI _TABLE=bool
Whether to exclude the Performance Schema table instrumentation. The default is OFF (include).
- DDl SABLE_PSI| _PS=bool

Exclude the performance schema prepared statements instances instrumentation. The default is OFF
(include).

- DDl SABLE_PSI _ THREAD=booI
Exclude the performance schema thread instrumentation. The default is OFF (include).

Only disable threads when building without any instrumentation, because other instrumentations
have a dependency on threads.

- DDI SABLE_PSI _ TRANSACTI ON=bool

Exclude the performance schema transaction instrumentation. The default is OFF (include).
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- DDOANLOAD_BOOST=bool
Whether to download the Boost library. The default is OFF.
See the W TH_BOOST option for additional discussion about using Boost.
- DDOWNLOAD BOOST Tl MEQUT=seconds
The timeout in seconds for downloading the Boost library. The default is 600 seconds.
See the W TH_BOOST option for additional discussion about using Boost.

- DENABLE_DEBUG_SYNC=bool

Note
@ As of MySQL 5.7.18, ENABLE_DEBUG_SYNC is removed and enabling
W TH_DEBUG enables Debug Sync.

Whether to compile the Debug Sync facility into the server. This facility is used for testing and
debugging. This option is enabled by default, but has no effect unless MySQL is configured
with debugging enabled. If debugging is enabled and you want to disable Debug Sync, use -
DENABLE_DEBUG_SYNC=0.

When compiled in, Debug Sync is disabled by default at runtime. To enable it, start nysql d with the
- - debug- sync-ti neout =N option, where Nis a timeout value greater than 0. (The default value is
0, which disables Debug Sync.) N becomes the default timeout for individual synchronization points.

Sync debug checking for the | nnoDB storage engine is available when debugging support is
compiled in using the W TH_DEBUG option.

For a description of the Debug Sync facility and how to use synchronization points, see MySQL
Internals: Test Synchronization.

- DENABLE_DOWNLOADS=bool

Whether to download optional files. For example, with this option enabled, C\Vake downloads the
Google Test distribution that is used by the test suite to run unit tests.

- DENABLE_DTRACE=bool

Whether to include support for DTrace probes. For information about DTrace, wee Section 5.8,
“Tracing mysqgld Using DTrace”

This option is deprecated because support for DTrace is deprecated in MySQL 5.7 and is removed in
MySQL 8.0.

- DENABLE_GCOV=bool

Whether to include gcov support (Linux only).
- DENABLE_GPROF=bool

Whether to enable gpr of (optimized Linux builds only).
- DENABLED LOCAL_| NFI LE=bool

This option controls the compiled-in default LOCAL capability for the MySQL client library. Clients that
make no explicit arrangements therefore have LOCAL capability disabled or enabled according to the
ENABLED LOCAL | NFI LE setting specified at MySQL build time.

By default, the client library in MySQL binary distributions is compiled with
ENABLED LOCAL | NFI LE enabled. If you compile MySQL from source, configure it with
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ENABLED LOCAL_| NFI LE disabled or enabled based on whether clients that make no explicit
arrangements should have LOCAL capability disabled or enabled, respectively.

ENABLED LOCAL_| NFI LE controls the default for client-side LOCAL capability. For the server, the

| ocal _i nfil e system variable controls server-side LOCAL capability. To explicitly cause the server
to refuse or permit LOAD DATA LOCAL statements (regardless of how client programs and libraries
are configured at build time or runtime), start nysql d with | ocal _i nfi | e disabled or enabled,
respectively. | ocal i nfil e can also be set at runtime. See Section 6.1.6, “Security Issues with
LOAD DATA LOCAL".

- DENABLED_PROCFI LI NG=bool
Whether to enable query profiling code (for the SHON PROFI LE and SHOW PROFI LES statements).
- DFORCE_UNSUPPORTED_COWPI LER=bool

By default, CMake checks for minimum versions of supported compilers: Visual Studio 2013
(Windows); GCC 4.4 or Clang 3.3 (Linux); Developer Studio 12.5 (Solaris server); Developer Studio
12.2 or GCC 4.4 (Solaris client library); Clang 3.3 (macOS), Clang 3.3 (FreeBSD). To disable this
check, use - DFORCE_UNSUPPORTED_COWPI LER=CON.

- DI GNORE_Al O_CHECK=bool

If the - DBUI LD_CONFI G=nysql _r el ease option is given on Linux, the | i bai o library must be
linked in by default. If you do not have | i bai o or do not want to install it, you can suppress the
check for it by specifying - DI GNORE_AlI O_CHECK=1.

- DI NNODB_PAGE_ATOM C_REF_COUNT=bool
This option is obsolete.
- DVAX_| NDEXES=num

The maximum number of indexes per table. The default is 64. The maximum is 255. Values smaller
than 64 are ignored and the default of 64 is used.

- DMYSQL_MAI NTAI NER_MODE=bool

Whether to enable a MySQL maintainer-specific development environment. If enabled, this option
causes compiler warnings to become errors.

- DMUTEX_TYPE=t ype
The mutex type used by | nnoDB. Options include:

e event : Use event mutexes. This is the default value and the original | nnoDB mutex
implementation.

* sys: Use POSIX mutexes on UNIX systems. Use CRI Tl CAL_SECTI ON onjects on Windows, if
available.

e fut ex: Use Linux futexes instead of condition variables to schedule waiting threads.
- DMYSQLX _TCP_PORT=port _num
The port number on which X Plugin listens for TCP/IP connections. The default is 33060.
This value can be set at server startup with the mysql x_port system variable.
- DMYSQLX _UNI X _ADDR=fi |l e_nane

The Unix socket file path on which the server listens for X Plugin socket connections. This must be
an absolute path name. The defaultis / t np/ nysql x. sock.
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This value can be set at server startup with the mysql x_port system variable.
- DMWYSQL_PROJECT _NAME=narme
For Windows or macQOS, the project name to incorporate into the project file name.
- DMYSQL_TCP_PORT=port _num
The port number on which the server listens for TCP/IP connections. The default is 3306.
This value can be set at server startup with the - - por t option.
- DMYSQL_UNI X_ADDR=f i | e_nane

The Unix socket file path on which the server listens for socket connections. This must be an
absolute path name. The defaultis / t mp/ mysql . sock.

This value can be set at server startup with the - - socket option.

- DOPTI M ZER _TRACE=bool
Whether to support optimizer tracing. See MySQL Internals: Tracing the Optimizer.
- DREPRODUCI BLE_BUI LD=bool

For builds on Linux systems, this option controls whether to take extra care to create a build result
independent of build location and time.

This option was added in MySQL 5.7.19.
- DW N_DEBUG NO | NLI NE=bool

Whether to disable function inlining on Windows. The default is off (inlining enabled).
- DW TH_ASAN=bool

Whether to enable the AddressSanitizer, for compilers that support it. The default is off.
- DW TH_ASAN_SCOPE=bool

Whether to enable the AddressSanitizer - f sani ti ze- addr ess- use- af t er - scope Clang flag
for use-after-scope detection. The default is off. To use this option, - DW TH_ASAN must also be
enabled.

- DW TH_AUTHENTI CATI ON_LDAP=bool
Whether to report an error if the LDAP authentication plugins cannot be built:

« If this option is disabled (the default), the LDAP plugins are built if the required header files and
libraries are found. If they are not, C\Vake displays a note about it.

« If this option is enabled, a failure to find the required header file andlibraries causes C\Vake to
produce an error, preventing the server from being built.

For information about LDAP authentication, see Section 6.4.1.9, “LDAP Pluggable Authentication”.
This option was added in MySQL 5.7.19.

- DW TH_AUTHENTI CATI ON_PAM=bool

Whether to build the PAM authentication plugin, for source trees that include this plugin. (See
Section 6.4.1.7, “PAM Pluggable Authentication”.) If this option is specified and the plugin cannot be
compiled, the build fails.
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- DW TH_AWS_SDK=pat h_nane
The location of the Amazon Web Services software development kit.
This option was added in MySQL 5.7.19.

e -DW TH BOOST=pat h_nane

The Boost library is required to build MySQL. These CVake options enable control over the library
source location, and whether to download it automatically:

* - DW TH_BOOST=pat h_nane specifies the Boost library directory location. It is also possible to
specify the Boost location by setting the BOOST _ROOT or W TH_BOOST environment variable.

As of MySQL 5.7.11, - DW TH_BOOST=syst emis permitted and indicates that the correct version
of Boost is installed on the compilation host in the standard location. In this case, the installed
version of Boost is used rather than any version included with a MySQL source distribution.

+ - DDOMNLOAD BOOST=bool specifies whether to download the Boost source if it is not present in
the specified location. The default is OFF.

* - DDOMNLOAD BOOST_TI MEQUT=seconds the timeout in seconds for downloading the Boost
library. The default is 600 seconds.

For example, if you normally build MySQL placing the object output in the bl d subdirectory of your
MySQL source tree, you can build with Boost like this:

nkdir bld
cd bld
cmake .. - DDOANLOAD BOOST=ON - DW TH_BOOST=$HOVE/ ny_boost

This causes Boost to be downloaded into the ny _boost directory under your home directory. If the
required Boost version is already there, no download is done. If the required Boost version changes,
the newer version is downloaded.

If Boost is already installed locally and your compiler finds the Boost header files on its own, it may
not be necessary to specify the preceding C\Vake options. However, if the version of Boost required
by MySQL changes and the locally installed version has not been upgraded, you may have build
problems. Using the CVake options should give you a successful build.

With the above settings that allow Boost download into a specified location, when the required Boost
version changes, you need to remove the bl d folder, recreate it, and perform the cnake step again.
Otherwise, the new Boost version might not get downloaded, and compilation might fail.

« -DW TH_CLI ENT_PROTOCOL_TRACI NG=bool

Whether to build the client-side protocol tracing framework into the client library. By default, this
option is enabled.

For information about writing protocol trace client plugins, see Section 28.2.4.11, “Writing Protocol
Trace Plugins”.

See also the W TH_TEST_TRACE_PLUGQ N option.
e -DW TH CURL=curl _type

The location of the cur | library. cur| _t ype can be syst em(use the system cur | library) or a path
name to the cur | library.

This option was added in MySQL 5.7.19.
e - DW TH_DEBUG=bool
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Whether to include debugging support.

Configuring MySQL with debugging support enables you to use the - - debug="d, par ser _debug"
option when you start the server. This causes the Bison parser that is used to process SQL
statements to dump a parser trace to the server's standard error output. Typically, this output is
written to the error log.

Sync debug checking for the | nnoDB storage engine is defined under UNI V_DEBUG and is available
when debugging support is compiled in using the W TH_DEBUG option. When debugging support

is compiled in, the i nnodb_sync_debug configuration option can be used to enable or disable

I nnoDB sync debug checking.

As of MySQL 5.7.18, enabling W TH_DEBUG also enables Debug Sync. For a description of
the Debug Sync facility and how to use synchronization points, see MySQL Internals: Test
Synchronization.

« -DW TH DEFAULT_FEATURE_SET=bool
Whether to use the flags from crmake/ bui | d_confi gurati ons/feature_set.cnake.

» -DWTH_EDI TLI NE=val ue

Which | i bedi t/edi t | i ne library to use. The permitted values are bundl| ed (the default) and
system

W TH_EDI TLI NE replaces W TH_LI BEDI T, which has been removed.

- DW TH_EMBEDDED_ SERVER=booOI

Whether to build the | i bnysgl d embedded server library.

Note
@ The | i brmysql d embedded server library is deprecated as of MySQL 5.7.17
and will be removed in MySQL 8.0.

 -DW TH _EMBEDDED SHARED LI BRARY=bool

Whether to build a shared | i brmysql d embedded server library.

Note
@ The | i brrysgl d embedded server library is deprecated as of MySQL 5.7.17
and will be removed in MySQL 8.0.

e -DW TH EXTRA CHARSETS=nane
Which extra character sets to include:
« al | : All character sets. This is the default.
e conpl ex: Complex character sets.
» none: No extra character sets.

e - DW TH_I NNODB_EXTRA DEBUG=bool
Whether to include extra InnoDB debugging support.

Enabling W TH_| NNODB_EXTRA DEBUGturns on extra InnoDB debug checks. This option can only
be enabled when W TH_DEBUG s enabled.
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- DW TH_GVOCK=pat h_nane

The path to the googlemock distribution, for use with Google Test-based unit tests. The option value
is the path to the distribution Zip file. Alternatively, set the W TH_GMVOCK environment variable to

the path name. It is also possible to use - DENABLE DOANLOADS=1 and CMake will download the
distribution from GitHub.

If you build MySQL without the Google Test-based unit tests (by configuring wihout W TH_GVIOCK),
ChMake displays a message indicating how to download it.

- DW TH_I NNODB_ MEMCACHED=bool
Whether to generate memcached shared libraries (I i brentached. so and i nnodb_engi ne. so).
- DW TH_KEYRI NG_TEST=bool

Whether to build the test program that accompanies the keyri ng_fi | e plugin. The default is OFF.
Test file source code is located in the pl ugi n/ keyri ng/ keyri ng-test directory.

This option was added in MySQL 5.7.11.
-DW TH_LI BEVENT=st ri ng

Which | i bevent library to use. Permitted values are bundl ed (default), syst em and yes. If
you specify syst emor yes, the system | i bevent library is used if present. If the system library
is not found, the bundled | i bevent library is used. The | i bevent library is required by | nnoDB
memcached.

- DW TH_LI BWRAP=booI
Whether to include | i bwr ap (TCP wrappers) support.
-DW TH Lz4=l z4 type
The W TH_LZ4 indicates the source of z| i b support:
¢ bundl ed: Use the LZ4 library bundled with the distribution. This is the default.

e syst em Use the system LZ4 library. If W TH_LZ4 is set to this value, the | z4_deconpr ess utility
is not built. In this case, the system | z4 command can be used instead.

- DW TH_MsAN=bool
Whether to enable MemorySanitizer, for compilers that support it. The default is off.

For this option to have an effect if enabled, all libraries linked to MySQL must also have been
compiled with the option enabled.

- DW TH_MECAB={ di sabl ed| syst eni pat h_nane}

Use this option to compile the MeCab parser. If you have installed MeCab to its default installation
directory, set - DW TH_NMECAB=syst em The syst emoption applies to MeCab installations
performed from source or from binaries using a native package management utility. If you installed
MeCab to a custom installation directory, specify the path to the MeCab installation. For example, -
DW TH_MECAB=/ opt / mecab. If the syst emoption does not work, specifying the MeCab installation
path should work in all cases.

For related information, see Section 12.9.9, “MeCab Full-Text Parser Plugin”.
- DW TH_MSCRT _DEBUG=bool

Whether to enable Visual Studio CRT memory leak tracing. The default is OFF.
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- DW TH_NUVA=bool

Explicitly set the NUMA memory allocation policy. CMake sets the default W TH_NUVA value based
on whether the current platform has NUVA support. For platforms without NUMA support, CVake
behaves as follows:

* With no NUMA option (the normal case), C\Vake continues normally, producing only this warning:
NUMA library missing or required version not available

« With - DW TH_NUMA=QON, CVake aborts with this error: NUMA library missing or required version
not available

This option was added in MySQL 5.7.17.

- DW TH_PROTOBUF=pr ot obuf _type

Which Protocol Buffers package to use. pr ot obuf _t ype can be one of the following values:
¢ bundl ed: Use the package bundled with the distribution. This is the default.

* syst em Use the package installed on the system.
Other values are ignored, with a fallback to bundl ed.

This option was added in MySQL 5.7.12.

- DW TH_RAPI D=bool

Whether to build the rapid development cycle plugins. When enabled, a r api d directory is created
in the build tree containing these plugins. When disabled, no r api d directory is created in the build
tree. The default is ON, unless the r api d directory is removed from the source tree, in which case
the default becomes OFF. This option was added in MySQL 5.7.12.

- DW TH_SSL={ ssl _t ype|pat h_nane}
The type of SSL support to include or the path name to the OpenSSL installation to use.
¢ ssl _type can be one of the following values:
« yes: Use the system OpenSSL library if present, else the library bundled with the distribution.
e bundl ed: Use the SSL library bundled with the distribution. This is the default.
» syst ent Use the system OpenSSL library.

e pat h_nane is the path name to the OpenSSL installation to use. This can be preferable to using
the ssl _t ype value of syst embecause it can prevent CMake from detecting and using an older
or incorrect OpenSSL version installed on the system. (Another permitted way to do the same
thing is to set W TH_SSL to syst emand set the CMAKE_PREF|I X PATH option to pat h_nane.)

For information about using SSL support, see Section 6.3, “Using Encrypted Connections”.

- DW TH_SYSTEMD=bool

Whether to enable installation of systemd support files. By default, this option is disabled. When
enabled, systemd support files are installed, and scripts such as nysql d_saf e and the System
V initialization script are not installed. On platforms where systemd is not available, enabling

W TH_SYSTEMD results in an error from CVake.

For more information about using systemd, see Section 2.5.10, “Managing MySQL Server with
systemd”. That section also includes information about specifying options previously specified in
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Compiler

[ mysqgl d_saf e] option groups. Because nysql d_saf e is not installed when systemd is used,
such options must be specified another way.

- DW TH_TEST_TRACE_PLUG N=bool

Whether to build the test protocol trace client plugin (see Using the Test Protocol Trace

Plugin). By default, this option is disabled. Enabling this option has no effect unless the

W TH_CLI ENT_PROTOCOL_TRACI NG option is enabled. If MySQL is configured with both options
enabled, the | i brmysqgl cl i ent client library is built with the test protocol trace plugin built in, and all
the standard MySQL clients load the plugin. However, even when the test plugin is enabled, it has no
effect by default. Control over the plugin is afforded using environment variables; see Using the Test
Protocol Trace Plugin.

Note

@ Do not enable the W TH TEST TRACE PLUG N option if you want to use
your own protocol trace plugins because only one such plugin can be loaded
at a time and an error occurs for attempts to load a second one. If you have
already built MySQL with the test protocol trace plugin enabled to see how
it works, you must rebuild MySQL without it before you can use your own
plugins.

For information about writing trace plugins, see Section 28.2.4.11, “Writing Protocol Trace Plugins”.
- DW TH_UBSAN=bool

Whether to enable the Undefined Behavior Sanitizer, for compilers that support it. The default is off.
-DW TH_UNI T_TESTS={ ON| OFF}

If enabled, compile MySQL with unit tests. The default is ON unless the server is not being compiled.
- DW TH_UNI XODBC=1

Enables unixODBC support, for Connector/ODBC.
- DW TH_VALGRI ND=bool

Whether to compile in the Valgrind header files, which exposes the Valgrind API to MySQL code.
The default is OFF.

To generate a Valgrind-aware debug build, - DV TH_VALGRI ND=1 normally is combined with -
DW TH_DEBUG=1. See Building Debug Configurations.

-DWTH ZLI B=zl i b_type

Some features require that the server be built with compression library support, such as the
COVPRESS() and UNCOVPRESS( ) functions, and compression of the client/server protocol. The
W TH_ZLI B indicates the source of zI| i b support:

¢ bundl ed: Use the zl i b library bundled with the distribution. This is the default.
* syst em Use the system zl i b library.
Flags
- DCMAKE_C FLAGS="f| ags"
Flags for the C Compiler.
- DOMAKE_CXX_FLAGS="f | ags"

Flags for the C++ Compiler.
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 -DW TH_DEFAULT_COWPI LER_OPTI ONS=bool

Whether to use the flags from crmake/ bui | d_confi gurati ons/ conpi |l er _opti ons. crake.

team. Overriding them can lead to unexpected results and is done at your

Note
@ All optimization flags were carefully chosen and tested by the MySQL build
own risk.

e - DSUNPRO_CXX_LI BRARY="Ii b_nane"

Enable linking against | i bCst d instead of st | por t 4 on Solaris 10 or later. This works only for
client code because the server depends on C++98.

To specify your own C and C++ compiler flags, for flags that do not affect optimization, use the
CMAKE C FLAGS and CMAKE CXX_FLAGS CMake options.

When providing your own compiler flags, you might want to specify CMAKE BUI LD TYPE as well.

For example, to create a 32-bit release build on a 64-bit Linux machine, do this:

nkdir bl d
cd bld
cmake .. -DCMAKE C FLAGS=-nB2 \
- DOMAKE_CXX_FLAGS=- n82 \
- DCMAKE_BUI LD_TYPE=Rel W t hDebl nf o

If you set flags that affect optimization (- Onunber ), you must set the CMAKE_C FLAGS bui l d_type
and/or CVAKE_CXX_FLAGS bui | d_t ype options, where bui | d_t ype corresponds

to the CMAKE_BUI LD _TYPE value. To specify a different optimization for the default

build type (Rel W t hDebl nf 0) set the CMAKE_C FLAGS RELW THDEBI NFOand

CVAKE CXX FLAGS RELW THDEBI NFO options. For example, to compile on Linux with - O3 and with
debug symbols, do this:

cmake .. -DCMAKE C FLAGS_RELW THDEBI NFO="- 08 -g" \
- DCMAKE_CXX_FLAGS_RELW THDEBI NFO="- 03 -g"

CMake Options for Compiling NDB Cluster

The following options are for use when building NDB Cluster with the NDB Cluster sources; they are
not currently supported when using sources from the MySQL 5.6 Server tree.

e - DMEMCACHED HOVE=di r _nane

Perform the build using the memcached (version 1.6 or later) installed in the system directory
indicated by di r _nane. Files from this installation that are used in the build include the memcached
binary, header files, and libraries, as well as the nentached_utiliti es library and the header file
engi ne_t est app. h.

You must leave this option unset when building ndbnentache using the bundled memcached
sources (W TH_BUNDLED MEMCACHED option); in other words, the bundled sources are used by
default).

While additional CVake options—such as for SASL authorization and for providing dt r ace support
—are available for use when compiling nentached from external sources, these options are
currently not enabled for the nenctached sources bundled with NDB Cluster.

« -DW TH_BUNDLED LI BEVENT={ ON| OFF}
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Use the | i bevent included in the NDB Cluster sources when building NDB Cluster with
ndbmentached support. Enabled by default. OFF causes the system's | i bevent to be used
instead.

« - DW TH_BUNDLED MEMCACHED={ ON| OFF}

Build the memcached sources included in the NDB Cluster source tree, then use the resulting
memcached server when building the ndbrentache engine. In this case, nake i nstal | places
the mentached binary in the installation bi n directory, and the ndbnentache engine shared library
file ndb_engi ne. so in the installation | i b directory.

This option is ON by default.
e -DW TH CLASSPATH=pat h

Sets the classpath for building NDB Cluster Connector for Java. The default is empty. This option is
ignored if - DW TH_NDB_JAVA=OFF is used.

« - DW TH_ERROR | NSERT={ ON| OFF}

Enables error injection in the NDB kernel. For testing only; not intended for use in building production
binaries. The default is OFF.

« - DW TH_NDBCLUSTER STORAGE_ENG NE={ ON| OFF}

Build and link in support for the NDB (NDBCLUSTER) storage engine in nysql d. The default is ON.
« - DW TH_NDBCLUSTER={ ON| OFF}

This is an alias for W TH_NDBCLUSTER_STORAGE ENG NE.
« - DW TH_NDBMTID={ ON| OFF}

Build the multithreaded data node executable ndbnt d. The default is ON.
« - DW TH_NDB_BI NLOG={ ON| OFF}

Enable binary logging by default in the mysql d built using this option. ON by default.
« - DW TH_NDB_DEBUG={ ON| OFF}

Enable building the debug versions of the NDB Cluster binaries. OFF by default.
« - DW TH_NDB_JAVA={ ON| OFF}

Enable building NDB Cluster with Java support, including Cl ust er J.

This option is ON by default. If you do not wish to compile NDB Cluster with Java support, you must
disable it explicitly by specifying - DW TH_NDB_JAVA=0FF when running CMake. Otherwise, if Java
cannot be found, configuration of the build fails.

« -DW TH_NDB_PORT=por t

Causes the NDB Cluster management server (ndb_ngnd) that is built to use this por t by default. If
this option is unset, the resulting management server tries to use port 1186 by default.

o -DW TH_NDB_TEST={ ON| OFF}

If enabled, include a set of NDB API test programs. The default is OFF.

2.9.5 Dealing with Problems Compiling MySQL
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The solution to many problems involves reconfiguring. If you do reconfigure, take note of the following:

» If CMake is run after it has previously been run, it may use information that was gathered during its
previous invocation. This information is stored in CMakeCache. t xt . When CVake starts up, it looks
for that file and reads its contents if it exists, on the assumption that the information is still correct.
That assumption is invalid when you reconfigure.

» Each time you run CVake, you must run nake again to recompile. However, you may want to
remove old object files from previous builds first because they were compiled using different
configuration options.

To prevent old object files or configuration information from being used, run the following commands
before re-running CvVake:

On Unix:

shel | > nake cl ean
shel | > rm CVakeCache. t xt

On Windows:

shel | > devenv MySQL. sl n /cl ean
shel | > del CMakeCache. t xt

If you build outside of the source tree, remove and recreate your build directory before re-running
CWMake. For instructions on building outside of the source tree, see How to Build MySQL Server with
CMake.

On some systems, warnings may occur due to differences in system include files. The following list
describes other problems that have been found to occur most often when compiling MySQL:

*  To define which C and C++ compilers to use, you can define the CC and CXX environment
variables. For example:

shel | > CC=gcc
shel | > CXX=g++
shel | > export CC CXX

To specify your own C and C++ compiler flags, use the CMAKE C FLAGS and CVAKE CXX_ FLAGS
CMake options. See Compiler Flags.

To see what flags you might need to specify, invoke nysql _confi g with the - - cf| ags and - -
cxxfl ags options.

e To see what commands are executed during the compile stage, after using CVake to configure
MySQL, run make VERBOSE=1 rather than just nake.

« If compilation fails, check whether the MYSQL_MAI NTAI NER_MODE option is enabled. This mode
causes compiler warnings to become errors, so disabling it may enable compilation to proceed.

* If your compile fails with errors such as any of the following, you must upgrade your version of make
to GNU neke:

make: Fatal error in reader: Makefile, |ine 18:
Badl y formed macro assi gnment

Or:

nmake: file "“Makefile' |ine 18: Mist be a separator (:

Or:
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pthread. h: No such file or directory

Solaris and FreeBSD are known to have troublesome make programs.
GNU rmake 3.75 is known to work.

» The sqgl _yacc. cc file is generated from sql _yacc. yy. Normally, the build process does not need
to create sql _yacc. cc because MySQL comes with a pregenerated copy. However, if you do need
to re-create it, you might encounter this error:

"sqgl _yacc.yy", line xxx fatal: default action causes potential..

This is a sign that your version of yacc is deficient. You probably need to install a recent version of
bi son (the GNU version of yacc) and use that instead.

Versions of bi son older than 1.75 may report this error:

sql _yacc. yy: #####. fatal error: maxi numtable size (32767) exceeded

The maximum table size is not actually exceeded; the error is caused by bugs in older versions of
bi son.

For information about acquiring or updating tools, see the system requirements in Section 2.9,
“Installing MySQL from Source”.

2.9.6 MySQL Configuration and Third-Party Tools

Third-party tools that need to determine the MySQL version from the MySQL source can read the
VERSI ON file in the top-level source directory. The file lists the pieces of the version separately. For
example, if the version is MySQL 5.7.4-m14, the file looks like this:

MYSQL_VERSI ON_MAJOR=5
MYSQL_VERSI ON_M NOR=7
MYSQL_VERSI ON_PATCH=4
MYSQL_VERSI ON_EXTRA=- L4

If the source is not for a General Availablility (GA) release, the MYSQL_VERSI ON_EXTRA value will be
nonempty. For the example, the value corresponds to Milestone 14.

To construct a five-digit number from the version components, use this formula:

MYSQL_VERSI ON_MAJOR* 10000 + MYSQL_VERSI ON_M NOR*100 + MYSQL_VERSI ON_PATCH

2.10 Postinstallation Setup and Testing

This section discusses tasks that you should perform after installing MySQL.:

* If necessary, initialize the data directory and create the MySQL grant tables. For some MySQL
installation methods, data directory initialization may be done for you automatically:

« Windows installation operations performed by MySQL Installer.
« Installation on Linux using a server RPM or Debian distribution from Oracle.

« Installation using the native packaging system on many platforms, including Debian Linux, Ubuntu
Linux, Gentoo Linux, and others.

« Installation on OS X using a DMG distribution.
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For other platforms and installation types, you must initialize the data directory manually. These
include installation from generic binary and source distributions on Unix and Unix-like system, and
installation from a ZIP Archive package on Windows. For instructions, see Section 2.10.1, “Initializing
the Data Directory”.

» Start the server and make sure that it can be accessed. For instructions, see Section 2.10.2,
“Starting the Server”, and Section 2.10.3, “Testing the Server”.

» Assign passwords to the initial r oot account in the grant tables, if that was not already done during
data directory initialization. Passwords prevent unauthorized access to the MySQL server. For
instructions, see Section 2.10.4, “Securing the Initial MySQL Account”.

» Optionally, arrange for the server to start and stop automatically when your system starts and stops.
For instructions, see Section 2.10.5, “Starting and Stopping MySQL Automatically”.

» Optionally, populate time zone tables to enable recognition of named time zones. For instructions,
see Section 5.1.12, “MySQL Server Time Zone Support”.

When you are ready to create additional user accounts, you can find information on the MySQL access
control system and account management in Section 6.2, “Access Control and Account Management”.

2.10.1 Initializing the Data Directory

After MySQL is installed, the data directory must be initialized, including the tables in the nysql
system database:

» For some MySQL installation methods, data directory initialization is automatic, as described in
Section 2.10, “Postinstallation Setup and Testing”.

» For other installation methods, you must initialize the data directory manually. These include
installation from generic binary and source distributions on Unix and Unix-like systems, and
installation from a ZIP Archive package on Windows.

This section describes how to initialize the data directory manually for MySQL installation methods for
which data directory initialization is not automatic. For some suggested commands that enable testing
whether the server is accessible and working properly, see Section 2.10.3, “Testing the Server”.

» Data Directory Initialization Overview
» Data Directory Initialization Procedure
» Server Actions During Data Directory Initialization

» Post-Initialization root Password Assignment

Data Directory Initialization Overview

In the examples shown here, the server is intended to run under the user ID of the nysql login
account. Either create the account if it does not exist (see Create a mysql User and Group), or
substitute the name of a different existing login account that you plan to use for running the server.

1. Change location to the top-level directory of your MySQL installation, which is typically / usr /
 ocal / mysqgl (adjust the path name for your system as necessary):
cd /usr/local / nmysql

Within the directory you will find several files and subdirectories, including the bi n subdirectory that
contains the server as well as client and utility programs.

2. Thesecure_file_priv system variable limits import and export operations to a specific
directory. Create a directory whose location can be specified as the value of that variable:
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nkdi r nysql -files

Grant directory user and group ownership to the nysql user and nysql group, and set the
directory permissions appropriately:

chown nysql : mysqgl nysql-files
chmod 750 nysql -files

3. Use the server to initialize the data directory, including the nysql database containing the initial
MySQL grant tables that determine how users are permitted to connect to the server. For example:

bin/nysqgld --initialize --user=nysq

For important information about the command, especially regarding command options you might
use, see Data Directory Initialization Procedure. For details about how the server performs
initialization, see Server Actions During Data Directory Initialization.

Typically, data directory initialization need be done only after you first install MySQL. (For upgrades
to an existing installation, perform the upgrade procedure instead; see Section 2.11, “Upgrading
MySQL".) However, the command that initializes the data directory does not overwrite any existing
nysql database tables, so it is safe to run in any circumstances.

Note
@ Initialization of the data directory might fail if required system libraries are
missing. For example, you might see an error like this:

bi n/ nysql d: error while |oading shared libraries
|'i bnuna. so. 1: cannot open shared object file:
No such file or directory

If this happens, you must install the missing libraries manually or with your
system's package manager. Then retry the data directory initialization
command.

4. If you want to deploy the server with automatic support for secure connections, use the
nysql _ssl _rsa_set up utility to create default SSL and RSA files:

bi n/ nysqgl _ssl _rsa_set up
For more information, see Section 4.4.5, “nysql _ssl _rsa_set up — Create SSL/RSA Files”.

5. In the absence of any option files, the server starts with its default settings. (See Section 5.1.2,
“Server Configuration Defaults”.) To explicitly specify options that the MySQL server should
use at startup, put them in an option file such as/ et ¢/ my. cnf or/etc/ nmysql / ny. cnf.
(See Section 4.2.6, “Using Option Files”.) For example, you can use an option file to set the
secure_file priv system variable.

6. To arrange for MySQL to start without manual intervention at system boot time, see Section 2.10.5,
“Starting and Stopping MySQL Automatically”.

7. Data directory initialization creates time zone tables in the nysql database but does not populate
them. To do so, use the instructions in Section 5.1.12, “MySQL Server Time Zone Support”.

Data Directory Initialization Procedure

Change location to the top-level directory of your MySQL installation, which is typically / usr /| ocal /
nmysql (adjust the path name for your system as necessary):
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cd /usr/local / nmysql

To initialize the data directory, invoke nysql d withthe--initializeor--initialize-insecure
option, depending on whether you want the server to generate a random initial password for the
"root' @I ocal host' account, or to create that account with no password:

« Use--initialize for“secure by default” installation (that is, including generation of a random
initial r oot password). In this case, the password is marked as expired and you will need to choose
a new one.

e With--initialize-insecure,noroot password is generated. This is insecure; it is assumed
that you will assign a password to the account in timely fashion before putting the server into
production use.

For instructions on assigning a new ' r oot ' @ | ocal host"' password, see Post-Initialization root
Password Assignment.

Note

@ The server writes any messages (including any initial password) to its standard
error output. This may be redirected to the error log, so look there if you do not
see the messages on your screen. For information about the error log, including
where it is located, see Section 5.4.2, “The Error Log".

On Windows, use the - - consol e option to direct messages to the console.

On Unix and Unix-like systems, it is important for the database directories and files to be owned by
the mysql login account so that the server has read and write access to them when you run it later.
To ensure this, start mysql d from the system r oot account and include the - - user option as shown
here:

bin/nysqgld --initialize --user=nysql
bin/nysqgld --initialize-insecure --user=nysql

Alternatively, execute nysql d while logged in as nysql , in which case you can omit the - - user
option from the command.

On Windows, use one of these commands:

bi n\nysqgld --initialize --console
bi n\nysqgld --initialize-insecure --console

It might be necessary to specify other options such as - - basedi r or - - dat adi r if mysql d cannot
identify the correct locations for the installation directory or data directory. For example (enter the
command on a single line):

bin/nysqgld --initialize --user=nysql
- - basedi r=/ opt / nysql / nysql
- -dat adi r=/ opt / nysql / nysql / dat a

Alternatively, put the relevant option settings in an option file and pass the name of that file to mysql d.
For Unix and Unix-like systems, suppose that the option file name is / opt / nysql / nysql / et c/
ny. cnf . Put these lines in the file:

[nysql d]
basedi r =/ opt / nysql / nysql
dat adi r=/ opt / nysql / nysql / dat a

Then invoke nysql d as follows (enter the command on a single line with the - - def aul ts-fil e
option first):
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bi n/ nmysql d --defaults-file=/opt/mnmysqgl/mnysql/etc/ny.cnf
--initialize --user=nysql

On Windows, suppose that C: \ my. i ni contains these lines:

[nysql d]
basedi r=C:\\ Program Fi | es\\ M\ySQ.\\ M\ySQL Server 5.7
dat adi r =D: \ \ M\ySQLdat a

Then invoke nmysql d as follows (enter the command on a single line with the - - def aul ts-fil e
option first):

bi n\nysql d --defaults-file=C\ny.ini
--initialize --console

Server Actions During Data Directory Initialization

Note

@ The data directory initialization sequence performed by
the server does not substitute for the actions performed by
nysqgl secure_installationandmnysgl _ssl_rsa_setup. See
Section 4.4.4, “nysql _secure_instal |l ati on — Improve MySQL
Installation Security”, and Section 4.4.5, “nysql _ssl rsa_set up — Create
SSL/RSA Files”.

When invoked withthe --initializeor--initialize-insecure option, nysql d performs the
following actions during the data directory initialization sequence:

1. The server checks for the existence of the data directory as follows:
« If no data directory exists, the server creates it.
« If the data directory exists but is not empty (that is, it contains files or subdirectories), the server
exits after producing an error message:
[ERROR] --initialize specified but the data directory exists. Aborting.
In this case, remove or rename the data directory and try again.

As of MySQL 5.7.11, an existing data directory is permitted to be nonempty if every entry either
has a name that begins with a period (. ) or is named using an - - i gnor e- db- di r option.

Note
g Avoid the use of the - - i gnor e- db- di r option, which has been
deprecated since MySQL 5.7.16.

2. Within the data directory, the server creates the nysql system database and its tables, including
the grant tables, time zone tables, and server-side help tables. See Section 5.3, “The mysqgl System
Database”.

3. The server initializes the system tablespace and related data structures needed to manage | nnoDB
tables.

Note

@ After mysqgl d sets up the | nnoDB system tablespace, certain
changes to tablespace characteristics require setting up a whole
new instance. Qualifying changes include the file name of the first
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file in the system tablespace and the number of undo logs. If you

do not want to use the default values, make sure that the settings
forthei nnodb_data_file_pathandinnodb_|log file_size
configuration parameters are in place in the MySQL configuration file
before running nysql d. Also make sure to specify as necessary other
parameters that affect the creation and location of | nnoDB files, such as
i nnodb_data_hone_dir andi nnodb_| og_group_hone_dir.

If those options are in your configuration file but that file is not in a location
that MySQL reads by default, specify the file location using the - -
defaul ts-extra-fil e option when you run mysql d.

4. The server createsa' root' @I ocal host' superuser account and other reserved accounts (see

Section 6.2.8, “Reserved Accounts”). Some reserved accounts are locked and cannot be used by
clients, but' root' @1 ocal host"' is intended for administrative use and you should assign it a
password.

Server actions with respect to a password for the ' root' @ | ocal host' account depend on how
you invoke it;

e With--initializebutnot--initialize-insecure, the server generates a random
password, marks it as expired, and writes a message displaying the password:

[Warni ng] A tenporary password is generated for root @ ocal host:
i Tag* Af r Hoej

e With--initialize-insecure, (either with or without - -i ni ti al i ze because - -
initialize-insecureimplies--initialize),the server does not generate a password or
mark it expired, and writes a warning message:

[ War ni ng] root @ocal host is created with an enpty password ! Pl ease
consider switching off the --initialize-insecure option.

For instructions on assigninganew ' r oot ' @ | ocal host' password, see Post-Initialization root
Password Assignment.

The server populates the server-side help tables used for the HELP statement (see Section 13.8.3,
“HELP Syntax”). The server does not populate the time zone tables. To do so manually, see
Section 5.1.12, “MySQL Server Time Zone Support”.

Ifthe --init-fil e optionwas given to name a file of SQL statements, the server executes the
statements in the file. This option enables you to perform custom bootstrapping sequences.

When the server operates in bootstrap mode, some functionality is unavailable that limits the
statements permitted in the file. These include statements that relate to account management (such
as CREATE USER or GRANT), replication, and global transaction identifiers.

7. The server exits.

Post-Initialization root Password Assignment

After you initialize the data directory by starting the server with--initializeor--initialize-
i nsecur e, start the server normally (that is, without either of those options) and assign the
'"root' @I ocal host' account a new password:

1. Start the server. For instructions, see Section 2.10.2, “Starting the Server”.

2. Connect to the server:

e« Ifyouused--initializebutnot--initialize-insecure toinitialize the data directory,
connect to the server as r oot :
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mysql -u root -p

Then, at the password prompt, enter the random password that the server generated during the
initialization sequence:

Ent er password: (enter the random root password here)

Look in the server error log if you do not know this password.

e Ifyouused--initialize-insecure toinitialize the data directory, connect to the server as
r oot without a password:
nysqgl -u root --skip-password

3. After connecting, use an ALTER USER statement to assign a hew r oot password:

ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' root - password' ;

See also Section 2.10.4, “Securing the Initial MySQL Account”.

Note

@ Attempts to connect to the host 127. 0. 0. 1 normally resolve to the | ocal host
account. However, this fails if the server is run with the - - ski p- nane-
r esol ve option. If you plan to do that, make sure that an account exists that
can accept a connection. For example, to be able to connect as r oot using - -
host =127.0. 0. 1 or - - host =: : 1, create these accounts:

CREATE USER 'root' @127.0.0.1" |DENTIFIED BY 'root-password'
CREATE USER 'root' @::1' | DENTIFIED BY 'root-password'

It is possible to put those statements in a file to be executed by the - -i ni t -
fil e option discussed in Server Actions During Data Directory Initialization.

2.10.2 Starting the Server

This section describes how start the server on Unix and Unix-like systems. (For Windows, see
Section 2.3.5.5, “Starting the Server for the First Time”.) For some suggested commands that you can
use to test whether the server is accessible and working properly, see Section 2.10.3, “Testing the
Server”.

Start the MySQL server like this if your installation includes nysql d_saf e:

shel | > bin/nysqgl d_safe --user=nysql &

startup and shutdown is managed using systemd rather than nysql d_saf e,
and nysqgl d_saf e is not installed. See Section 2.5.10, “Managing MySQL

Note
@ For Linux systems on which MySQL is installed using RPM packages, server
Server with systemd”.

Start the server like this if your installation includes systemd support:

shel | > systenct| start nysqgld
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Substitute the appropriate service name if it differs from nysql d; for example, nysql on SLES
systems.

It is important that the MySQL server be run using an unprivileged (non-r oot ) login account. To ensure
this, run mysql d_saf e as r oot and include the - - user option as shown. Otherwise, you should
execute the program while logged in as nmysql , in which case you can omit the - - user option from the
command.

For further instructions for running MySQL as an unprivileged user, see Section 6.1.5, “How to Run
MySQL as a Normal User”.

If the command fails immediately and prints mysql d ended, look for information in the error log (which
by default is the host _nane. err file in the data directory).

If the server is unable to access the data directory it starts or read the grant tables in the nysq|
database, it writes a message to its error log. Such problems can occur if you neglected to create the
grant tables by initializing the data directory before proceeding to this step, or if you ran the command
that initializes the data directory without the - - user option. Remove the dat a directory and run the
command with the - - user option.

If you have other problems starting the server, see Section 2.10.2.1, “Troubleshooting Problems
Starting the MySQL Server”. For more information about nysql d_saf e, see Section 4.3.2,

“mysql d_saf e — MySQL Server Startup Script”. For more information about systemd support, see
Section 2.5.10, “Managing MySQL Server with systemd”.

2.10.2.1 Troubleshooting Problems Starting the MySQL Server

This section provides troubleshooting suggestions for problems starting the server. For additional
suggestions for Windows systems, see Section 2.3.6, “Troubleshooting a Microsoft Windows MySQL
Server Installation”.

If you have problems starting the server, here are some things to try:

» Check the error log to see why the server does not start. Log files are located in the data directory
(typically C: \ Program Fi | es\ MySQL\ MySQ. Server 5. 7\ dat a on Windows, / usr/ | ocal /
nysql / dat a for a Unix/Linux binary distribution, and / usr /| ocal / var for a Unix/Linux source
distribution). Look in the data directory for files with names of the form host _nane. err and
host _nane. | og, where host _nane is the name of your server host. Then examine the last few
lines of these files. Use t ai | to display them:

shell > tail host_nane.err
shell > tail host_nane. | og

» Specify any special options needed by the storage engines you are using. You can create a imy. cnf
file and specify startup options for the engines that you plan to use. If you are going to use storage
engines that support transactional tables (I nnoDB, NDB), be sure that you have them configured the
way you want before starting the server. If you are using | nnoDB tables, see Section 14.8, “InnoDB
Configuration” for guidelines and Section 14.14, “InnoDB Startup Options and System Variables” for
option syntax.

Although storage engines use default values for options that you omit, Oracle recommends that
you review the available options and specify explicit values for any options whose defaults are not
appropriate for your installation.

» Make sure that the server knows where to find the data directory. The mysql d server uses this
directory as its current directory. This is where it expects to find databases and where it expects to
write log files. The server also writes the pid (process ID) file in the data directory.

The default data directory location is hardcoded when the server is compiled. To determine what
the default path settings are, invoke nysql d with the - - ver bose and - - hel p options. If the data
directory is located somewhere else on your system, specify that location with the - - dat adi r option
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tonysql d or nysql d_saf e, on the command line or in an option file. Otherwise, the server will not
work properly. As an alternative to the - - dat adi r option, you can specify nysql d the location of
the base directory under which MySQL is installed with the - - basedi r, and mysql d looks for the
dat a directory there.

To check the effect of specifying path options, invoke nysql d with those options followed by the - -
ver bose and - - hel p options. For example, if you change location to the directory where nysql d
is installed and then run the following command, it shows the effect of starting the server with a base
directory of / usr/ | ocal :

shell > ./nysqgl d --basedir=/usr/local --verbose --help

You can specify other options such as - - dat adi r as well, but - - ver bose and - - hel p must be
the last options.

Once you determine the path settings you want, start the server without - - ver bose and - - hel p.

If nysql d is currently running, you can find out what path settings it is using by executing this
command:

shel | > nysql adm n vari abl es

Or:

shel | > nmysql admi n -h host _nane vari abl es
host nane is the name of the MySQL server host.

Make sure that the server can access the data directory. The ownership and permissions of the data
directory and its contents must allow the server to read and modify them.

If you get Er r code 13 (which means Per m ssi on deni ed) when starting nmysql d, this means
that the privileges of the data directory or its contents do not permit server access. In this case, you
change the permissions for the involved files and directories so that the server has the right to use
them. You can also start the server as r oot , but this raises security issues and should be avoided.

Change location to the data directory and check the ownership of the data directory and its contents
to make sure the server has access. For example, if the data directory is / usr/ | ocal / nysql / var,
use this command:

shell> |s -la /usr/local/nysql/var

If the data directory or its files or subdirectories are not owned by the login account that you use
for running the server, change their ownership to that account. If the account is named nmysql , use
these commands:

shel | > chown -R nysqgl /usr/|ocal/nysql/var
shel |l > chgrp -R nysqgl /usr/local/nysql/var

Even with correct ownership, MySQL might fail to start up if there is other security software running
on your system that manages application access to various parts of the file system. In this case,
reconfigure that software to enable nysql d to access the directories it uses during normal operation.

Verify that the network interfaces the server wants to use are available.

If either of the following errors occur, it means that some other program (perhaps another mysql d
server) is using the TCP/IP port or Unix socket file that mysql d is trying to use:
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Can't start server: Bind on TCP/IP port: Address already in use
Can't start server: Bind on unix socket...

Use ps to determine whether you have another mysql d server running. If so, shut down the server
before starting mysql d again. (If another server is running, and you really want to run multiple
servers, you can find information about how to do so in Section 5.7, “Running Multiple MySQL
Instances on One Machine”.)

If no other server is running, execute the command t el net your _host name

tcp_i p_port_nunber. (The default MySQL port number is 3306.) Then press Enter a couple

of times. If you do not get an error message liket el net: Unable to connect to renote
host: Connection refused, some other program is using the TCP/IP port that nysql d is trying
to use. Track down what program this is and disable it, or tell mysqgl d to listen to a different port with
the - - port option. In this case, specify the same non-default port number for client programs when
connecting to the server using TCP/IP.

Another reason the port might be inaccessible is that you have a firewall running that blocks
connections to it. If so, modify the firewall settings to permit access to the port.

If the server starts but you cannot connect to it, make sure that you have an entry in/ et ¢/ host s
that looks like this:

127.0.0.1 | ocal host

« If you cannot get nysql d to start, try to make a trace file to find the problem by using the - - debug
option. See Section 28.5.3, “The DBUG Package”.

2.10.3 Testing the Server

After the data directory is initialized and you have started the server, perform some simple tests to
make sure that it works satisfactorily. This section assumes that your current location is the MySQL
installation directory and that it has a bi n subdirectory containing the MySQL programs used here. If
that is not true, adjust the command path names accordingly.

Alternatively, add the bi n directory to your PATH environment variable setting. That enables your shell
(command interpreter) to find MySQL programs properly, so that you can run a program by typing only
its name, not its path name. See Section 4.2.10, “Setting Environment Variables”.

Use nysql admi n to verify that the server is running. The following commands provide simple tests to
check whether the server is up and responding to connections:

shel | > bi n/ nmysqgl adm n versi on
shel | > bi n/ mysqgl adm n vari abl es

If you cannot connect to the server, specify a-u r oot option to connect as r oot . If you have
assigned a password for the r oot account already, you'll also need to specify - p on the command line
and enter the password when prompted. For example:

shel | > bin/nysgladmn -u root -p version
Enter password: (enter root password here)

The output from nysql adm n ver si on varies slightly depending on your platform and version of
MySQL, but should be similar to that shown here:

shel | > bi n/ nysql adm n versi on
nysqgl admin Ver 14.12 Distrib 5.7.27, for pc-linux-gnu on i 686

Server version 5.7.27
Prot ocol version 10
Connecti on Local host via UN X socket
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UNI X socket /var/lib/mysql/nysql . sock
Upt i ne: 14 days 5 hours 5 min 21 sec

Threads: 1 Questions: 366 Slow queries: 0

Opens: 0 Flush tables: 1 Open tables: 19

Queri es per second avg: 0.000

To see what else you can do with nysql admi n, invoke it with the - - hel p option.

Verify that you can shut down the server (include a - p option if the r oot account has a password
already):

shel | > bi n/nysql adm n -u root shutdown

Verify that you can start the server again. Do this by using mysqgl d_saf e or by invoking nysql d
directly. For example:

shel | > bi n/ nysql d_safe --user=nysqgl &

If nysql d_saf e fails, see Section 2.10.2.1, “Troubleshooting Problems Starting the MySQL Server”.

Run some simple tests to verify that you can retrieve information from the server. The output should be
similar to that shown here.

Use nysql showto see what databases exist:

shel | > bi n/ nysql show

| informati on_schenma
| nysql I
| performance_schenma
| sys I

The list of installed databases may vary, but always includes at least mysqgl and
i nformati on_schenma.

If you specify a database name, nysql showdisplays a list of the tables within the database:

shel | > bi n/ nysql show nysq
Dat abase: mnysq

A +
| Tabl es |
A +

col ums_pri v

db

engi ne_cost

event

func

general _| og

gti d_execut ed

hel p_cat egory

hel p_keywor d

hel p_rel ation

hel p_t opi c

i nnodb_i ndex_stats
innodb_table_stats
ndb_bi nl og_i ndex
pl ugin

proc

procs_priv
proxies_priv
server _cost
servers

sl ave_master _info
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slave_relay_l og_info

sl ave_wor ker _i nfo

sl ow_| og

tables_priv

ti me_zone

ti me_zone_| eap_second

ti me_zone_nane
time_zone_transition
time_zone_transition_type
user

Use the nysql program to select information from a table in the mysql database:

shel | > bin/nmysql -e "SELECT User, Host, plugin FROM nysql.user" mnysq

4o oo oo mma--- oo oo e e o e m o mooooooooooo +
| User | Host | plugin |
4o oo oo mma--- oo oo e e o e m o mooooooooooo +
| root | localhost | nysqgl _native_password

4o oo oo mma--- oo oo e e o e m o mooooooooooo +

At this point, your server is running and you can access it. To tighten security if you have not yet
assigned a password to the initial account, follow the instructions in Section 2.10.4, “Securing the Initial
MySQL Account”.

For more information about mysql , mysql admi n, and nysql show, see Section 4.5.1, “nysql —
The MySQL Command-Line Client”, Section 4.5.2, “nysql adnm n — Client for Administering a MySQL
Server”, and Section 4.5.7, “nmysgl show— Display Database, Table, and Column Information”.

2.10.4 Securing the Initial MySQL Account

The MySQL installation process involves initializing the data directory, including the grant tables in the
nysgl system database that define MySQL accounts. For details, see Section 2.10.1, “Initializing the
Data Directory”.

This section describes how to assign a password to the initial r oot account created during the MySQL
installation procedure, if you have not already done so.

Note
@ Alternative means for performing the process described in this section:

¢ On Windows, you can perform the process during installation with MySQL
Installer (see Section 2.3.3, “MySQL Installer for Windows”).

¢ On all platforms, the MySQL distribution includes
mysqgl secure_installation,acommand-line utility that automates
much of the process of securing a MySQL installation.

« On all platforms, MySQL Workbench is available and offers the ability to
manage user accounts (see Chapter 30, MySQL Workbench ).

A password may already be assigned to the initial account under these circumstances:

» On Windows, installations performed using MySQL Installer give you the option of assigning a
password.

* Installation using the macOS installer generates an initial random password, which the installer
displays to the user in a dialog box.

« Installation using RPM packages generates an initial random password, which is written to the server
error log.

« Installations using Debian packages give you the option of assigning a password.
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» For data directory initialization performed manually using nysql d --initialize, nysqld
generates an initial random password, marks it expired, and writes it to the server error log. See
Section 2.10.1, “Initializing the Data Directory”.

The nysql . user grant table defines the initial MySQL user account and its access privileges.
Installation of MySQL creates onlya' root' @1 ocal host' superuser account that has all privileges
and can do anything. If the r oot account has an empty password, your MySQL installation is
unprotected: Anyone can connect to the MySQL server as r oot without a password and be granted all
privileges.

The 'root' @I ocal host' account also has a row in the nysql . proxi es_pri v table that enables
granting the PROXY privilege for' ' @' , that is, for all users and all hosts. This enables r oot to set

up proxy users, as well as to delegate to other accounts the authority to set up proxy users. See
Section 6.2.14, “Proxy Users”.

To assign a password for the initial MySQL r oot account, use the following procedure. Replace
r oot - passwor d in the examples with the password that you want to use.

Start the server if it is not running. For instructions, see Section 2.10.2, “Starting the Server”.

The initial r oot account may or may not have a password. Choose whichever of the following
procedures applies:

 If the r oot account exists with an initial random password that has been expired, connect to the
server as r oot using that password, then choose a new password. This is the case if the data
directory was initialized using mysqgl d --initial i ze, either manually or using an installer that
does not give you the option of specifying a password during the install operation. Because the
password exists, you must use it to connect to the server. But because the password is expired, you
cannot use the account for any purpose other than to choose a new password, until you do choose
one.

1. If you do not know the initial random password, look in the server error log.

2. Connect to the server as r oot using the password:

shel | > nysql -u root -p
Ent er password: (enter the random root password here)

3. Choose a new password to replace the random password:

mysql > ALTER USER 'root' @1 ocal host' | DENTI FI ED BY ' r oot - password'

 If the r oot account exists but has no password, connect to the server as r oot using no password,
then assign a password. This is the case if you initialized the data directory using nysql d - -
initialize-insecure.

1. Connect to the server as r oot using no password:

shel | > nysqgl -u root --skip-password

2. Assign a password:

nysqgl > ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' r oot - passwor d'

After assigning the r oot account a password, you must supply that password whenever you connect
to the server using the account. For example, to connect to the server using the nysql client, use this
command:

shel |l > nysql -u root -p
Enter password: (enter root password here)
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To shut down the server with mysql adm n, use this command:

shel | > nysgl admin -u root -p shutdown
Enter password: (enter root password here)

Note

@ For additional information about setting passwords, see Section 6.2.10,
“Assigning Account Passwords”. If you forget your r oot password after setting
it, see Section B.6.3.2, “How to Reset the Root Password”.

To set up additional accounts, see Section 6.2.7, “Adding Accounts, Assigning
Privileges, and Dropping Accounts”.

2.10.5 Starting and Stopping MySQL Automatically

This section discusses methods for starting and stopping the MySQL server.
Generally, you start the mysql d server in one of these ways:
 Invoke nysql d directly. This works on any platform.

» On Windows, you can set up a MySQL service that runs automatically when Windows starts. See
Section 2.3.5.8, “Starting MySQL as a Windows Service”.

* On Unix and Unix-like systems, you can invoke nysql d_saf e, which tries to determine the proper
options for mysql d and then runs it with those options. See Section 4.3.2, “nysql d_safe —
MySQL Server Startup Script”.

» On Linux systems that support systemd, you can use it to control the server. See Section 2.5.10,
“Managing MySQL Server with systemd”.

» On systems that use System V-style run directories (thatis, / et ¢/ i ni t . d and run-level specific
directories), invoke nysql . server. This script is used primarily at system startup and shutdown. It
usually is installed under the name nysql . The mysql . ser ver script starts the server by invoking
nysql d_saf e. See Section 4.3.3, “nysql . server — MySQL Server Startup Script”.

* On OS X, install a launchd daemon to enable automatic MySQL startup at system startup. The
daemon starts the server by invoking mysql d_saf e. For details, see Section 2.4.3, “Installing a
MySQL Launch Daemon”. A MySQL Preference Pane also provides control for starting and stopping
MySQL through the System Preferences. See Section 2.4.4, “Installing and Using the MySQL
Preference Pane”.

» On Solaris, use the service management framework (SMF) system to initiate and control MySQL
startup.

systemd, the nysql d_saf e and nysql . server scripts, Solaris SMF, and the OS X Startup Item (or
MySQL Preference Pane) can be used to start the server manually, or automatically at system startup
time. systemd, nysql . server, and the Startup Item also can be used to stop the server.

The following table shows which option groups the server and startup scripts read from option files.

Table 2.14 MySQL Startup Scripts and Supported Server Option Groups

Script Option Groups

mysql d [mysql d],[server],[nysql d- maj or _versi on]

nmysql d_safe [ mysqgl d],[server],[nmysql d_saf e]

mysql . server [ mysqgl d], [ nmysql . server],[server]

[ mysql d- maj or _ver si on] means that groups with names like [ nysql d- 5. 6] and
[ mysql d- 5. 7] are read by servers having versions 5.6.x, 5.7.x, and so forth. This feature can be
used to specify options that can be read only by servers within a given release series.
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For backward compatibility, nysql . server also reads the [ nysql _server] group and
nysgl d_saf e also reads the [ saf e_nmysql d] group. To be current, you should update your option
files to use the [ mysql . server] and [ nysql d_saf e] groups instead.

For more information on MySQL configuration files and their structure and contents, see Section 4.2.6,
“Using Option Files”.

2.11 Upgrading MySQL

This section describes the steps to upgrade a MySQL installation.

Upgrading is a common procedure, as you pick up bug fixes within the same MySQL release series
or significant features between major MySQL releases. You perform this procedure first on some test
systems to make sure everything works smoothly, and then on the production systems.

Note
@ In the following discussion, MySQL commands that must be run using a MySQL

account with administrative privileges include - u r oot on the command line
to specify the MySQL r oot user. Commands that require a password for r oot
also include a - p option. Because - p is followed by no option value, such
commands prompt for the password. Type the password when prompted and
press Enter.

SQL statements can be executed using the nysql command-line client
(connect as r oot to ensure that you have the necessary privileges).

2.11.1 Before You Begin

Review the information in this section before upgrading. Perform any recommended actions.

Protect your data by creating a backup. The backup should include the mysql system database,
which contains the MySQL system tables. See Section 7.2, “Database Backup Methods”.

Review Section 2.11.2, “Upgrade Paths” to ensure that your intended upgrade path is supported.

Review Section 2.11.3, “Changes in MySQL 5.7” for changes that you should be aware of before
upgrading. Some changes may require action.

Review Section 1.4, “What Is New in MySQL 5.7” for deprecated and removed features. An upgrade
may require changes with respect to those features if you use any of them.

Review Section 1.5, “Server and Status Variables and Options Added, Deprecated, or Removed
in MySQL 5.7”. If you use deprecated or removed variables, an upgrade may require configuration
changes.

Review the Release Notes for information about fixes, changes, and new features.
If you use replication, review Section 16.4.3, “Upgrading a Replication Setup”.

Upgrade procedures vary by platform and how the initial installation was performed. Use the
procedure that applies to your current MySQL installation:

¢ For binary and package-based installations on non-Windows platforms, refer to Section 2.11.4,
“Upgrading MySQL Binary or Package-based Installations on Unix/Linux”.

Note
@ For supported Linux distributions, the preferred method for upgrading
package-based installations is to use the MySQL software repositories
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(MySQL Yum Repository, MySQL APT Repository, and MySQL SLES
Repository).

« For installations on an Enterprise Linux platform or Fedora using the MySQL Yum Repository,
refer to Section 2.11.5, “Upgrading MySQL with the MySQL Yum Repository”.

 For installations on Ubuntu using the MySQL APT repository, refer to Section 2.11.6, “Upgrading
MySQL with the MySQL APT Repository”.

e For installations on SLES using the MySQL SLES repository, refer to Section 2.11.7, “Upgrading
MySQL with the MySQL SLES Repository”.

« For installations performed using Docker, refer to Section 2.11.9, “Upgrading a Docker Installation
of MySQL".

 For installations on Windows, refer to Section 2.11.8, “Upgrading MySQL on Windows”.

« If your MySQL installation contains a large amount of data that might take a long time to convert
after an in-place upgrade, it may be useful to create a test instance for assessing the conversions
that are required and the work involved to perform them. To create a test instance, make a copy of
your MySQL instance that contains the mysql database and other databases without the data. Run
the upgrade procedure on the test instance to assess the work involved to perform the actual data
conversion.

» Rebuilding and reinstalling MySQL language interfaces is recommended when you install or upgrade
to a new release of MySQL. This applies to MySQL interfaces such as PHP nysql extensions and
the Perl DBD: : mysql module.

2.11.2 Upgrade Paths

» Upgrade is only supported between General Availability (GA) releases.

e Upgrade from MySQL 5.6 to 5.7 is supported. Upgrading to the latest release is recommended
before upgrading to the next version. For example, upgrade to the latest MySQL 5.6 release before
upgrading to MySQL 5.7.

» Upgrade that skips versions is not supported. For example, upgrading directly from MySQL 5.5 to 5.7
is not supported.

» Upgrade within a release series is supported. For example, upgrading from MySQL 5.7.x to 5.7.y is
supported. Skipping a release is also supported. For example, upgrading from MySQL 5.7.x to0 5.7.z
is supported.

2.11.3 Changes in MySQL 5.7

Before upgrading to MySQL 5.7, review the changes described in this section to identify those that
apply to your current MySQL installation and applications. Perform any recommended actions.

Changes marked as Incompatible change are incompatibilities with earlier versions of MySQL, and
may require your attention before upgrading. Our aim is to avoid these changes, but occasionally they
are necessary to correct problems that would be worse than an incompatibility between releases. If an
upgrade issue applicable to your installation involves an incompatibility, follow the instructions given in
the description. Sometimes this involves dumping and reloading tables, or use of a statement such as
CHECK TABLE or REPAI R TABLE.

For dump and reload instructions, see Section 2.11.12, “Rebuilding or Repairing Tables or Indexes”.
Any procedure that involves REPAI R TABLE with the USE_FRMoption must be done before upgrading.
Use of this statement with a version of MySQL different from the one used to create the table (that is,
using it after upgrading) may damage the table. See Section 13.7.2.5, “REPAIR TABLE Syntax”.

» Configuration Changes
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System Table Changes
Server Changes
InnoDB Changes

SQL Changes

Configuration Changes

Incompatible change: As of MySQL 5.7.12, the default - - ear | y- pl ugi n- 1 oad value is empty.
To load the keyri ng _fil e plugin, you must use an explicit - - ear | y- pl ugi n-| oad option with a
nonempty value.

In MySQL 5.7.11, the default - - ear | y- pl ugi n-1 oad value was the name of the keyring_file
plugin library file, so that plugin was loaded by default. | nnoDB tablespace encryption requires

the keyri ng_fi | e plugin to be loaded prior to | nnoDB initialization, so this change of default - -
ear | y- pl ugi n-1 oad value introduces an incompatibility for upgrades from 5.7.11 to 5.7.12 or
higher. Administrators who have encrypted | nnoDB tablespaces must take explicit action to ensure
continued loading of the keyri ng_fi | e plugin: Start the server with an - - ear | y- pl ugi n-1 oad
option that names the plugin library file. For additional information, see Section 6.4.4.1, “Keyring
Plugin Installation”.

Incompatible change: The | NFORVATI ON_SCHEMNA has tables that contain system and status
variable information (see Section 24.11, “The INFORMATION_SCHEMA GLOBAL_VARIABLES

and SESSION_VARIABLES Tables”, and Section 24.10, “The INFORMATION_SCHEMA
GLOBAL_STATUS and SESSION_STATUS Tables”). As of MySQL 5.7.6, the Performance Schema
also contains system and status variable tables (see Section 25.12.13, “Performance Schema
System Variable Tables”, and Section 25.12.14, “Performance Schema Status Variable Tables”).
The Performance Schema tables are intended to replace the | NFORVATI ON_SCHENA tables, which
are deprecated as of MySQL 5.7.6 and will be removed in a future MySQL release.

For advice on migrating away from the | NFORVATI ON_SCHENA tables to the Performance Schema
tables, see Section 25.20, “Migrating to Performance Schema System and Status Variable Tables”.
To assist in the migration, you can use the show _conpati bi | i ty_56 system variable, which
affects how system and status variable information is provided by the | NFORVATI ON_SCHENMA and
Performance Schema tables, and also by the SHOWN VARI ABLES and SHOW STATUS statements.
show _conpati bility 56 is enabled by default in 5.7.6 and 5.7.7, and disabled by default in
MySQL 5.7.8.

For details about the effects of show conpati bility_ 56, see Section 5.1.7, “Server System
Variables” For better understanding, it is strongly recommended that you read also these sections:

e Section 25.12.13, “Performance Schema System Variable Tables”
e Section 25.12.14, “Performance Schema Status Variable Tables”
e Section 25.12.15.10, “Status Variable Summary Tables”

Incompatible change: As of MySQL 5.7.6, data directory initialization creates only a single r oot
account, ' root' @ | ocal host' . (See Section 2.10.1, “Initializing the Data Directory”.) An attempt
to connect to the host 127. 0. 0. 1 normally resolves to the | ocal host account. However, this fails
if the server is run with the - - ski p- nane- r esol ve option. If you plan to do that, make sure that an
account exists that can accept a connection. For example, to be able to connect as r oot using - -
host =127. 0. 0. 1 or - - host =: : 1, create these accounts:

CREATE USER 'root' @127.0.0.1" |DENTIFIED BY 'root-password';
CREATE USER 'root' @::1' |DENTIFIED BY 'root-password';

Incompatible change: As of MySQL 5.7.6, for some Linux platforms, when MySQL is installed using
RPM and Debian packages, server startup and shutdown now is managed using systemd rather than
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nysql d_saf e, and nysql d_saf e is not installed. This may require some adjustment to the manner
in which you specify server options. For details, see Section 2.5.10, “Managing MySQL Server with
systemd”.

* Incompatible change: In MySQL 5.7.5, the executable binary version of nysql i nstal | _db
is located in the bi n installation directory, whereas the Perl version was located in the scri pts
installation directory. For upgrades from an older version of MySQL, you may find a version in both
directories. To avoid confusion, remove the version in the scri pt s directory. For fresh installations
of MySQL 5.7.5 or later, nysql _i nstal | _db is only found in the bi n directory, and the scri pts
directory is no longer present. Applications that expect to find nysql i nstal | _dbinthe scripts
directory should be updated to look in the bi n directory instead.

The location of mysql i nstal | _db becomes less material as of MySQL 5.7.6 because as of
that version it is deprecated in favor of nysql d --initialize (ornysqld --initialize-
i nsecur e). See Section 2.10.1, “Initializing the Data Directory”

« Incompatible change: In MySQL 5.7.5, these SQL mode changes were made:

 Strict SQL mode for transactional storage engines (STRI CT_TRANS TABLES) is now enabled by
default.

¢ Implementation of the ONLY_FULL_GROUP_BY SQL mode has been made more sophisticated,
to no longer reject deterministic queries that previously were rejected. In consequence,
ONLY_FULL_GROUP_BY is now enabled by default, to prohibit nondeterministic queries containing
expressions not guaranteed to be uniquely determined within a group.

¢ The changes to the default SQL mode result in a default sql _node system variable
value with these modes enabled: ONLY_FULL_GROUP_BY, STRI CT_TRANS_TABLES,
NO_ENG NE_SUBSTI TUTI ON.

e The ONLY_FULL_GROUP_BY mode is also now included in the modes comprised by the ANSI SQL
mode.

If you find that having ONLY_FULL_GROUP_BY enabled causes queries for existing applications to be
rejected, either of these actions should restore operation:

« Ifitis possible to modify an offending query, do so, either so that nondeterministic nonaggregated
columns are functionally dependent on GROUP BY columns, or by referring to nonaggregated
columns using ANY_VALUE() .

« Ifitis not possible to modify an offending query (for example, if it is generated by a third-
party application), set the sql _node system variable at server startup to not enable
ONLY_FULL_GROUP_BY.

For more information about SQL modes and GROUP BY queries, see Section 5.1.10, “Server SQL
Modes”, and Section 12.20.3, “MySQL Handling of GROUP BY".

System Table Changes

* Incompatible change: The Passwor d column of the nysqgl . user system table was removed
in MySQL 5.7.6. All credentials are stored in the aut hent i cati on_stri ng column, including
those formerly stored in the Passwor d column. If performing an in-place upgrade to MySQL 5.7.6 or
later, run mysql _upgr ade as directed by the in-place upgrade procedure to migrate the Passwor d
column contents to the aut hent i cati on_st ri ng column.

If performing a logical upgrade using a nysql dunp dump file from a pre-5.7.6 MySQL installation,
you must observe these conditions for the nysql dunp command used to generate the dump file:

e You must include the - - add- dr op- t abl e option

e You must not include the - - f | ush- pri vi | eges option
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As outlined in the logical upgrade procedure, load the pre-5.7.6 dump file into the 5.7.6 (or later)
server before running mysql _upgr ade.

Server Changes

* Incompatible change: As of MySQL 5.7.5, support for passwords that use the older pre-4.1
password hashing format is removed, which involves the following changes. Applications that use
any feature no longer supported must be modified.

e The nysql _ol d_passwor d authentication plugin that used pre-4.1 password hash values is
removed. Accounts that use this plugin are disabled at startup and the server writes an “unknown
plugin” message to the error log. For instructions on upgrading accounts that use this plugin, see
Section 6.4.1.3, “Migrating Away from Pre-4.1 Password Hashing and the mysql_old_password
Plugin”.

e Forthe ol d_passwor ds system variable, a value of 1 (produce pre-4.1 hash values) is no longer
permitted.

e The - - secur e- aut h option to the server and client programs is the default, but is now a no-op. It
is deprecated and will be removed in a future MySQL release.

e The - - ski p- secur e- aut h option to the server and client programs is no longer supported and
using it produces an error.

e The secur e_aut h system variable permits only a value of 1; a value of 0 is no longer permitted.
e The OLD_PASSWORD( ) function is removed.

* Incompatible change: In MySQL 5.6.6, the YEAR( 2) data type was deprecated. In MySQL 5.7.5,
support for YEAR( 2) is removed. Once you upgrade to MySQL 5.7.5 or higher, any remaining
YEAR( 2) columns must be converted to YEAR( 4) to become usable again. For conversion
strategies, see Section 11.3.4, “YEAR(2) Limitations and Migrating to YEAR(4)”. Running
nysql _upgr ade after upgrading is one of the possible conversion strategies.

* As of MySQL 5.7.7, CHECK TABLE ... FOR UPGRADE reports a table as needing a rebuild if it
contains old temporal columns in pre-5.6.4 format (TI Mg, DATETI ME, and TI MESTAMP columns
without support for fractional seconds precision) and the avoi d_t enpor al _upgr ade system
variable is disabled. This helps nysql _upgr ade to detect and upgrade tables containing old
temporal columns. If avoi d_t enpor al _upgr ade is enabled, FOR UPGRADE ignores the old
temporal columns present in the table; consequently, mysql _upgr ade does not upgrade them.

As of MySQL 5.7.7, REPAI R TABLE upgrades a table if it contains old temporal columns

in pre-5.6.4 format and the avoi d_t enpor al _upgr ade system variable is disabled. If

avoi d_t enpor al _upgr ade is enabled, REPAI R TABLE ignores the old temporal columns present
in the table and does not upgrade them.

To check for tables that contain such temporal columns and need a rebuild, disable
avoi d_t enporal _upgr ade before executing CHECK TABLE ... FOR UPGRADE.

To upgrade tables that contain such temporal columns, disable avoi d_t enpor al _upgr ade before
executing REPAI R TABLE or nysql _upgr ade.

e Incompatible change: As of MySQL 5.7.2, the server requires account rows in the mysql . user
system table to have a nonempty pl ugi n column value and disables accounts with an empty value.
This requires that you upgrade your nmysql . user table to fill in all pl ugi n values. As of MySQL
5.7.6, use this procedure:

If you plan to upgrade using the data directory from your existing MySQL installation:

1. Stop the old (MySQL 5.6) server
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2. Upgrade the MySQL binaries in place by replacing the old binaries with the new ones
3. Start the MySQL 5.7 server normally (no special options)
4. Runnysql _upgr ade to upgrade the system tables

5. Restart the MySQL 5.7 server

If you plan to upgrade by reloading a dump file generated from your existing MySQL installation:

1. To generate the dump file, run mysql dunp with the - - add- dr op-t abl e option and without the
--flush-privil eges option

2. Stop the old (MySQL 5.6) server

3. Upgrade the MySQL binaries in place (replace the old binaries with the new ones)
4. Start the MySQL 5.7 server normally (no special options)

5. Reload the dump file (mysqgl < dunp_file)

6. Runnysql upgrade to upgrade the system tables

7. Restart the MySQL 5.7 server
Before MySQL 5.7.6, the procedure is more involved:

If you plan to upgrade using the data directory from your existing MySQL installation:

1. Stop the old (MySQL 5.6) server

2. Upgrade the MySQL binaries in place (replace the old binaries with the new ones)

3. Restart the server with the - - ski p- gr ant - t abl es option to disable privilege checking
4. Runnysql _upgr ade to upgrade the system tables

5. Restart the server normally (without - - ski p- gr ant -t abl es)

If you plan to upgrade by reloading a dump file generated from your existing MySQL installation:
1. To generate the dump file, run mysql dunp without the - - f | ush- pri vi | eges option

2. Stop the old (MySQL 5.6) server

3. Upgrade the MySQL binaries in place (replace the old binaries with the new ones)

4. Restart the server with the - - ski p- gr ant - t abl es option to disable privilege checking

5. Reload the dump file (mysqgl < dunp_file)

6. Runnysql upgrade to upgrade the system tables

7. Restart the server normally (without - - ski p- gr ant -t abl es)

nysql _upgr ade runs by default as the MySQL r oot user. For the preceding procedures, if the
r oot password is expired when you run mysql _upgr ade, you will see a message that your
password is expired and that mysql _upgr ade failed as a result. To correct this, reset the r oot
password to unexpire it and run nysql _upgr ade again:

shell > nysgl -u root -p
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Enter password: **** <- enter root password here
mysql > ALTER USER USER() | DENTI FI ED BY 'root-password' ; # MySQL 5.7.6 and up
mysql > SET PASSWORD = PASSWORD( ' r oot - password' ) ; # Before MySQL 5.7.6

nmysql > quit

shel | > nmysql _upgrade -p
Enter password: **** <- enter root password here

The password-resetting statement normally does not work if the server is started with - - ski p-
grant -t abl es, but the first invocation of nysql _upgr ade flushes the privileges, so when you run
nysql , the statement is accepted.

If nysql _upgr ade itself expires the r oot password, you will need to reset the password again in
the same manner.

After following the preceding instructions, DBAs are advised also to convert accounts that use the
nysqgl ol d_passwor d authentication plugin to use nysql nati ve_ passwor d instead, because
support for nysqgl ol d_passwor d has been removed. For account upgrade instructions, see
Section 6.4.1.3, “Migrating Away from Pre-4.1 Password Hashing and the mysql_old_password
Plugin”.

Incompatible change: It is possible for a column DEFAULT value to be valid for the sql _node
value at table-creation time but invalid for the sql _nopde value when rows are inserted or updated.
Example:

SET sql _node = '';

CREATE TABLE t (d DATE DEFAULT 0);

SET sql _node = ' NO_ZERO DATE, STRI CT_ALL_TABLES ;
INSERT INTO t (d) VALUES(DEFAULT);

In this case, 0 should be accepted for the CREATE TABLE but rejected for the | NSERT. However,
previously the server did not evaluate DEFAULT values used for inserts or updates against the
current sql _node. In the example, the | NSERT succeeds and inserts ' 0000- 00- 00" into the DATE
column.

As of MySQL 5.7.2, the server applies the proper sql _node checks to generate a warning or error
at insert or update time.

A resulting incompatibility for replication if you use statement-based logging

(bi nl og_f or mat =STATEMENT) is that if a slave is upgraded, a nonupgraded master will execute
the preceding example without error, whereas the | NSERT will fail on the slave and replication will
stop.

To deal with this, stop all new statements on the master and wait until the slaves catch up. Then
upgrade the slaves followed by the master. Alternatively, if you cannot stop new statements,
temporarily change to row-based logging on the master (bi nl og_f or nat =ROW and wait until all
slaves have processed all binary logs produced up to the point of this change. Then upgrade the
slaves followed by the master and change the master back to statement-based logging.

Incompatible change: Several changes were made to the audit log plugin for better compatibility
with Oracle Audit Vault. For upgrading purpose, the main issue is that the default format of the
audit log file has changed: Information within <AUDI T_RECORD> elements previously written using
attributes now is written using subelements.

Example of old <AUDI T_RECORD> format:

<AUDI T_RECORD

TI MESTAMP="2013- 04- 15T15: 27: 27"
NAME=" Quer y"

CONNECTI ON_I D=" 3"

STATUS=" 0"

SQLTEXT="SELECT 1"
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/>

Example of new format:

<AUDI T_RECORD>
<T| MESTAMP>2013- 04- 15T15: 27: 27 UTC</ TI MESTAMP>
<RECORD_| D>3998_2013- 04- 15T15: 27: 27</ RECORD_| D>
<NAME>Quer y</ NAME>
<CONNECTI ON_I D>3</ CONNECTI ON_I D>
<STATUS>0</ STATUS>
<STATUS_CODE>0</ STATUS_CODE>
<USER>root[root] @] ocal host [127.0.0. 1] </ USER>
<0OS_LOG N></ OS_LOGE N>
<HOST>| ocal host </ HOST>
<| P>127.0. 0. 1</ | P>
<COMMAND_CLASS>sel ect </ COWAND_CLASS>
<SQLTEXT>SELECT 1</ SQLTEXT>

</ AUDI T_RECORD>

If you previously used an older version of the audit log plugin, use this procedure to avoid writing
new-format log entries to an existing log file that contains old-format entries:

1. Stop the server.
2. Rename the current audit log file manually. This file will contain only old-format log entries.

3. Update the server and restart it. The audit log plugin will create a new log file, which will contain
only new-format log entries.

For information about the audit log plugin, see Section 6.4.5, “MySQL Enterprise Audit”.

As of MySQL 5.7.7, the default connection timeout for a replication slave was changed from 3600
seconds (one hour) to 60 seconds (one minute). The new default is applied when a replication slave
without a setting for the sl ave _net ti nmeout system variable is upgraded to MySQL 5.7. The
default setting for the heartbeat interval, which regulates the heartbeat signal to stop the connection
timeout occurring in the absence of data if the connection is still good, is calculated as half the value
of sl ave_net ti neout. The heartbeat interval is recorded in the slave's master info log (the
nysql . sl ave_nast er _i nf o table or mast er . i nf o file), and it is not changed automatically
when the value or default setting of sl ave _net ti nmeout is changed. A MySQL 5.6 slave that
used the default connection timeout and heartbeat interval, and was then upgraded to MySQL 5.7,
therefore has a heartbeat interval that is much longer than the connection timeout.

If the level of activity on the master is such that updates to the binary log are sent to the slave at
least once every 60 seconds, this situation is not an issue. However, if no data is received from the
master, because the heartbeat is not being sent, the connection timeout expires. The slave therefore
thinks the connection to the master has been lost and makes multiple reconnection attempts (as
controlled by the MASTER_CONNECT _RETRY and MASTER _RETRY_COUNT settings, which can also
be seen in the master info log). The reconnection attempts spawn numerous zombie dump threads
that the master must kill, causing the master's error log to contain multiple instances of the error

ER RPL_ZOVBI E_ ENCOUNTERED. To avoid this issue, immediately before upgrading a replication
slave to MySQL 5.7, check whether the sl ave _net ti neout system variable is using the default
setting. If so, issue CHANGE MASTER TOwith the MASTER HEARTBEAT PERI QD option, and set the
heartbeat interval to 30 seconds, so that it works with the new connection timeout of 60 seconds that
applies after the upgrade.

InnoDB Changes

e As of MySQL 5.7.24, the zlib library version bundled with MySQL was raised from version 1.2.3 to

version 1.2.11.

The zlib conpr essBound() function in zlib 1.2.11 returns a slightly higher estimate of the
buffer size required to compress a given length of bytes than it did in zlib version 1.2.3. The
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conpr essBound() function is called by | nnoDB functions that determine the maximum row size
permitted when creating compressed | nnoDB tables or inserting rows into compressed | nnoDB
tables. As a result, CREATE TABLE ... ROW FORVAT=COVPRESSED or | NSERT operations with
row sizes very close to the maximum row size that were successful in earlier releases could now fail.

If you have compressed | nnoDB tables with large rows, it is recommended that you test compressed
table CREATE TABLE statements on a MySQL 5.7 test instance prior to upgrading.

* Incompatible change: To simplify | nnoDB tablespace discovery during crash recovery,
new redo log record types were introduced in MySQL 5.7.5. This enhancement changes the
redo log format. Before performing an in-place upgrade, perform a clean shutdown using an
i nnodb_f ast _shut down setting of O or 1. A slow shutdown using i nnodb_f ast _shut down=0 is
a recommended step in In-Place Upgrade.

* Incompatible change: MySQL 5.7.8 and 5.7.9 undo logs may contain insufficient information
about spatial columns, which could result in a upgrade failure (Bug #21508582). Before
performing an in-place upgrade from MySQL 5.7.8 or 5.7.9 to 5.7.10 or higher, perform a slow
shutdown using i nnodb_f ast _shut down=0 to clear the undo logs. A slow shutdown using
i nnodb_f ast _shut down=0 is a recommended step in In-Place Upgrade.

» Incompatible change: MySQL 5.7.8 undo logs may contain insufficient information about virtual
columns and virtual column indexes, which could result in a upgrade failure (Bug #21869656).
Before performing an in-place upgrade from MySQL 5.7.8 to MySQL 5.7.9 or higher, perform a
slow shutdown using i nnodb_f ast shut down=0 to clear the undo logs. A slow shutdown using
i nnodb_fast _shut down=0 is a recommended step in In-Place Upgrade.

» Incompatible change: As of MySQL 5.7.9, the redo log header of the first redo log file
(i b_I ogfi |l e0) includes a format version identifier and a text string that identifies the MySQL
version that created the redo log files. This enhancement changes the redo log format, requiring that
MySQL be shutdown cleanly using an i nnodb_f ast _shut down setting of O or 1 before performing
an in-place upgrade to MySQL 5.7.9 or higher. A slow shutdown using i nnodb_f ast _shut down=0
is a recommended step in In-Place Upgrade.

* In MySQL 5.7.9, DYNAM C replaces COVPACT as the implicit default row format for | nnoDB tables.
A new configuration option, i nnodb_def aul t _row_f or mat , specifies the default | nnoDB row
format. Permitted values include DYNAM C (the default), COVPACT, and REDUNDANT.

After upgrading to 5.7.9, any new tables that you create use the row format defined by
i nnodb_defaul t _row fornat unless you explicitly define a row format (RON FORVAT).

For existing tables that do not explicitly define a ROW FORVAT option or that use

ROW FORVAT=DEFAULT, any operation that rebuilds a table also silently changes the row format of
the table to the format defined by i nnodb_def aul t _row f or nat . Otherwise, existing tables retain
their current row format setting. For more information, see Defining the Row Format of a Table.

» Beginning with MySQL 5.7.6, the | nnoDB storage engine uses its own built-in (“native”) partitioning
handler for any new partitioned tables created using | nnoDB. Partitioned | nnoDB tables created in
previous versions of MySQL are not automatically upgraded. You can easily upgrade such tables to
use | nnoDB native partitioning in MySQL 5.7.9 or later using either of the following methods:

« To upgrade an individual table from the generic partitioning handler to | nnoDB native partitioning,
execute the statement ALTER TABLE t abl e_nane UPGRADE PARTI TI ONl NG

e To upgrade all | nnoDB tables that use the generic partitioning handler to use the native
partitioning handler instead, run mysqgl _upgr ade.

SQL Changes

* Incompatible change: The GET_LOCK() function was reimplemented in MySQL 5.7.5 using the
metadata locking (MDL) subsystem and its capabilities have been extended:
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» Previously, GET_LOCK() permitted acquisition of only one named lock at a time, and a second
GET_LOCK() call released any existing lock. Now GET_LOCK() permits acquisition of more than
one simultaneous named lock and does not release existing locks.

Applications that rely on the behavior of GET_LOCK() releasing any previous lock must be
modified for the new behavior.

* The capability of acquiring multiple locks introduces the possibility of deadlock among clients. The
MDL subsystem detects deadlock and returns an ER_USER L OCK DEADL OCK error when this
occurs.

e The MDL subsystem imposes a limit of 64 characters on lock nhames, so this limit now also applies
to named locks. Previously, no length limit was enforced.

» Locks acquired with GET_LOCK( ) now appear in the Performance Schema net adat a_| ocks
table. The OBJECT_TYPE column says USER LEVEL LOCK and the OBJECT_ NANE column
indicates the lock name.

* A new function, RELEASE_ALL_LOCKS() permits release of all acquired named locks at once.

For more information, see Section 12.14, “Locking Functions”.

The optimizer now handles derived tables and views in the FROMclause in consistent fashion to
better avoid unnecessary materialization and to enable use of pushed-down conditions that produce
more efficient execution plans. However, for statements such as DELETE or UPDATE that modify
tables, using the merge strategy for a derived table that previously was materialized can result in an
ER_UPDATE_TABLE_USED error:

nysql > DELETE FROM t 1
-> WHERE id IN (SELECT id

-> FROM (SELECT t1.id
-> FROMt1 INNER JON t2 USING (id)
> WHERE t2.status = 0) AS t);

ERROR 1093 (HY000): You can't specify target table 't1'
for update in FROM cl ause

The error occurs when merging a derived table into the outer query block results in a statement
that both selects from and modifies a table. (Materialization does not cause the problem because,
in effect, it converts the derived table to a separate table.) To avoid this error, disable the

derived nmnerge flag of the opti m zer swi t ch system variable before executing the statement:

SET optim zer_switch = 'derived_nerge=off"';

The deri ved_ner ge flag controls whether the optimizer attempts to merge subqueries and views
in the FROMclause into the outer query block, assuming that no other rule prevents merging. By
default, the flag is on to enable merging. Setting the flag to of f prevents merging and avoids the
error just described. For more information, see Section 8.2.2.4, “Optimizing Derived Tables and View
References with Merging or Materialization”.

Some keywords may be reserved in MySQL 5.7 that were not reserved in MySQL 5.6. See

Section 9.3, “Keywords and Reserved Words”. This can cause words previously used as identifiers
to become illegal. To fix affected statements, use identifier quoting. See Section 9.2, “Schema Object
Names”.

After upgrading, it is recommended that you test optimizer hints specified in application code
to ensure that the hints are still required to achieve the desired optimization strategy. Optimizer
enhancements can sometimes render certain optimizer hints unnecessary. In some cases, an
unnecessary optimizer hint may even be counterproductive.
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e In UNI ON statements, to apply ORDER BY or LI M T to an individual SELECT, place the clause inside
the parentheses that enclose the SELECT:

(SELECT a FROMt1l WHERE a=10 AND B=1 ORDER BY a LIM T 10)
UNI ON
(SELECT a FROM t2 WHERE a=11 AND B=2 ORDER BY a LIMT 10);

Previous versions of MySQL may permit such statements without parentheses. In MySQL 5.7, the
requirement for parentheses is enforced.

2.11.4 Upgrading MySQL Binary or Package-based Installations on Unix/
Linux

This section describes how to upgrade MySQL binary and package-based installations on Unix/Linux.
In-place and logical upgrade methods are described.

 In-Place Upgrade

» Logical Upgrade
In-Place Upgrade

An in-place upgrade involves shutting down the old MySQL server, replacing the old MySQL binaries
or packages with the new ones, restarting MySQL on the existing data directory, and upgrading any
remaining parts of the existing installation that require upgrading.

Note

@ If you upgrade an installation originally produced by installing multiple RPM
packages, upgrade all the packages, not just some. For example, if you
previously installed the server and client RPMs, do not upgrade just the server
RPM.

For some Linux platforms, MySQL installation from RPM or Debian packages
includes systemd support for managing MySQL server startup and shutdown.
On these platforms, nysql d_saf e is not installed. In such cases, use systemd
for server startup and shutdown instead of the methods used in the following
instructions. See Section 2.5.10, “Managing MySQL Server with systemd”.

To perform an in-place upgrade:

1. If you use XA transactions with | nnoDB, run XA RECOVER before upgrading to check for
uncommitted XA transactions. If results are returned, either commit or rollback the XA transactions
by issuing an XA COVM T or XA ROLLBACK statement.

2. Configure MySQL to perform a slow shutdown by setting i nnodb_f ast shut down to 0. For
example:

mysql -u root -p --execute="SET GLOBAL i nnodb_fast_shut down=0"

With a slow shutdown, | nnoDB performs a full purge and change buffer merge before shutting
down, which ensures that data files are fully prepared in case of file format differences between
releases.

3. Shut down the old MySQL server. For example:

nmysql admin -u root -p shutdown
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4. Upgrade the MySQL binary installation or packages. If upgrading a binary installation, unpack the
new MySQL binary distribution package. See Obtain and Unpack the Distribution. For package-
based installations, install the new packages.

5. Start the MySQL 5.7 server, using the existing data directory. For example:

nysql d_safe --user=nysql --datadir=/path/to/existing-datadir &

6. Runnysql upgrade. For example:

nysql _upgrade -u root -p

nysql _upgr ade examines all tables in all databases for incompatibilities with the current version

of MySQL. nysql _upgr ade also upgrades the nysql system database so that you can take
advantage of new privileges or capabilities.

help tables. For upgrade instructions, see Section 5.1.12, “MySQL Server

Note
@ mysql _upgr ade does not upgrade the contents of the time zone tables or
Time Zone Support”, and Section 5.1.13, “Server-Side Help Support”.

7. Shut down and restart the MySQL server to ensure that any changes made to the system tables
take effect. For example:

nysqgl admin -u root -p shutdown
nysql d_safe --user=nysql --datadir=/path/to/existing-datadir &

Logical Upgrade

A logical upgrade involves exporting SQL from the old MySQL instance using a backup or export utility

such as mysql dunp or nysql punp, installing the new MySQL server, and applying the SQL to your
new MySQL instance.

Note

@ For some Linux platforms, MySQL installation from RPM or Debian packages
includes systemd support for managing MySQL server startup and shutdown.
On these platforms, nysql d_saf e is not installed. In such cases, use systemd
for server startup and shutdown instead of the methods used in the following
instructions. See Section 2.5.10, “Managing MySQL Server with systemd”.

To perform a logical upgrade:
1. Review the information in Section 2.11.1, “Before You Begin”.

2. Export your existing data from the previous MySQL installation:

nysql dunmp -u root -p
--add-drop-table --routines --events
--all -databases --force > data-for-upgrade. sq

above) if your databases include stored programs. The - - al | - dat abases
option includes all databases in the dump, including the mysql database

Note
@ Use the - -r out i nes and - - event s options with nysql dunp (as shown
that holds the system tables.
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Important

A If you have tables that contain generated columns, use the nysql dunp
utility provided with MySQL 5.7.9 or higher to create your dump files.
The nysql dunp utility provided in earlier releases uses incorrect syntax
for generated column definitions (Bug #20769542). You can use the
| NFORVATI ON_SCHEMA. COLUNMNS table to identify tables with generated
columns.

Shut down the old MySQL server. For example:

nysqgl admin -u root -p shutdown
Install MySQL 5.7. For installation instructions, see Chapter 2, Installing and Upgrading MySQL.

Initialize a new data directory, as described at Section 2.10.1, “Initializing the Data Directory”. For
example:

nysqld --initialize --datadir=/path/to/5.7-datadir

Copy the temporary ' root ' @ | ocal host"' password displayed to your screen or written to your
error log for later use.

Start the MySQL 5.7 server, using the new data directory. For example:

nysql d_safe --user=nysql --datadir=/path/to/5.7-datadir &

Reset the r oot password:

shell > nmysql -u root -p
Enter password: **** <- enter tenporary root password

nysqgl > ALTER USER USER() | DENTI FI ED BY ' your new password'

Load the previously created dump file into the new MySQL server. For example:

nysql -u root -p --force < data-for-upgrade. sq

Note

@ It is not recommended to load a dump file when GTIDs are enabled on
the server (gt i d_node=0ON), if your dump file includes system tables.
mysql dunp issues DML instructions for the system tables which use the
non-transactional MylSAM storage engine, and this combination is not
permitted when GTIDs are enabled. Also be aware that loading a dump file
from a server with GTIDs enabled, into another server with GTIDs enabled,
causes different transaction identifiers to be generated.

Run nysql upgr ade. For example:

nysql _upgrade -u root -p

nysqgl _upgr ade examines all tables in all databases for incompatibilities with the current version
of MySQL. nysql _upgr ade also upgrades the nysql system database so that you can take
advantage of new privileges or capabilities.
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help tables. For upgrade instructions, see Section 5.1.12, “MySQL Server

Note
@ nysql _upgr ade does not upgrade the contents of the time zone tables or
Time Zone Support”, and Section 5.1.13, “Server-Side Help Support”.

10. Shut down and restart the MySQL server to ensure that any changes made to the system tables

take effect. For example:

nysqgl admin -u root -p shutdown
nysql d_safe --user=nysql --datadir=/path/to/5.7-datadir &

2.11.5 Upgrading MySQL with the MySQL Yum Repository

For supported Yum-based platforms (see Section 2.5.1, “Installing MySQL on Linux Using the MySQL
Yum Repository”, for a list), you can perform an in-place upgrade for MySQL (that is, replacing the old
version and then running the new version using the old data files) with the MySQL Yum repository.

Notes
@ « Before performing any update to MySQL, follow carefully the instructions in

Section 2.11, “Upgrading MySQL”. Among other instructions discussed there,
it is especially important to back up your database before the update.

¢ The following instructions assume you have installed MySQL with the MySQL
Yum repository or with an RPM package directly downloaded from MySQL
Developer Zone's MySQL Download page; if that is not the case, following the
instructions in Section 2.5.2, “Replacing a Third-Party Distribution of MySQL
Using the MySQL Yum Repository”.

Selecting.a Target Series

By default, the MySQL Yum repository updates MySQL to the latest version in the release series
you have chosen during installation (see Selecting a Release Series for details), which means,
for example, a 5.6.x installation will not be updated to a 5.7.x release automatically. To update

to another release series, you need to first disable the subrepository for the series that has been
selected (by default, or by yourself) and enable the subrepository for your target series. To do
that, see the general instructions given in Selecting a Release Series. For upgrading from MySQL
5.6 to 5.7, perform the reverse of the steps illustrated in Selecting a Release Series, disabling the
subrepository for the MySQL 5.6 series and enabling that for the MySQL 5.7 series.

As a general rule, to upgrade from one release series to another, go to the next series rather than
skipping a series. For example, if you are currently running MySQL 5.5 and wish to upgrade to 5.7,
upgrade to MySQL 5.6 first before upgrading to 5.7.

Important

A For important information about upgrading from MySQL 5.6 to 5.7, see
Upgrading from MySQL 5.6 to 5.7.

Upgradirzg MySQL

Upgrade MySQL and its components by the following command, for platforms that are not dnf-
enabled:

sudo yum update nysql - server

For platforms that are dnf-enabled:
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sudo dnf upgrade nysql - server

Alternatively, you can update MySQL by telling Yum to update everything on your system, which
might take considerably more time. For platforms that are not dnf-enabled:

sudo yum updat e

For platforms that are dnf-enabled:

sudo dnf upgrade
Restartirdgg MySQL

The MySQL server always restarts after an update by Yum. Once the server restarts, run
nysql _upgr ade to check and possibly resolve any incompatibilities between the old data and
the upgraded software. mnysql _upgr ade also performs other functions; see Section 4.4.7,
“mysql _upgr ade — Check and Upgrade MySQL Tables” for details.

You can also update only a specific component. Use the following command to list all the installed
packages for the MySQL components (for dnf-enabled systems, replace yumin the command with
dnf):

sudo yumlist installed | grep "~nmysql"

After identifying the package name of the component of your choice, update the package with the
following command, replacing package- nane with the name of the package. For platforms that are
not dnf-enabled:

sudo yum updat e package- nane

For dnf-enabled platforms:

sudo dnf upgrade package- name
Upgrading the Shared Client Libraries

After updating MySQL using the Yum repository, applications compiled with older versions of the
shared client libraries should continue to work.

If you recompile applications and dynamically link them with the updated libraries: As typical with new
versions of shared libraries where there are differences or additions in symbol versioning between

the newer and older libraries (for example, between the newer, standard 5.7 shared client libraries
and some older—prior or variant—versions of the shared libraries shipped natively by the Linux
distributions' software repositories, or from some other sources), any applications compiled using the
updated, newer shared libraries will require those updated libraries on systems where the applications
are deployed. And, as expected, if those libraries are not in place, the applications requiring the shared
libraries will fail. So, be sure to deploy the packages for the shared libraries from MySQL on those
systems. To do this, add the MySQL Yum repository to the systems (see Adding the MySQL Yum
Repository) and install the latest shared libraries using the instructions given in Installing Additional
MySQL Products and Components with Yum.

2.11.6 Upgrading MySQL with the MySQL APT Repository

On Debian and Ubuntu platforms, to perform an in-place upgrade of MySQL and its components, use
the MySQL APT repository. See Upgrading MySQL with the MySQL APT Repository in A Quick Guide
to Using the MySQL APT Repository.
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2.11.7 Upgrading MySQL with the MySQL SLES Repository

On the SUSE Linux Enterprise Server (SLES) platform, to perform an in-place upgrade of MySQL
and its components, use the MySQL SLES repository. See Upgrading MySQL with the MySQL SLES
Repository in A Quick Guide to Using the MySQL SLES Repository.

2.11.8 Upgrading MySQL on Windows

There are two approaches for upgrading MySQL on Windows:
» Using MySQL Installer
» Using the Windows ZIP archive distribution

The approach you select depends on how the existing installation was performed. Before proceeding,
review Section 2.11, “Upgrading MySQL” for additional information on upgrading MySQL that is not
specific to Windows.

installation before performing an upgrade. See Section 7.2, “Database Backup

Note
@ Whichever approach you choose, always back up your current MySQL
Methods”.

Upgrades between milestone releases (or from a milestone release to a GA release) are not supported.
Significant development changes take place in milestone releases and you may encounter compatibility
issues or problems starting the server. For instructions on how to perform a logical upgrade with a
milestone release, see Logical Upgrade.

Commercial releases. If you require this type of upgrade, perform it using the

Note
@ MySQL Installer does not support upgrades between Community releases and
ZIP archive approach.

Upgrading MySQL with MySQL Installer

Performing an upgrade with MySQL Installer is the best approach when the current server installation
was performed with it and the upgrade is within the current release series. MySQL Installer does

not support upgrades between release series, such as from 5.6 to 5.7, and it does not provide an
upgrade indicator to prompt you to upgrade. For instructions on upgrading between release series, see
Upgrading MySQL Using the Windows ZIP Distribution.

To perform an upgrade using MySQL Installer:
1. Start MySQL Installer.

2. From the dashboard, click Catalog to download the latest changes to the catalog. The installed
server can be upgraded only if the dashboard displays an arrow next to the version number of the
server.

3. Click Upgrade. All products that have a newer version now appear in a list.

Note

@ MySQL Installer deselects the server upgrade option for milestone
releases (Pre-Release) in the same release series. In addition, it displays
a warning to indicate that the upgrade is not supported, identifies the risks
of continuing, and provides a summary of the steps to perform a logical
upgrade manually. You can reselect server upgrade and proceed at your
own risk.
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4. Deselect all but the MySQL server product, unless you intend to upgrade other products at this
time, and click Next.

5. Click Execute to start the download. When the download finishes, click Next to begin the upgrade
operation.

6. Configure the server.
Upgrading MySQL Using the Windows ZIP Distribution

To perform an upgrade using the Windows ZIP archive distribution:

1. Download the latest Windows ZIP Archive distribution of MySQL from https://dev.mysql.com/
downloads/.

2. If the server is running, stop it. If the server is installed as a service, stop the service with the
following command from the command prompt:

C.\> SC STOP nysql d_servi ce_nane
Alternatively, use NET STOP mysql d_servi ce_nane.

If you are not running the MySQL server as a service, use nysql admi n to stop it. For example,
before upgrading from MySQL 5.6 to 5.7, use nysql admi n from MySQL 5.6 as follows:

C\> "C \Program Fi | es\ MySQL\ M\ySQL Server 5.6\bin\nysqgladm n" -u root shutdown

Note
@ If the MySQL r oot user account has a password, invoke nysql admni n with
the - p option and enter the password when prompted.

3. Extract the ZIP archive. You may either overwrite your existing MySQL installation (usually located
at C: \ nysql ), orinstall it into a different directory, such as C: \ mysql 5. Overwriting the existing
installation is recommended.

4. Restart the server. For example, use the SC START nysql d_servi ce_nane or NET START
nysql d_servi ce_name command if you run MySQL as a service, or invoke nysql d directly
otherwise.

5. As Administrator, run nysql _upgr ade to check your tables, attempt to repair them if necessary,
and update your grant tables if they have changed so that you can take advantage of any new
capabilities. See Section 4.4.7, “nysql _upgr ade — Check and Upgrade MySQL Tables”.

6. If you encounter errors, see Section 2.3.6, “Troubleshooting a Microsoft Windows MySQL Server
Installation”.

2.11.9 Upgrading a Docker Installation of MySQL

To upgrade a Docker installation of MySQL, refer to Upgrading a MySQL Server Container.

2.11.10 Upgrading MySQL with Directly-Downloaded RPM Packages

It is preferable to use the MySQL Yum repository or MySQL SLES Repository to upgrade MySQL on
RPM-based platforms. However, if you have to upgrade MySQL using the RPM packages downloaded
directly from the MySQL Developer Zone (see Section 2.5.5, “Installing MySQL on Linux Using

RPM Packages from Oracle” for information on the packages), go to the folder that contains all the
downloaded packages (and, preferably, no other RPM packages with similar names), and issue the
following command:
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yum install nysql-comunity-{server,client,comon,libs}-*
Replace yumwith zypper for SLES systems, and with dnf for dnf-enabled systems.

While it is much preferable to use a high-level package management tool like yumto install the
packages, users who preferred direct r pmcommands can replace the yum i nst al | command with
the r pm - Uvh command; however, using r pm - Uvh instead makes the installation process more
prone to failure, due to potential dependency issues the installation process might run into.

For an upgrade installation using RPM packages, the MySQL server is automatically restarted at

the end of the installation if it was running when the upgrade installation began. If the server was not
running when the upgrade installation began, you have to restart the server yourself after the upgrade
installation is completed; do that with, for example, the follow command:

service nysqgld start

Once the server restarts, run nysql _upgr ade to check and possibly resolve any incompatibilities
between the old data and the upgraded software. mysql _upgr ade also performs other functions; see
Section 4.4.7, “nysql _upgr ade — Check and Upgrade MySQL Tables” for details.

Note
@ Because of the dependency relationships among the RPM packages, all of
the installed packages must be of the same version. Therefore, always update
all your installed packages for MySQL. For example, do not just update the
server without also upgrading the client, the common files for server and client
libraries, and so on.
Migration and Upgrade from installations by older RPM packages. = Some older versions of
MySQL Server RPM packages have names in the form of MySQL-* (for example, MySQL-server-* and
MySQL-client-*). The latest versions of RPMs, when installed using the standard package management
tool (yum dnf , or zypper ), seamlessly upgrade those older installations, making it unnecessary to
uninstall those old packages before installing the new ones. Here are some differences in behavior
between the older and the current RPM packages:

Table 2.15 Differences Between the Previous and the Current RPM Packages for Installing
MySQL

Feature Behavior of Previous Behavior of Current
Packages Packages

Service starts after installation is Yes No, unless it is an upgrade

finished installation, and the server

was running when the
upgrade began.

Service hame mysql For RHEL, Oracle Linux,
CentOS, and Fedora:
nmysql d
For SLES: nysql
Error log file At/var/lib/ For RHEL, Oracle Linux,
mysql / host nane. err CentOS, and Fedora: at /

var/ | og/ nysql d. | og

For SLES: at/ var /| og/
nmysql / mysql d. | og

Shipped with the / et ¢/ ny. cnf file No Yes
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Feature Behavior of Previous Behavior of Current
Packages Packages

Multilib support No Yes
Note

@ Installation of previous versions of MySQL using older packages might have
created a configuration file named / usr/ my. cnf . It is highly recommended
that you examine the contents of the file and migrate the desired settings inside
to the file / et ¢/ ny. cnf file, then remove / usr/ ny. cnf .

Upgrading to MySQL Enterprise Server.  Upgrading from a community version to a commercial
version of MySQL requires that you first uninstall the community version and then install the
commercial version. In this case, you must restart the server manually after the upgrade.

Interoperability with operating system native MySQL packages.  Many Linux distributions

ship MySQL as an integrated part of the operating system. The latest versions of RPMs from Oracle,
when installed using the standard package management tool (yum dnf , or zypper), will seamlessly
upgrade and replace the MySQL version that comes with the operating system, and the package
manager will automatically replace system compatibility packages such as mysql - communi ty-1i bs-
conpat with relevant new versions.

Upgrading from non-native MySQL packages. If you have installed MySQL with third-party
packages NOT from your Linux distribution’'s native software repository (for example, packages directly
downloaded from the vendor), you will need to uninstall all those packages before you can upgrade
using the packages from Oracle.

2.11.11 Upgrade Troubleshooting

« If problems occur, such as that the new nysql d server does not start, verify that you do not have
an old my. cnf file from your previous installation. You can check this with the - - pri nt - defaul t s
option (for example, mysql d - - pri nt - def aul t s). If this command displays anything other than
the program name, you have an active nmy. cnf file that affects server or client operation.

« If, after an upgrade, you experience problems with compiled client programs, such as Conmrands
out of sync or unexpected core dumps, you probably have used old header or library
files when compiling your programs. In this case, check the date for your mysql . h file and
i brysqgl cli ent. a library to verify that they are from the new MySQL distribution. If not, recompile
your programs with the new headers and libraries. Recompilation might also be necessary for
programs compiled against the shared client library if the library major version number has changed
(for example, from | i bnysql cl i ent.so.15tol i bnysqgl cli ent. so. 16).

« If you have created a user-defined function (UDF) with a given name and upgrade MySQL to a
version that implements a new built-in function with the same name, the UDF becomes inaccessible.
To correct this, use DROP FUNCTI ON to drop the UDF, and then use CREATE FUNCTI ONto
re-create the UDF with a different nonconflicting name. The same is true if the new version of
MySQL implements a built-in function with the same name as an existing stored function. See
Section 9.2.4, “Function Name Parsing and Resolution”, for the rules describing how the server
interprets references to different kinds of functions.

2.11.12 Rebuilding or Repairing Tables or Indexes
This section describes how to rebuild or repair tables or indexes, which may be necessitated by:

» Changes to how MySQL handles data types or character sets. For example, an error in a collation
might have been corrected, necessitating a table rebuild to update the indexes for character columns
that use the collation.

» Required table repairs or upgrades reported by CHECK TABLE, nysql check, or mysqgl _upgr ade.
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Methods for rebuilding a table include:
* Dump and Reload Method
 ALTER TABLE Method

* REPAIR TABLE Method

Dump and Reload Method

If you are rebuilding tables because a different version of MySQL will not handle them after a binary
(in-place) upgrade or downgrade, you must use the dump-and-reload method. Dump the tables
before upgrading or downgrading using your original version of MySQL. Then reload the tables after
upgrading or downgrading.

If you use the dump-and-reload method of rebuilding tables only for the purpose of rebuilding indexes,
you can perform the dump either before or after upgrading or downgrading. Reloading still must be
done afterward.

If you need to rebuild an | nnoDB table because a CHECK TABLE operation indicates that a table
upgrade is required, use nysql dunp to create a dump file and mysql to reload the file. If the CHECK
TABLE operation indicates that there is a corruption or causes | nnoDB to fail, refer to Section 14.21.2,
“Forcing InnoDB Recovery” for information about using the i nnodb_f or ce_recovery option to
restart | nnoDB. To understand the type of problem that CHECK TABLE may be encountering, refer to
the | nnoDB notes in Section 13.7.2.2, “CHECK TABLE Syntax”.

To rebuild a table by dumping and reloading it, use nmysql dunp to create a dump file and nysql to
reload the file:

nmysql dunp db_nanme t1 > dunp. sql
nmysql db_nane < dunp. sql

To rebuild all the tables in a single database, specify the database name without any following table
name:

nmysql dunp db_nanme > dunp. sql
nmysql db_nane < dunp. sql

To rebuild all tables in all databases, use the - - al | - dat abases option:

nmysql dunp --all-databases > dunp. sql
nysqgl < dunp. sql

ALTER TABLE Method

To rebuild a table with ALTER TABLE, use a “null” alteration; that is, an ALTER TABLE statement that
“changes” the table to use the storage engine that it already has. For example, if t 1 is an | nnoDB
table, use this statement:

ALTER TABLE t1 ENG NE = | nnoDB;

If you are not sure which storage engine to specify in the ALTER TABLE statement, use SHOV CREATE
TABLE to display the table definition.

REPAIR TABLE Method
The REPAI R TABLE method is only applicable to Myl SAM ARCHI VE, and CSV tables.

You can use REPAI R TABLE if the table checking operation indicates that there is a corruption or that
an upgrade is required. For example, to repair a Myl SAMtable, use this statement:
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REPAI R TABLE t 1,

nysgl check --repair provides command-line access to the REPAI R TABLE statement. This can
be a more convenient means of repairing tables because you can use the - - dat abases or--al | -
dat abases option to repair all tables in specific databases or all databases, respectively:

nysql check --repair --databases db_nane ..
nysql check --repair --all-databases

2.11.13 Copying MySQL Databases to Another Machine

In cases where you need to transfer databases between different architectures, you can use
nmysql dunp to create a file containing SQL statements. You can then transfer the file to the other
machine and feed it as input to the nysql client.

Use nysql dunp --hel p to see what options are available.

The easiest (although not the fastest) way to move a database between two machines is to run the
following commands on the machine on which the database is located:

nysql adm n -h ' ot her _hostnane' create db_nane
nysql dunp db_nane | nysql -h 'other_hostnane' db_nane

If you want to copy a database from a remote machine over a slow network, you can use these
commands:

nmysql adm n create db_nane
nmysql dunp -h ' ot her _host nane' --conpress db_nane | nysqgl db_nane

You can also store the dump in a file, transfer the file to the target machine, and then load the file
into the database there. For example, you can dump a database to a compressed file on the source
machine like this:

nysql dunp --quick db_nane | gzip > db_nane.gz

Transfer the file containing the database contents to the target machine and run these commands
there:

nysql adm n create db_nane
gunzip < db_nane.gz | nysql db_nane

You can also use nysql dunp and nmysql i nmport to transfer the database. For large tables, this is
much faster than simply using nysql dunp. In the following commands, DUVPDI R represents the full
path name of the directory you use to store the output from nysql dunp.

First, create the directory for the output files and dump the database:

nkdi r DUVMPDI R
nmysql dunp --tab=DUVPDI R db_nane

Then transfer the files in the DUMPDI R directory to some corresponding directory on the target machine
and load the files into MySQL there:

nysql adnmi n create db_nane # create database
cat DUWDI R/ *.sqgl | nmysgl db_name # create tables in database
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nmysql i mport db_nane DUWPDI R/ *.t xt # |l oad data into tables

Do not forget to copy the nysql database because that is where the grant tables are stored. You
might have to run commands as the MySQL r oot user on the new machine until you have the nysql
database in place.

After you import the nysql database on the new machine, execute nysql adni n fl ush-
privi | eges so that the server reloads the grant table information.

different architectures that support the same floating-point format. (MySQL
takes care of any byte-swapping issues.) See Section 15.2, “The MyISAM

Note
@ You can copy the . frmy . MYl , and . MYDfiles for Myl SAMtables between
Storage Engine”.

2.12 Downgrading MySQL

This section describes the steps to downgrade a MySQL installation.

Downgrading is a less common operation than upgrade. Downgrading is typically performed because
of a compatibility or performance issue that occurs on a production system, and was not uncovered
during initial upgrade verification on the test systems. As with the upgrade procedure Section 2.11,
“Upgrading MySQL"), perform and verify the downgrade procedure on some test systems first, before
using it on a production system.

Note

@ In the following discussion, MySQL commands that must be run using a MySQL
account with administrative privileges include - u r oot on the command line
to specify the MySQL r oot user. Commands that require a password for r oot
also include a - p option. Because - p is followed by no option value, such
commands prompt for the password. Type the password when prompted and
press Enter.

SQL statements can be executed using the nysql command-line client
(connect as r oot to ensure that you have the necessary privileges).

2.12.1 Before You Begin

Review the information in this section before downgrading. Perform any recommended actions.

» Protect your data by taking a backup. The backup should include the nysql database, which
contains the MySQL system tables. See Section 7.2, “Database Backup Methods”.

» Review Section 2.12.2, “Downgrade Paths” to ensure that your intended downgrade path is
supported.

» Review Section 2.12.3, “Downgrade Notes” for items that may require action before downgrading.

Note

@ The downgrade procedures described in the following sections assume
you are downgrading with data files created or modified by the newer
MySQL version. However, if you did not modify your data after upgrading,
downgrading using backups taken before upgrading to the new MySQL
version is recommended. Many of the changes described in Section 2.12.3,
“Downgrade Notes” that require action are not applicable when downgrading
using backups taken before upgrading to the new MySQL version.
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Use of new features, new configuration options, or new configuration option values that are not
supported by a previous release may cause downgrade errors or failures. Before downgrading,
reverse changes resulting from the use of new features and remove configuration settings that are
not supported by the release you are downgrading to.

2.12.2 Downgrade Paths

Downgrade is only supported between General Availability (GA) releases.
Downgrade from MySQL 5.7 to 5.6 is supported using the logical downgrade method.

Downgrade that skips versions is not supported. For example, downgrading directly from MySQL 5.7
to 5.5 is not supported.

Downgrade within a release series is supported. For example, downgrading from MySQL 5.7.z to
5.7.y is supported. Skipping a release is also supported. For example, downgrading from MySQL
5.7.z to 5.7.x is supported.

2.12.3 Downgrade Notes

Before downgrading from MySQL 5.7, review the information in this section. Some items may require
action before downgrading.

System Table Changes
InnoDB Changes
Logging Changes

SQL Changes

System Table Changes

In MySQL 5.7.13, system table columns that store user@host string values were increased in length.
Before downgrading to a previous release, ensure that there are no user@host values that exceed
the previous 77 character length limit, and perform the following nysql system table alterations:

ALTER TABLE nysql . proc MODI FY definer char(77) CHARACTER SET utf8 COLLATE utf8_bin NOT NULL DEFAULT '
ALTER TABLE nysql . event MODI FY definer char(77) CHARACTER SET utf8 COLLATE utf8_bin NOT NULL DEFAULT

ALTER TABLE nysql.tabl es_priv MODI FY Grantor char(77) COLLATE utf8_bin NOT NULL DEFAULT '';
ALTER TABLE nysql . procs_priv MO FY G antor char(77) COLLATE utf8 bin NOT NULL DEFAULT '"';

The maximum length of MySQL user names was increased from 16 characters to 32 characters
in MySQL 5.7.8. Before downgrading to a previous release, ensure that there are no user names
greater than 16 characters in length, and perform the following mysql system table alterations:

ALTER TABLE nysql .tabl es_priv MODI FY User char(16) NOT NULL default "'

ALTER TABLE nysql . col ums_priv MODI FY User char(16) NOT NULL default "'

ALTER TABLE nysql . user MODI FY User char(16) NOT NULL default "'

ALTER TABLE nysql . db MODI FY User char(16) NOT NULL default "'

ALTER TABLE nysql . procs_priv MODI FY User char(16) binary DEFAULT '' NOT NULL;

The Passwor d column of the nysql . user system table was removed in MySQL 5.7.6. All
credentials are stored in the aut hent i cati on_st ri ng column, including those formerly stored in
the Passwor d column. To make the nysql . user table compatible with previous releases, perform
the following alterations before downgrading:

ALTER TABLE nysql . user ADD Password char(41) character set latinl
collate latinl_bin NOT NULL default '' AFTER user;
UPDATE nysql . user SET password = authentication_string WHERE
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LENGTH( aut henti cation_string) = 41 AND plugin = 'nysqgl _native_password';
UPDATE nysql . user SET aut hentication_string ='' WHERE
LENGTH( aut henti cation_string) = 41 AND plugin = 'nysqgl _native_password';

The hel p_* and ti me_zone* system tables changed from Myl SAMto | nnoDB in MySQL 5.7.5.
Before downgrading to a previous release, change each affected table back to Myl SAMby running
the following statements:

ALTER TABLE nysql . hel p_category ENG NE=' Myl SAM STATS_PERSI STENT=DEFAULT;

ALTER TABLE nysql . hel p_keyword ENG NE=' Myl SAM STATS PERS| STENT=DEFAULT;

ALTER TABLE nysql . hel p_rel ati on ENG NE=' Myl SAM  STATS PERSI STENT=DEFAULT;

ALTER TABLE nysql . hel p_topi ¢ ENG NE=' Myl SAM STATS_PERS| STENT=DEFAULT;

ALTER TABLE nysql .ti me_zone ENG NE=' Myl SAM STATS_PERS| STENT=DEFAULT;

ALTER TABLE nysql . ti me_zone_| eap_second ENG NE=' Myl SAM STATS_PERSI STENT=DEFAULT;
ALTER TABLE nysql . ti me_zone_nanme ENG NE=' Myl SAM STATS_PERSI STENT=DEFAULT;

ALTER TABLE nysql .time_zone_transition ENG NE=' Myl SAM STATS_PERSI STENT=DEFAULT;
ALTER TABLE nysql . time_zone_transition_type ENG NE=' Myl SAM STATS_PERSI STENT=DEFAULT;

The pl ugi n and ser ver s system tables changed from Myl SAMto | nnoDB in MySQL 5.7.6. Before
downgrading to a previous release, change each affected table back to Myl SAMby running the
following statements:

ALTER TABLE nysql . pl ugin ENG NE=' Myl SAM STATS_PERSI STENT=DEFAULT;
ALTER TABLE nysql . servers ENG NE=' Myl SAM STATS_PERSI STENT=DEFAULT;

The definition of the pl ugi n column in the mysql . user system table differs in MySQL 5.7. Before
downgrading to a MySQL 5.6 server for versions 5.6.23 and higher, alter the pl ugi n column
definition using this statement:

ALTER TABLE nysql . user MODI FY plugin CHAR(64) COLLATE utf8_bin
DEFAULT ' nysql _native_password';

Before downgrading to a MySQL 5.6.22 server or older, alter the pl ugi n column definition using this
statement:

ALTER TABLE nysql . user MODIFY plugin CHAR(64) COLLATE utf8_bin DEFAULT '';

As of MySQL 5.7.7, the sys schema is installed by default during data directory installation. Before
downgrading to a previous version, it is recommended that you drop the sys schema:

DROP DATABASE sys;

If you are downgrading to a release that includes the sys schema, mysql _upgr ade recreates the
sys schema in a compatible form. The sys schema is not included in MySQL 5.6.

InnoDB Changes

» As of MySQL 5.7.5, the FI L_PAGE_FLUSH_LSN field, written to the first page of each | nnoDB

system tablespace file and to | nnoDB undo tablespace files, is only written to the first file of the

| nnoDB system tablespace (page number 0:0). As a result, if you have a multiple-file system
tablespace and decide to downgrade from MySQL 5.7 to MySQL 5.6, you may encounter an invalid
message on MySQL 5.6 startup stating that t he | og sequence nunbers x and y in ibdata
files do not match the | og sequence nunmber y in the ib_|ogfiles.Ifyou
encounter this message, restart MySQL 5.6. The invalid message should no longer appear.

To simplify | nnoDB tablespace discovery during crash recovery, new redo log record types

were introduced in MySQL 5.7.5. This enhancement changes the redo log format. Before

performing an in-place downgrade from MySQL 5.7.5 or later, perform a clean shutdown using an

i nnodb_f ast shut down setting of O or 1. A slow shutdown using i nnodb_f ast shut down=0 is
a recommended step in In-Place Downgrade.
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e MySQL 5.7.8 and 5.7.9 undo logs could contain insufficient information about spatial columns (Bug
#21508582). Before performing an in-place downgrade from MySQL 5.7.10 or higher to MySQL 5.7.9
or earlier, perform a slow shutdown using i nnodb_f ast _shut down=0 to clear the undo logs. A
slow shutdown using i nnodb_f ast _shut down=0 is a recommended step in In-Place Downgrade.

* MySQL 5.7.8 undo logs could contain insufficient information about virtual columns and virtual
column indexes (Bug #21869656). Before performing an in-place downgrade from MySQL 5.7.9 or
later to MySQL 5.7.8 or earlier, perform a slow shutdown using i nnodb_f ast shut down=0 to
clear the undo logs. A slow shutdown using i nnodb_f ast shut down=0 is a recommended step in
In-Place Downgrade.

* As of MySQL 5.7.9, the redo log header of the first redo log file (i b_| ogfi | e0) includes a
format version identifier and a text string that identifies the MySQL version that created the
redo log files. This enhancement changes the redo log format. To prevent older versions of
MySQL from starting on redo log files created in MySQL 5.7.9 or later, the checksum for redo log
checkpoint pages was changed. As a result, you must perform a slow shutdown of MySQL (using
innodb_fast_shutdown=0) and remove the redo log files (the i b_| ogfi | e* files) before performing
an in-place downgrade. A slow shutdown using i nnodb_f ast _shut down=0 and removing the redo
log files are recommended steps in In-Place Downgrade.

Logging Changes

» Support for sending the server error log to sysl og in MySQL 5.7.5 and up differs from older
versions. If you use sysl og and downgrade to a version older than 5.7.5, you must stop using the
relevant nysql d system variables and use the corresponding nysql d_saf e command options
instead. Suppose that you use sysl| og by setting these system variables in the [ nysql d] group of
an option file:

[nysaql d]
| og_sysl og=ON

| og_sysl og_t ag=nyt ag

To downgrade, remove those settings and add option settings in the [ nysql d_saf e] option file
group:

[ mysql d_saf e]
sysl og
sysl og-t ag=nyt ag

sysl og-related system variables that have no corresponding nysql d_saf e option cannot be used
after a downgrade.

SQL Changes

» A trigger can have triggers for different combinations of trigger event (I NSERT, UPDATE, DELETE)
and action time (BEFORE, AFTER), but before MySQL 5.7.2 cannot have multiple triggers that have
the same trigger event and action time. MySQL 5.7.2 lifts this limitation and multiple triggers are
permitted. This change has implications for downgrades.

If you downgrade a server that supports multiple triggers to an older version that does not, the
downgrade has these effects:

« For each table that has triggers, all trigger definitions remain in the . TRGfile for the table.
However, if there are multiple triggers with the same trigger event and action time, the server
executes only one of them when the trigger event occurs. For information about . TRGfiles, see
Table Trigger Storage.

« If triggers for the table are added or dropped subsequent to the downgrade, the server rewrites
the table's . TRGfile. The rewritten file retains only one trigger per combination of trigger event and
action time; the others are lost.
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To avoid these problems, modify your triggers before downgrading. For each table that has multiple
triggers per combination of trigger event and action time, convert each such set of triggers to a single
trigger as follows:

1. For each trigger, create a stored routine that contains all the code in the trigger. Values accessed
using NEWand OLD can be passed to the routine using parameters. If the trigger needs a single
result value from the code, you can put the code in a stored function and have the function return
the value. If the trigger needs multiple result values from the code, you can put the code in a
stored procedure and return the values using CUT parameters.

2. Drop all triggers for the table.

3. Create one new trigger for the table that invokes the stored routines just created. The effect for
this trigger is thus the same as the multiple triggers it replaces.

2.12.4 Downgrading Binary and Package-based Installations on Unix/Linux

This section describes how to downgrade MySQL binary and package-based installations on Unix/
Linux. In-place and logical downgrade methods are described.

In-Place Downgrade

Logical Downgrade

In-Place Downgrade

In-place downgrade involves shutting down the new MySQL version, replacing the new MySQL
binaries or packages with the old ones, and restarting the old MySQL version on the existing data
directory.

In-place downgrade is supported for downgrades between GA releases within the same release series.

In-place downgrade is not supported for MySQL APT, SLES, and Yum repository installations.

includes systemd support for managing MySQL server startup and shutdown.
On these platforms, nysql d_saf e is not installed. In such cases, use systemd
for server startup and shutdown instead of the methods used in the following

Note
@ For some Linux platforms, MySQL installation from RPM or Debian packages

instructions. See Section 2.5.10, “Managing MySQL Server with systemd”.

To perform an in-place downgrade:

1.

2.

Review the information in Section 2.12.1, “Before You Begin”.

If you use XA transactions with | nnoDB, run XA RECOVER before downgrading to check for
uncommitted XA transactions. If results are returned, either commit or rollback the XA transactions
by issuing an XA COVM T or XA ROLLBACK statement.

Configure MySQL to perform a slow shutdown by setting i nnodb_f ast _shut down to 0. For
example:

mysql -u root -p --execute="SET GLOBAL i nnodb_fast_shut down=0"

With a slow shutdown, | nnoDB performs a full purge and change buffer merge before shutting
down, which ensures that data files are fully prepared in case of file format differences between
releases.

Shut down the newer MySQL server. For example:
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nmysql admin -u root -p shutdown

5. After the slow shutdown, remove the | nnoDB redo log files (the i b_| ogfi | e* files) from the dat a
directory to avoid downgrade issues related to redo log file format changes that may have occurred
between releases.

rmib_|ogfile*

6. Downgrade the MySQL binaries or packages in-place by replacing the newer binaries or packages
with the older ones.

7. Start the older (downgraded) MySQL server, using the existing data directory. For example:

nysql d_safe --user=nysql --datadir=/path/to/existing-datadir

8. Runnysql _upgrade. For example:

nmysql _upgrade -u root -p

nysql _upgr ade examines all tables in all databases for incompatibilities with the current version
of MySQL, and attempts to repair the tables if problems are found.

9. Shut down and restart the MySQL server to ensure that any changes made to the system tables
take effect. For example:

nysqgl admin -u root -p shutdown
nysql d_safe --user=nysql --datadir=/path/to/existing-datadir

Logical Downgrade

Logical downgrade involves using nysql dunp to dump all tables from the new MySQL version, and
then loading the dump file into the old MySQL version.

Logical downgrades are supported for downgrades between releases within the same release series
and for downgrades to the previous release level. Only downgrades between General Availability (GA)
releases are supported. Before proceeding, review Section 2.12.1, “Before You Begin”.

Note

@ For some Linux platforms, MySQL installation from RPM or Debian packages
includes systemd support for managing MySQL server startup and shutdown.
On these platforms, nysql d_saf e is not installed. In such cases, use systemd
for server startup and shutdown instead of the methods used in the following
instructions. See Section 2.5.10, “Managing MySQL Server with systemd”.

For MySQL APT, SLES, and Yum repository installations, only downgrades
to the previous release level are supported. Where the instructions call for
initializing an older instance, use the package management utility to remove
MySQL 5.7 packages and install MySQL 5.6 packages.

To perform a logical downgrade:
1. Review the information in Section 2.12.1, “Before You Begin”.

2. Dump all databases. For example:

nmysql dunp -u root -p
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--add-drop-table --routines --events
--all -databases --force > data-for-downgrade. sql

Shut down the newer MySQL server. For example:

nysqgl admin -u root -p shutdown

To initialize a MySQL 5.7 instance, use nmysql d withthe--initializeor--initialize-
i nsecur e option.

nysqld --initialize --user=nysql

Start the older MySQL server, using the new data directory. For example:

nysql d_safe --user=nysql --datadir=/path/to/new datadir

Load the dump file into the older MySQL server. For example:

mysql -u root -p --force < data-for-upgrade. sql

Run nysql upgr ade. For example:

mysql _upgrade -u root -p

nysql _upgr ade examines all tables in all databases for incompatibilities with the current version
of MySQL, and attempts to repair the tables if problems are found.

Shut down and restart the MySQL server to ensure that any changes made to the system tables
take effect. For example:

nmysqladmin -u root -p shutdown
nysql d_safe --user=nysql --datadir=/path/to/new datadir

2.12.5 Downgrade Troubleshooting

If you downgrade from one release series to another, there may be incompatibilities in table storage
formats. In this case, use nysql dunp to dump your tables before downgrading. After downgrading,
reload the dump file using nysql or mysqgl i nport to re-create your tables. For examples, see
Section 2.11.13, “Copying MySQL Databases to Another Machine”.

A typical symptom of a downward-incompatible table format change when you downgrade is that you
cannot open tables. In that case, use the following procedure:

1.

2.

3.

4,

5.

Stop the older MySQL server that you are downgrading to.
Restart the newer MySQL server you are downgrading from.

Dump any tables that were inaccessible to the older server by using nysql dunp to create a dump
file.

Stop the newer MySQL server and restart the older one.

Reload the dump file into the older server. Your tables should be accessible.

2.13 Perl Installation Notes

The Perl DBI module provides a generic interface for database access. You can write a DBl script
that works with many different database engines without change. To use DBI , you must install the DBI
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module, as well as a DataBase Driver (DBD) module for each type of database server you want to
access. For MySQL, this driver is the DBD: : mysqgl module.

necessary modules from http://search.cpan.org for Unix, or by using the
ActiveState ppmprogram on Windows. The following sections describe how to

Note
@ Perl support is not included with MySQL distributions. You can obtain the
do this.

The DBI /DBD interface requires Perl 5.6.0, and 5.6.1 or later is preferred. DBI does not work if you
have an older version of Perl. You should use DBD: : mysql 4.009 or higher. Although earlier versions
are available, they do not support the full functionality of MySQL 5.7.

2.13.1 Installing Perl on Unix

MySQL Perl support requires that you have installed MySQL client programming support (libraries and
header files). Most installation methods install the necessary files. If you install MySQL from RPM files
on Linux, be sure to install the developer RPM as well. The client programs are in the client RPM, but

client programming support is in the developer RPM.

The files you need for Perl support can be obtained from the CPAN (Comprehensive Perl Archive
Network) at http://search.cpan.org.

The easiest way to install Perl modules on Unix is to use the CPAN module. For example:

shel | > perl -MCPAN -e shel
cpan> install DB
cpan> install DBD::mysq

The DBD: : nysql installation runs a number of tests. These tests attempt to connect to the local
MySQL server using the default user name and password. (The default user name is your login name
on Unix, and ODBC on Windows. The default password is “no password.”) If you cannot connect to
the server with those values (for example, if your account has a password), the tests fail. You can use
force install DBD::nysql toignore the failed tests.

DBl requires the Dat a: : Dunper module. It may be installed; if not, you should install it before
installing DBI .

It is also possible to download the module distributions in the form of compressed t ar archives and
build the modules manually. For example, to unpack and build a DBI distribution, use a procedure such
as this:

1. Unpack the distribution into the current directory:

shel | > gunzip < DBlI-VERSION. tar.gz | tar xvf -
This command creates a directory named DBI - VERSI O\.

2. Change location into the top-level directory of the unpacked distribution:

shel | > cd DBI - VERSI ON

3. Build the distribution and compile everything:

shel | > perl Makefile.PL
shel | > make

shel | > make test

shel | > make instal
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The nake test command is important because it verifies that the module is working. Note that when
you run that command during the DBD: : nysql installation to exercise the interface code, the MySQL
server must be running or the test fails.

It is a good idea to rebuild and reinstall the DBD: : nysql distribution whenever you install a new
release of MySQL. This ensures that the latest versions of the MySQL client libraries are installed
correctly.

If you do not have access rights to install Perl modules in the system directory or if you want to install
local Perl modules, the following reference may be useful: http://learn.perl.org/fag/perlfaq8.html#How-
do-I-keep-my-own-module-library-directory-

2.13.2 Installing ActiveState Perl on Windows

On Windows, you should do the following to install the MySQL DBD module with ActiveState Perl:
1. Get ActiveState Perl from http://www.activestate.com/Products/ActivePerl/ and install it.
2. Open a console window.

3. If necessary, set the HTTP_pr oxy variable. For example, you might try a setting like this:

C.\> set HTTP_proxy=my. proxy.com 3128

4. Start the PPM program:

C:\> C\perl\bin\ppm pl

5. If you have not previously done so, install DBI :

ppn® install DBI

6. If this succeeds, run the following command:

ppm> instal | DBD- nysql
This procedure should work with ActiveState Perl 5.6 or higher.

If you cannot get the procedure to work, you should install the ODBC driver instead and connect to the
MySQL server through ODBC:

use DBI;
$dbh= DBI - >connect (" DBI : ODBC: $dsn", $user, $password) ||
die "Got error $DBIl::errstr when connecting to $dsn\n";

2.13.3 Problems Using the Perl DBI/DBD Interface

If Perl reports that it cannot find the . . / mysql / nysql . so module, the problem is probably that Perl
cannot locate the | i brmysqgl cl i ent . so shared library. You should be able to fix this problem by one
of the following methods:

» Copylibnysqgl client. so tothe directory where your other shared libraries are located (probably
fusr/libor/lib).

» Modify the - L options used to compile DBD: : nysql to reflect the actual location of
l'i bnysqgl client. so.

» On Linux, you can add the path name of the directory where | i bnysql cl i ent . so is located to the
/etc/ld.so.conf file.
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e Add the path name of the directory where | i bnysqgl cl i ent . so is located to the LD RUN_PATH
environment variable. Some systems use LD LI BRARY_ PATH instead.

Note that you may also need to modify the - L options if there are other libraries that the linker fails to
find. For example, if the linker cannot find | i bc because itisin/ | i b and the link command specifies -
L/ usr/1ib, changethe-L optionto-L/1iboradd-L/Iib tothe existing link command.

If you get the following errors from DBD: : nmysql , you are probably using gcc (or using an old binary
compiled with gcc):

/usr/bin/perl: can't resolve synbol '__noddi 3'
/usr/bin/perl: can't resolve synbol '__divdi 3
Add - L/usr/lib/gcc-lib/... -Igcc tothe link command when the nysql . so library gets built

(check the output from nake for nysql . so when you compile the Perl client). The - L option should
specify the path name of the directory where | i bgcc. a is located on your system.

Another cause of this problem may be that Perl and MySQL are not both compiled with gcc. In this
case, you can solve the mismatch by compiling both with gcc.
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This chapter provides a tutorial introduction to MySQL by showing how to use the nysql client
program to create and use a simple database. nysql (sometimes referred to as the “terminal monitor”
or just “monitor”) is an interactive program that enables you to connect to a MySQL server, run
gueries, and view the results. nysqgl may also be used in batch mode: you place your queries in a file
beforehand, then tell nysql to execute the contents of the file. Both ways of using nysql are covered
here.

To see a list of options provided by nysql , invoke it with the - - hel p option:

shel | > nysqgl --help

This chapter assumes that mysqgl is installed on your machine and that a MySQL server is available
to which you can connect. If this is not true, contact your MySQL administrator. (If you are the
administrator, you need to consult the relevant portions of this manual, such as Chapter 5, MySQL
Server Administration.)

This chapter describes the entire process of setting up and using a database. If you are interested only
in accessing an existing database, you may want to skip the sections that describe how to create the
database and the tables it contains.

Because this chapter is tutorial in nature, many details are necessarily omitted. Consult the relevant
sections of the manual for more information on the topics covered here.

3.1 Connecting to and Disconnecting from the Server

To connect to the server, you will usually need to provide a MySQL user name when you invoke nmysq|l
and, most likely, a password. If the server runs on a machine other than the one where you log in,

you will also need to specify a host name. Contact your administrator to find out what connection
parameters you should use to connect (that is, what host, user name, and password to use). Once you
know the proper parameters, you should be able to connect like this:
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shel | > nysgl -h host -u user -p
Ent er password: ***xxxxx

host and user represent the host name where your MySQL server is running and the user name of
your MySQL account. Substitute appropriate values for your setup. The ** ****** represents your
password; enter it when nmysql displays the Ent er passwor d: prompt.

If that works, you should see some introductory information followed by a nysql > prompt:

shel | > nysqgl -h host -u user -p

Ent er password: ***xx**x*

Wl come to the MySQL nonitor. Conmands end with ; or \g

Your MySQL connection id is 25338 to server version: 5.7.27-standard

Type 'help;' or "\h' for help. Type '\c' to clear the buffer
nmysql >
The mysql > prompt tells you that mysql is ready for you to enter SQL statements.

If you are logging in on the same machine that MySQL is running on, you can omit the host, and simply
use the following:

shel |l > nmysqgl -u user -p

If, when you attempt to log in, you get an error message such as ERROR 2002 ( HY000): Can't
connect to local MySQ. server through socket '/tnp/nysqgl.sock' (2),itmeans
that the MySQL server daemon (Unix) or service (Windows) is not running. Consult the administrator
or see the section of Chapter 2, Installing and Upgrading MySQL that is appropriate to your operating
system.

For help with other problems often encountered when trying to log in, see Section B.6.2, “Common
Errors When Using MySQL Programs”.

Some MySQL installations permit users to connect as the anonymous (unnamed) user to the server

running on the local host. If this is the case on your machine, you should be able to connect to that
server by invoking mysql without any options:

shel | > nysq

After you have connected successfully, you can disconnect any time by typing QUI T (or \ q) at the
mysql > prompt:

nysql > QUIT
Bye

On Unix, you can also disconnect by pressing Control+D.

Most examples in the following sections assume that you are connected to the server. They indicate
this by the nysql > prompt.

3.2 Entering Queries

Make sure that you are connected to the server, as discussed in the previous section. Doing so does
not in itself select any database to work with, but that is okay. At this point, it is more important to find
out a little about how to issue queries than to jump right in creating tables, loading data into them, and
retrieving data from them. This section describes the basic principles of entering queries, using several
gueries you can try out to familiarize yourself with how mysql works.
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Here is a simple query that asks the server to tell you its version number and the current date. Type it
in as shown here following the mysql > prompt and press Enter:

nysql > SELECT VERSI ON(), CURRENT_DATE;

fmocosccooco=oc fmoco—ccooco-oc +
| VERSI O\() | CURRENT DATE |
fmocosccooco=oc fmoco—ccooco-oc +
| 5.7.1-mi-log | 2012-12-25 |
fmocosccooco=oc fmoco—ccooco-oc +
1 rowin set (0.01 sec)

nysql >

This query illustrates several things about nysql :

» A query normally consists of an SQL statement followed by a semicolon. (There are some
exceptions where a semicolon may be omitted. QUI T, mentioned earlier, is one of them. We'll get to
others later.)

* When you issue a query, nysql sends it to the server for execution and displays the results, then
prints another mysql > prompt to indicate that it is ready for another query.

» nysql displays query output in tabular form (rows and columns). The first row contains labels for
the columns. The rows following are the query results. Normally, column labels are the names of the
columns you fetch from database tables. If you're retrieving the value of an expression rather than a
table column (as in the example just shown), mnysql labels the column using the expression itself.

* nysqgl shows how many rows were returned and how long the query took to execute, which gives
you a rough idea of server performance. These values are imprecise because they represent wall
clock time (not CPU or machine time), and because they are affected by factors such as server load
and network latency. (For brevity, the “rows in set” line is sometimes not shown in the remaining
examples in this chapter.)

Keywords may be entered in any lettercase. The following queries are equivalent:

nysql > SELECT VERSI ON(), CURRENT_DATE;
nmysql > sel ect version(), current_date;
nmysql > SeLeCt VvErSi On(), current_DATE;

Here is another query. It demonstrates that you can use nysql as a simple calculator:

nysql > SELECT SIN(PI()/4), (4+1)*5;

dooooooooooooooooo dooooooooo +
| SIN(PI()/4) | (4+1)*5 |
dooooooooooooooooo dooooooooo +
| 0.70710678118655 | 25 |
dooooooooooooooooo dooooooooo +

1 rowin set (0.02 sec)

The queries shown thus far have been relatively short, single-line statements. You can even enter
multiple statements on a single line. Just end each one with a semicolon:

nysql > SELECT VERSI ON(); SELECT NOW);

T +
| VERSI ON() |
T +
| 5.7.10-ndb-7.5.1 |
T +

| 2016-01-29 18:02:55 |
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1 rowin set (0.00 sec)

A query need not be given all on a single line, so lengthy queries that require several lines are not a
problem. mysql determines where your statement ends by looking for the terminating semicolon, not
by looking for the end of the input line. (In other words, nysql accepts free-format input: it collects
input lines but does not execute them until it sees the semicolon.)

Here is a simple multiple-line statement:

nmysql > SELECT

-> USER()

-> s

- > CURRENT_DATE;
e e - oo mooamoo oo e e - m-oo-oo- +
| USER() | CURRENT_DATE |
e e - oo mooamoo oo e e - m-oo-oo- +
| jon@ocal host | 2010- 08-06 |
e e - oo mooamoo oo e e - m-oo-oo- +

In this example, notice how the prompt changes from mysql > to - > after you enter the first line of a
multiple-line query. This is how mysql indicates that it has not yet seen a complete statement and is
waiting for the rest. The prompt is your friend, because it provides valuable feedback. If you use that
feedback, you can always be aware of what mysql is waiting for.

If you decide you do not want to execute a query that you are in the process of entering, cancel it by
typing \ c:

nmysql > SELECT
-> USER()
->\c
nysql >

Here, too, notice the prompt. It switches back to nysql > after you type \ ¢, providing feedback to
indicate that nysql is ready for a new query.

The following table shows each of the prompts you may see and summarizes what they mean about
the state that nysql is in.

Prompt [Meaning

nysql > |Ready for new query

-> Waiting for next line of multiple-line query

' > Waiting for next line, waiting for completion of a string that began with a single
quote (')

"> Waiting for next line, waiting for completion of a string that began with a double
quote (")

T > Waiting for next line, waiting for completion of an identifier that began with a
backtick (")

[ *> Waiting for next line, waiting for completion of a comment that began with / *

Multiple-line statements commonly occur by accident when you intend to issue a query on a single line,
but forget the terminating semicolon. In this case, nysql waits for more input:

nmysql > SELECT USER()
->

If this happens to you (you think you've entered a statement but the only response is a - > prompt),
most likely mysql is waiting for the semicolon. If you don't notice what the prompt is telling you, you
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might sit there for a while before realizing what you need to do. Enter a semicolon to complete the
statement, and nysql executes it:

nysql > SELECT USER()
- > '

ooccccoooocooos +
| USER() I
ooccccoooocooos +
| jon@ocal host |
ooccccoooocooos +

The ' > and " > prompts occur during string collection (another way of saying that MySQL is waiting
for completion of a string). In MySQL, you can write strings surrounded by either ' or " characters (for
example, ' hel | o' or "goodbye"), and nysqgl lets you enter strings that span multiple lines. When
you see a' > or " > prompt, it means that you have entered a line containing a string that begins with
a' or" quote character, but have not yet entered the matching quote that terminates the string. This
often indicates that you have inadvertently left out a quote character. For example:

nmysql > SELECT * FROM ny_t abl e WHERE nane = 'Snmith AND age < 30;
>

If you enter this SELECT statement, then press Enter and wait for the result, nothing happens. Instead
of wondering why this query takes so long, notice the clue provided by the ' > prompt. It tells you that

nysql expects to see the rest of an unterminated string. (Do you see the error in the statement? The

string ' Smi t h is missing the second single quotation mark.)

At this point, what do you do? The simplest thing is to cancel the query. However, you cannot just type
\ ¢ in this case, because nysql interprets it as part of the string that it is collecting. Instead, enter the
closing quote character (so nysql knows you've finished the string), then type \ c:

nmysql > SELECT * FROM ny_t abl e WHERE nane = 'Smith AND age < 30;
"> '"\c
nmysql >

The prompt changes back to mysql >, indicating that mysql is ready for a new query.

The ~ > prompt is similar to the ' > and " > prompts, but indicates that you have begun but not
completed a backtick-quoted identifier.

It is important to know what the ' >, " >, and * > prompts signify, because if you mistakenly enter

an unterminated string, any further lines you type appear to be ignored by mysql —including a line
containing QUI T. This can be quite confusing, especially if you do not know that you need to supply the
terminating quote before you can cancel the current query.

or other) prompts, to make it easier to copy and paste the statements to try for

Note
@ Multiline statements from this point on are written without the secondary (- >
yourself.

3.3 Creating and Using a Database

Once you know how to enter SQL statements, you are ready to access a database.

Suppose that you have several pets in your home (your menagerie) and you would like to keep track
of various types of information about them. You can do so by creating tables to hold your data and
loading them with the desired information. Then you can answer different sorts of questions about
your animals by retrieving data from the tables. This section shows you how to perform the following
operations:
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» Create a database

» Create a table

» Load data into the table

» Retrieve data from the table in various ways
» Use multiple tables

The menagerie database is simple (deliberately), but it is not difficult to think of real-world situations

in which a similar type of database might be used. For example, a database like this could be used by
a farmer to keep track of livestock, or by a veterinarian to keep track of patient records. A menagerie
distribution containing some of the queries and sample data used in the following sections can be
obtained from the MySQL website. It is available in both compressed t ar file and Zip formats at https://
dev.mysql.com/doc/.

Use the SHOWSstatement to find out what databases currently exist on the server:

nmysql > SHOW DATABASES;

Femmmmmmaao +
| Dat abase |
Femmmmmmaao +
| nysql |
| test |
| tmp |
Femmmmmmaao +

The nmysql database describes user access privileges. The t est database often is available as a
workspace for users to try things out.

The list of databases displayed by the statement may be different on your machine; SHOWN DATABASES
does not show databases that you have no privileges for if you do not have the SHOW DATABASES
privilege. See Section 13.7.5.14, “SHOW DATABASES Syntax”.

If the t est database exists, try to access it:

nmysqgl > USE test
Dat abase changed

USE, like QUI T, does not require a semicolon. (You can terminate such statements with a semicolon
if you like; it does no harm.) The USE statement is special in another way, too: it must be given on a
single line.

You can use the t est database (if you have access to it) for the examples that follow, but anything you
create in that database can be removed by anyone else with access to it. For this reason, you should
probably ask your MySQL administrator for permission to use a database of your own. Suppose that
you want to call yours nenager i e. The administrator needs to execute a statement like this:

mysql > GRANT ALL ON nenagerie.* TO 'your_nysqgl _nane' @your_client_host";

where your _nysql _nane is the MySQL user name assigned to you and your _cl i ent _host isthe
host from which you connect to the server.

3.3.1 Creating and Selecting a Database

If the administrator creates your database for you when setting up your permissions, you can begin
using it. Otherwise, you need to create it yourself:

266


https://dev.mysql.com/doc/
https://dev.mysql.com/doc/

Creating a Table

nmysql > CREATE DATABASE nenageri e

Under Unix, database names are case-sensitive (unlike SQL keywords), so you must always refer

to your database as nenageri e, not as Menager i e, MENAGERI E, or some other variant. This is

also true for table names. (Under Windows, this restriction does not apply, although you must refer to
databases and tables using the same lettercase throughout a given query. However, for a variety of
reasons, the recommended best practice is always to use the same lettercase that was used when the
database was created.)

for user "mcah' @I ocal host' to database 'nenagerie' when
attempting to create a database, this means that your user account does not
have the necessary privileges to do so. Discuss this with the administrator or

Note
@ If you get an error such as ERROR 1044 (42000): Access deni ed
see Section 6.2, “Access Control and Account Management”.

Creating a database does not select it for use; you must do that explicitly. To make nenager i e the
current database, use this statement:

nysqgl > USE nenageri e
Dat abase changed

Your database needs to be created only once, but you must select it for use each time you begin a
nmysgl session. You can do this by issuing a USE statement as shown in the example. Alternatively,
you can select the database on the command line when you invoke nmysql . Just specify its name after
any connection parameters that you might need to provide. For example:

shel | > nysqgl -h host -u user -p nenagerie
Ent er password: ***xxxxx

Important

A nmenager i e in the command just shown is not your password. If you want
to supply your password on the command line after the - p option, you must
do so with no intervening space (for example, as - ppasswor d, not as - p
passwor d). However, putting your password on the command line is not
recommended, because doing so exposes it to snooping by other users logged
in on your machine.

Note
@ You can see at any time which database is currently selected using SELECT
DATABASE( ) .

3.3.2 Creating a Table

Creating the database is the easy part, but at this point it is empty, as SHOWN TABLES tells you:

nysql > SHOW TABLES;
Enpty set (0.00 sec)

The harder part is deciding what the structure of your database should be: what tables you need and
what columns should be in each of them.

You want a table that contains a record for each of your pets. This can be called the pet table, and
it should contain, as a bare minimum, each animal's name. Because the name by itself is not very
interesting, the table should contain other information. For example, if more than one person in your
family keeps pets, you might want to list each animal's owner. You might also want to record some
basic descriptive information such as species and sex.
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How about age? That might be of interest, but it is not a good thing to store in a database. Age
changes as time passes, which means you'd have to update your records often. Instead, it is better
to store a fixed value such as date of birth. Then, whenever you need age, you can calculate it as
the difference between the current date and the birth date. MySQL provides functions for doing date
arithmetic, so this is not difficult. Storing birth date rather than age has other advantages, too:

* You can use the database for tasks such as generating reminders for upcoming pet birthdays. (If
you think this type of query is somewhat silly, note that it is the same question you might ask in the
context of a business database to identify clients to whom you need to send out birthday greetings in
the current week or month, for that computer-assisted personal touch.)

» You can calculate age in relation to dates other than the current date. For example, if you store death
date in the database, you can easily calculate how old a pet was when it died.

You can probably think of other types of information that would be useful in the pet table, but the ones
identified so far are sufficient: name, owner, species, sex, birth, and death.

Use a CREATE TABLE statement to specify the layout of your table:

nysql > CREATE TABLE pet (name VARCHAR(20), owner VARCHAR(20),
speci es VARCHAR(20), sex CHAR(1), birth DATE, death DATE);

VARCHAR is a good choice for the nane, owner , and speci es columns because the column values
vary in length. The lengths in those column definitions need not all be the same, and need not be 20.
You can normally pick any length from 1 to 65535, whatever seems most reasonable to you. If you
make a poor choice and it turns out later that you need a longer field, MySQL provides an ALTER
TABLE statement.

Several types of values can be chosen to represent sex in animal records, suchas'm and ' f', or
perhaps ' nal e' and' f eral e' . Itis simplest to use the single characters' m and ' f' .

The use of the DATE data type for the bi r t h and deat h columns is a fairly obvious choice.

Once you have created a table, SHOW TABLES should produce some output:

nmysql > SHOW TABLES

dmmmmm e e mmeaaaa +
| Tables in nenagerie

dmmmmm e e mmeaaaa +
| pet I
dmmmmm e e mmeaaaa +

To verify that your table was created the way you expected, use a DESCRI BE statement:

nmysql > DESCRI BE pet
+

fmocccoocodmooccooscooos G ooesa T fmoococo=o dhmooc=os +
| Field | Type | Null | Key | Default | Extra
fmoococo=o fmocccoosoco=o G ooesa T fmoococo=o dhmooc=os +
| nane | varchar(20) | YES | | NULL | |
| owner | varchar(20) | YES | | NULL |

| species | varchar(20) | YES | | NULL | |
| sex | char(1) | YES | | NULL | |
| birth | date | YES | | NuLL | |
| death | date | YES | | NULL | |
fmoococo=o fmocccoosoco=o G ooesa T fmoococo=o dhmooc=os +

You can use DESCRI BE any time, for example, if you forget the names of the columns in your table or
what types they have.

For more information about MySQL data types, see Chapter 11, Data Types.

3.3.3 Loading Data into a Table

268



Loading Data into a Table

After creating your table, you need to populate it. The LOAD DATA and | NSERT statements are useful
for this.

Suppose that your pet records can be described as shown here. (Observe that MySQL expects dates
in" YYYY- MVt DD format; this may be different from what you are used to.)

name owner |species |sex |birth death
Fluffy Harold |cat f 1993-02-04

Claws Gwen cat m |1994-03-17

Buffy Harold |dog f 1989-05-13

Fang Benny |dog m |1990-08-27

Bowser |Diane dog m |1979-08-31 1995-07-29
Chirpy |Gwen bird f 1998-09-11

Whistler |Gwen bird 1997-12-09

Slim Benny |snake m |1996-04-29

Because you are beginning with an empty table, an easy way to populate it is to create a text file
containing a row for each of your animals, then load the contents of the file into the table with a single
statement.

You could create a text file pet . t xt containing one record per line, with values separated by tabs,
and given in the order in which the columns were listed in the CREATE TABLE statement. For missing
values (such as unknown sexes or death dates for animals that are still living), you can use NULL
values. To represent these in your text file, use \ N (backslash, capital-N). For example, the record for
Whistler the bird would look like this (where the whitespace between values is a single tab character):

Wi st | er Gnen bird \'N 1997-12- 09 \'N

To load the text file pet . t xt into the pet table, use this statement:

nysqgl > LOAD DATA LOCAL | NFILE '/path/pet.txt' |NTO TABLE pet;

If you created the file on Windows with an editor that uses \ r \ n as a line terminator, you should use
this statement instead:

nysqgl > LOAD DATA LOCAL | NFILE '/path/pet.txt' |NTO TABLE pet
LI NES TERM NATED BY '\r\n';

(On an Apple machine running OS X, you would likely want to use LI NES TERM NATED BY "\r'.)

You can specify the column value separator and end of line marker explicitly in the LOAD DATA
statement if you wish, but the defaults are tab and linefeed. These are sufficient for the statement to
read the file pet . t xt properly.

If the statement fails, it is likely that your MySQL installation does not have local file capability enabled
by default. See Section 6.1.6, “Security Issues with LOAD DATA LOCAL”, for information on how to
change this.

When you want to add new records one at a time, the | NSERT statement is useful. In its simplest
form, you supply values for each column, in the order in which the columns were listed in the CREATE
TABLE statement. Suppose that Diane gets a new hamster named “Puffball.” You could add a new
record using an | NSERT statement like this:
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mysql > | NSERT | NTO pet
VALUES (' Puffball"','Diane',"' hanster','f','1999-03-30", NULL);

String and date values are specified as quoted strings here. Also, with | NSERT, you can insert NULL
directly to represent a missing value. You do not use \ N like you do with LOAD DATA.

From this example, you should be able to see that there would be a lot more typing involved to load
your records initially using several | NSERT statements rather than a single LOAD DATA statement.

3.3.4 Retrieving Information from a Table

The SELECT statement is used to pull information from a table. The general form of the statement is:

SELECT what _to_sel ect
FROM whi ch_t abl e
WHERE condi tions_to_satisfy;

what to_sel ect indicates what you want to see. This can be a list of columns, or * to indicate “all
columns.” whi ch_t abl e indicates the table from which you want to retrieve data. The WHERE clause
is optional. If it is present, condi ti ons_t o_sati sfy specifies one or more conditions that rows must
satisfy to qualify for retrieval.

3.3.4.1 Selecting All Data

The simplest form of SELECT retrieves everything from a table:

nysqgl > SELECT * FROM pet ;

L T Fommmem - Hommmeaa - [ T f T L T +
| nane | owner | species | sex | birth | death |
L T Fommmem - Hommmeaa - [ T f T L T +
| Fluffy | Harold | cat | f | 1993-02-04 | NULL |
| daws | Gaen | cat | m | 1994-03-17 | NULL |
| Buffy | Harold | dog | f | 1989-05-13 | NULL |
| Fang | Benny | dog | m | 1990-08-27 | NULL |
| Bowser | Diane | dog | m | 1979-08-31 | 1995-07-29 |
| Chirpy | Gven | bird | f | 1998-09-11 | NULL |
| Wiistler | Gven | bird | NULL | 1997-12-09 | NULL |
| Slim | Benny | snake | m | 1996-04-29 | NULL |
| Puffball | Diane | hanster | f | 1999-03-30 | NULL |
L T Fommmem - Hommmeaa - [ T f T L T +

This form of SELECT is useful if you want to review your entire table, for example, after you've just
loaded it with your initial data set. For example, you may happen to think that the birth date for Bowser
doesn't seem quite right. Consulting your original pedigree papers, you find that the correct birth year
should be 1989, not 1979.

There are at least two ways to fix this:

 Edit the file pet . t xt to correct the error, then empty the table and reload it using DELETE and LOAD
DATA:

nysql > DELETE FROM pet ;
nysqgl > LOAD DATA LOCAL | NFILE '/path/pet.txt' |NTO TABLE pet;

However, if you do this, you must also re-enter the record for Puffball.

» Fix only the erroneous record with an UPDATE statement:

nysql > UPDATE pet SET birth = '1989-08-31' WHERE nane = ' Bowser';

The UPDATE changes only the record in question and does not require you to reload the table.
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3.3.4.2 Selecting Particular Rows

As shown in the preceding section, it is easy to retrieve an entire table. Just omit the WHERE clause
from the SELECT statement. But typically you don't want to see the entire table, particularly when it
becomes large. Instead, you're usually more interested in answering a particular question, in which
case you specify some constraints on the information you want. Let's look at some selection queries in
terms of questions about your pets that they answer.

You can select only particular rows from your table. For example, if you want to verify the change that
you made to Bowser's birth date, select Bowser's record like this:

S R S R S R 4------ S R S R +
| name | owner | species | sex | birth | death |
S R S R S R 4------ S R S R +
| Bowser | Diane | dog | m | 1989-08-31 | 1995-07-29 |
S R S R S R 4------ S R S R +

The output confirms that the year is correctly recorded as 1989, not 1979.

String comparisons normally are case-insensitive, so you can specify the name as ' bowser ',
' BOASER' , and so forth. The query result is the same.

You can specify conditions on any column, not just name. For example, if you want to know which
animals were born during or after 1998, test the bi rt h column:

nmysql > SELECT * FROM pet WHERE birth >= '1998-1-1";

foooccoooooo ooccooo fooccoooao foooocoo fmoccococcoooo ooccooo +
| nane | owner | species | sex | birth | death |
foooccoooooo ooccooo fooccoooao foooocoo fmoccococcoooo ooccooo +
| Chirpy | Grven | bird | f | 1998-09-11 | NULL |
| Puffball | Diane | hanster | f | 1999-03-30 | NULL |
foooccoooooo ooccooo fooccoooao foooocoo fmoccococcoooo ooccooo +

You can combine conditions, for example, to locate female dogs:

nmysql > SELECT * FROM pet WHERE species = 'dog’ AND sex = 'f'

+ommmm - m +ommmmmmm Hemmmmeaaa +omm - - - Fommmmmeeaaaa +ommmmmm +
| name | owner | species | sex | birth | death |
+ommmm - m +ommmmmmm Hemmmmeaaa +omm - - - Fommmmmeeaaaa +ommmmmm +
| Buffy | Harold | dog f | 1989-05-13 | NULL |
+ommmm - m +ommmmmmm Hemmmmeaaa +omm - - - Fommmmmeeaaaa +ommmmmm +

The preceding query uses the AND logical operator. There is also an OR operator:

nmysql > SELECT * FROM pet WHERE speci es = 'snake' OR species = 'bird';

[ [ [ [
+ + + +
| Chirpy | | | | 1998-09-11 | NULL |
| Wiistler | Geen | bird | NULL | 1997-12-09 | NULL |
| Slim | | | | 1996-04-29 | NULL |

+ + + +

AND and OR may be intermixed, although AND has higher precedence than OR. If you use both
operators, it is a good idea to use parentheses to indicate explicitly how conditions should be grouped:

nysqgl > SELECT * FROM pet WHERE (species = 'cat' AND sex = 'm)
OR (species = 'dog" AND sex = 'f');

S S S S S S +

| nane | owner | species | sex | birth | death |

S S S S S S +
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| Claws | Gnen | cat | m | 1994-03-17 | NULL |
| Buffy | Harold | dog | f | 1989-05-13 | NULL |

3.3.4.3 Selecting Particular Columns
If you do not want to see entire rows from your table, just name the columns in which you are

interested, separated by commas. For example, if you want to know when your animals were born,
select the nane and bi rt h columns:

nmysql > SELECT nane, birth FROM pet;

fooccoooooo ooccoccocoooo +
| nane | birth |
fooccoooooo ooccoccocoooo +
| Fluffy | 1993-02-04 |
| daws | 1994-03-17 |
| Buffy | 1989-05-13 |
| Fang | 1990-08-27 |
| Bowser | 1989-08-31 |
| Chirpy | 1998-09-11 |
| Whistler | 1997-12-09 |
| Slim | 1996-04-29 |
| Puffball | 1999-03-30 |
fooccoooooo ooccoccocoooo +

To find out who owns pets, use this query:

nysql > SELECT owner FROM pet ;

Notice that the query simply retrieves the owner column from each record, and some of them appear
more than once. To minimize the output, retrieve each unique output record just once by adding the
keyword DI STI NCT:

nysql > SELECT DI STI NCT owner FROM pet ;

You can use a V\HERE clause to combine row selection with column selection. For example, to get birth
dates for dogs and cats only, use this query:

nmysql > SELECT nane, species, birth FROM pet
WHERE species = 'dog’ OR species = 'cat';
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| Fluffy | cat | 1993-02-04 |
| Claws | cat | 1994-03-17 |
| Buffy | dog | 1989-05-13 |
| Fang | dog | 1990-08-27 |
| Bowser | dog | 1989-08-31 |
+ommmmmmm Hemmmmeeaa Fommmmmeeaaaa +

3.3.4.4 Sorting Rows
You may have noticed in the preceding examples that the result rows are displayed in no particular
order. It is often easier to examine query output when the rows are sorted in some meaningful way. To
sort a result, use an ORDER BY clause.

Here are animal birthdays, sorted by date:

nmysql > SELECT nane, birth FROM pet ORDER BY birth;

Hommmmeeaa - Femmmmmeeaaaa +
| nanme | birth |
Hommmmeeaa - Femmmmmeeaaaa +
| Buffy | 1989-05-13 |
| Bowser | 1989-08-31 |
| Fang | 1990-08-27 |
| Fluffy | 1993-02-04 |
| Caws | 1994-03-17 |
| Slim | 1996-04-29 |
| Whistler | 1997-12-09 |
| Chirpy | 1998-09-11 |
| Puffball | 1999-03-30 |
Hommmmeeaa - Femmmmmeeaaaa +

On character type columns, sorting—Ilike all other comparison operations—is normally performed in a
case-insensitive fashion. This means that the order is undefined for columns that are identical except
for their case. You can force a case-sensitive sort for a column by using Bl NARY like so: ORDER BY
Bl NARY col nane.

The default sort order is ascending, with smallest values first. To sort in reverse (descending) order,
add the DESC keyword to the name of the column you are sorting by:

nysql > SELECT nane, birth FROM pet ORDER BY birth DESC;

Fommmmmmaao Fommmmmmeaa - +
| nane | birth |
Fommmmmmaao Fommmmmmeaa - +
| Puffball | 1999-03-30 |
| Chirpy | 1998-09-11 |
| Whistler | 1997-12-09 |
| Slim | 1996-04-29 |
| daws | 1994-03-17 |
| Fluffy | 1993-02-04 |
| Fang | 1990-08-27 |
| Bowser | 1989-08-31 |
| Buffy | 1989-05-13 |
Fommmmmmaao Fommmmmmeaa - +

You can sort on multiple columns, and you can sort different columns in different directions. For
example, to sort by type of animal in ascending order, then by birth date within animal type in
descending order (youngest animals first), use the following query:

nmysql > SELECT nane, species, birth FROM pet
ORDER BY speci es, birth DESC;
S S - +

| nane | species | birth |
S S - +
| Chirpy | bird | 1998-09-11 |
| Whistler | bird | 1997-12-09 |
| Caws | cat | 1994-03-17 |
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| Fluffy | cat | 1993-02-04 |
| Fang | dog | 1990-08-27 |
| Bowser | dog | 1989-08-31 |
| Buffy | dog | 1989-05-13 |
| Puffball | hamster | 1999-03-30 |
| Slim | snake | 1996-04-29 |
Hemm o a Hemmmmeeaa Fommmmmeeaaaa +

The DESC keyword applies only to the column name immediately preceding it (bi r t h); it does not
affect the speci es column sort order.

3.3.4.5 Date Calculations

MySQL provides several functions that you can use to perform calculations on dates, for example, to
calculate ages or extract parts of dates.

To determine how many years old each of your pets is, use the TI MESTAMPDI FF() function. Its
arguments are the unit in which you want the result expressed, and the two dates for which to take
the difference. The following query shows, for each pet, the birth date, the current date, and the age in
years. An alias (age) is used to make the final output column label more meaningful.

nmysql > SELECT nane, birth, CURDATE(),
TI MESTAMPDI FF( YEAR, bi rt h, CURDATE()) AS age

FROM pet ;
temmmeeaaa - Fommmmeeaaaa - Fommmmeeaaaa - +e-m - - - +
| name | birth | CURDATE() | age |
temmmeeaaa - Fommmmeeaaaa - Fommmmeeaaaa - +e-m - - - +
| Fluffy | 1993-02-04 | 2003-08-19 | 10 |
| Caws | 1994-03-17 | 2003-08-19 | 9 |
| Buffy | 1989-05-13 | 2003-08-19 | 14 |
| Fang | 1990-08-27 | 2003-08-19 | 12 |
| Bowser | 1989-08-31 | 2003-08-19 | 13 |
| Chirpy | 1998-09-11 | 2003-08-19 | 4 |
| Whistler | 1997-12-09 | 2003-08-19 | 5 |
| Slim | 1996-04-29 | 2003-08-19 | 7 |
| Puffball | 1999-03-30 | 2003-08-19 | 4 |
temmmeeaaa - Fommmmeeaaaa - Fommmmeeaaaa - +e-m - - - +

The query works, but the result could be scanned more easily if the rows were presented in some
order. This can be done by adding an ORDER BY nane clause to sort the output by name:

nmysql > SELECT nane, birth, CURDATE(),
TI MESTAMPDI FF( YEAR, bi rt h, CURDATE()) AS age
FROM pet ORDER BY nane;

S S R S R 4------ +
| nane | birth | CURDATE() | age |
S S R S R 4------ +
| Bowser | 1989-08-31 | 2003-08-19 | 13 |
| Buffy | 1989-05-13 | 2003-08-19 | 14 |
| Chirpy | 1998-09-11 | 2003-08-19 | 4 |
| Caws | 1994-03-17 | 2003-08-19 | 9 |
| Fang | 1990-08-27 | 2003-08-19 | 12 |
| Fluffy | 1993-02-04 | 2003-08-19 | 10 |
| Puffball | 1999-03-30 | 2003-08-19 | 4 |
| Slim | 1996-04-29 | 2003-08-19 | 7|
| Whistler | 1997-12-09 | 2003-08-19 | 5 |
S S R S R 4------ +

To sort the output by age rather than nane, just use a different ORDER BY clause:

nmysql > SELECT nane, birth, CURDATE(),
TI MESTAMPDI FF( YEAR, bi rt h, CURDATE()) AS age
FROM pet ORDER BY age;
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| Chirpy | 1998-09-11 | 2003-08-19 | 4|
| Puffball | 1999-03-30 | 2003-08-19 | 4 |
| Whistler | 1997-12-09 | 2003-08-19 | 5 |
| Slim | 1996-04-29 | 2003-08-19 | 7|
| daws | 1994-03-17 | 2003-08-19 | 9
| Fluffy | 1993-02-04 | 2003-08-19 | 10 |
| Fang | 1990-08-27 | 2003-08-19 | 12
| Bowser | 1989-08-31 | 2003-08-19 | 13
| Buffy | 1989-05-13 | 2003-08-19 | 14
docoooooooo dhcoooooooooo dhcoooooooooo doooooo +

A similar query can be used to determine age at death for animals that have died. You determine
which animals these are by checking whether the deat h value is NULL. Then, for those with non-NULL
values, compute the difference between the deat h and bi r t h values:

nmysql > SELECT nane, birth, death,
TI MESTAMPDI FF( YEAR, bi rt h, death) AS age
FROM pet WHERE death |'S NOT NULL ORDER BY age;

S R S R S R 4------ +
| nane | birth | death | age |
S R S R S R 4------ +
| Bowser | 1989-08-31 | 1995-07-29 | 5 |
S R S R S R 4------ +

The query uses deat h 1 S NOT NULL rather than deat h <> NULL because NULL is a special
value that cannot be compared using the usual comparison operators. This is discussed later. See
Section 3.3.4.6, “Working with NULL Values”.

What if you want to know which animals have birthdays next month? For this type of calculation,
year and day are irrelevant; you simply want to extract the month part of the bi r t h column.

MySQL provides several functions for extracting parts of dates, such as YEAR() , MONTH( ) , and
DAYOFMONTH( ) . MONTH( ) is the appropriate function here. To see how it works, run a simple query
that displays the value of both bi r t h and MONTH( bi r t h) :

nmysql > SELECT nane, birth, MONTH(birth) FROM pet;

fooccoooooo ooccoccocoooo fooccococoocooo +
| nane | birth | MONTH(birth) |
fooccoooooo ooccoccocoooo fooccococoocooo +
| Fluffy | 1993-02-04 | 2 |
| daws | 1994-03-17 | 3|
| Buffy | 1989-05-13 | 5 |
| Fang | 1990-08-27 | 8 |
| Bowser | 1989-08-31 | 8 |
| Chirpy | 1998-09-11 | 9 |
| Whistler | 1997-12-09 | 12 |
| Slim | 1996-04-29 | 4 |
| Puffball | 1999-03-30 | 3|
fooccoooooo ooccoccocoooo fooccococoocooo +

Finding animals with birthdays in the upcoming month is also simple. Suppose that the current month is
April. Then the month value is 4 and you can look for animals born in May (month 5) like this:

nmysql > SELECT nane, birth FROM pet WHERE MONTH(birth) = 5;

+ommmm - m Fommmmmeeaaaa +
| name | birth |
+ommmm - m Fommmmmeeaaaa +
| Buffy | 1989-05-13 |
+ommmm - m Fommmmmeeaaaa +

There is a small complication if the current month is December. You cannot merely add one to the
month number (12) and look for animals born in month 13, because there is no such month. Instead,
you look for animals born in January (month 1).

You can write the query so that it works no matter what the current month is, so that you do not have to
use the number for a particular month. DATE_ADD( ) enables you to add a time interval to a given date.
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If you add a month to the value of CURDATE( ) , then extract the month part with MONTH( ) , the result
produces the month in which to look for birthdays:

nmysql > SELECT nane, birth FROM pet
WHERE MONTH( bi rth) = MONTH( DATE_ADD( CURDATE(), | NTERVAL 1 MONTH));

A different way to accomplish the same task is to add 1 to get the next month after the current one after
using the modulo function (MOD) to wrap the month value to O if it is currently 12:

nmysql > SELECT nane, birth FROM pet
WHERE MONTH( bi rth) = MOD( MONTH( CURDATE()), 12) + 1;

MONTH() returns a number between 1 and 12. And MOD( sonet hi ng, 12) returns a number between
0 and 11. So the addition has to be after the MOD( ) , otherwise we would go from November (11) to
January (1).

If a calculation uses invalid dates, the calculation fails and produces warnings:

nmysqgl > SELECT ' 2018-10-31' + | NTERVAL 1 DAY;

dbocoooooococoooooo0o0o00Co00O0o +
| '2018-10-31" + INTERVAL 1 DAY |
dbocoooooococoooooo0o0o00Co00O0o +

| 2018-11-01 |
dbocoooooococoooooo0o0o00Co00O0o +

nmysqgl > SELECT ' 2018- 10-32' + | NTERVAL 1 DAY;
dbocoooooococoooooo0o0o00Co00O0o +

| '2018-10-32' + INTERVAL 1 DAY |
dbocoooooococoooooo0o0o00Co00O0o +

| NULL |
dbocoooooococoooooo0o0o00Co00O0o +

nmysql > SHOW WARNI NGS;

doocoocooo doocooo T CCoCoo0oC000000000000000000C000000000aa +
| Level | Code | Message |
doocoocooo doocooo T CCoCoo0oC000000000000000000C000000000aa +
| Warning | 1292 | Incorrect datetine value: '2018-10-32" |
doocoocooo doocooo T CCoCoo0oC000000000000000000C000000000aa +

3.3.4.6 Working with NULL Values

The NULL value can be surprising until you get used to it. Conceptually, NULL means “a missing
unknown value” and it is treated somewhat differently from other values.

To test for NULL, usethe | S NULL and | S NOT NULL operators, as shown here:

nysql > SELECT 1 IS NULL, 1 IS NOT NULL;
frmccsssssoss fr=cccsooscososss +
| 1 1SNULL | 1 1S NOT NULL |

You cannot use arithmetic comparison operators such as =, <, or <> to test for NULL. To demonstrate
this for yourself, try the following query:

nysqgl > SELECT 1 = NULL, 1 <> NULL, 1 < NULL, 1 > NULL;

frmzc======= frmc========= frmzc======= frmzc======= +
| 1 =NULL | 1 <> NULL | 1 < NULL | 1 > NULL |
frmzc======= frmc========= frmzc======= frmzc======= +
| NULL | NULL | NULL | NULL |
frmzc======= frmc========= frmzc======= frmzc======= +

Because the result of any arithmetic comparison with NULL is also NULL, you cannot obtain any
meaningful results from such comparisons.
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In MySQL, 0 or NULL means false and anything else means true. The default truth value from a
boolean operation is 1.

This special treatment of NULL is why, in the previous section, it was necessary to determine which
animals are no longer alive using deat h 1 S NOT NULL instead of deat h <> NULL.

Two NULL values are regarded as equal in a GROUP BY.

When doing an ORDER BY, NULL values are presented first if you do ORDER BY ... ASCand last if
you do ORDER BY ... DESC.

A common error when working with NULL is to assume that it is not possible to insert a zero or an
empty string into a column defined as NOT NULL, but this is not the case. These are in fact values,
whereas NULL means “not having a value.” You can test this easily enough by using | S [ NOT] NULL

as shown:

mysql > SELECT O IS NULL, O IS NOT NULL, '' IS NULL, '' IS NOT NULL;
doocooocooooo doocooocccoocoooooo doocoocccooooo doocooocccoooooooo +

| OIS NULL | O IS NOT NULL | "' IS NULL | '' IS NOT NULL |
doocooocooooo doocooocccoocoooooo doocoocccooooo doocooocccoooooooo +

[ 0| 1] 0| 1]
doocooocooooo doocooocccoocoooooo doocoocccooooo doocooocccoooooooo +

Thus it is entirely possible to insert a zero or empty string into a NOT NULL column, as these are in fact
NOT NULL. See Section B.6.4.3, “Problems with NULL Values”.

3.3.4.7 Pattern Matching

MySQL provides standard SQL pattern matching as well as a form of pattern matching based on
extended regular expressions similar to those used by Unix utilities such as vi , gr ep, and sed.

SQL pattern matching enables you to use _ to match any single character and %to match an arbitrary
number of characters (including zero characters). In MySQL, SQL patterns are case-insensitive by
default. Some examples are shown here. Do not use = or <> when you use SQL patterns. Use the

LI KE or NOT LI KE comparison operators instead.

To find names beginning with b:

nysql > SELECT * FROM pet \HERE name LIKE 'b% ;

Fommm oo - - Fommm oo - - [ Ho- - - S S +
| nane | owner | species | sex | birth | death |
Fommm oo - - Fommm oo - - [ Ho- - - S S +
| Buffy | Harold | dog | f | 1989-05-13 | NULL |

| Bowser | Diane | dog | m | 1989-08-31 | 1995-07-29 |
Fommm oo - - Fommm oo - - [ Ho- - - S S +
To find names ending with f y:

nysqgl > SELECT * FROM pet WHERE nane LIKE '9%y';

Hommmo oo - Hommm oo - Hommm oo o Hommo - S [, +

| nane | owner | species | sex | birth | death |
Hommmo oo - Hommm oo - Hommm oo o Hommo - S [, +

| Fluffy | Harold | cat | f | 1993-02-04 | NULL |

| Buffy | Harold | dog | f | 1989-05-13 | NULL |
Hommmo oo - Hommm oo - Hommm oo o Hommo - S [, +

To find names containing a w.

nysqgl > SELECT * FROM pet WHERE nane LI KE ' %% ;

[ [ [ Hom e o S S +
| nane | owner | species | sex | birth | death |
[ [ [ Hom e o S S +
| daws | Gwen | cat | m | 1994-03-17 | NULL |
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| Bowser | Diane | dog | m | 1989-08-31 | 1995-07-29 |
| Whistler | Gven | bird | NULL | 1997-12-09 | NULL |
Hemm o a +emmmm - m Hemmmmeeaa +eomm - - - Fommmmmeeaaaa Fommmmmeeaaaa +

To find names containing exactly five characters, use five instances of the _ pattern character:

+omemma D Fommeeema +o-mm-- Fommmmmmeaa - +ooemma +
| nane | owner | species | sex | birth | death |
+omemma D Fommeeema +o-mm-- Fommmmmmeaa - +ooemma +
| Claws | Grnen | cat | m | 1994-03-17 | NULL |
| Buffy | Harold | dog | f | 1989-05-13 | NULL |
+omemma D Fommeeema +o-mm-- Fommmmmmeaa - +ooemma +

The other type of pattern matching provided by MySQL uses extended regular expressions. When you
test for a match for this type of pattern, use the REGEXP and NOT REGEXP operators (or RLI KE and
NOT RLI KE, which are synonyms).

The following list describes some characteristics of extended regular expressions:
* . matches any single character.

* Acharacterclass[ . ..] matches any character within the brackets. For example, [ abc] matches
a, b, or c. To name a range of characters, use a dash. [ a- z] matches any letter, whereas [ 0- 9]
matches any digit.

» * matches zero or more instances of the thing preceding it. For example, x* matches any number of
x characters, [ 0- 9] * matches any number of digits, and . * matches any number of anything.

» A regular expression pattern match succeeds if the pattern matches anywhere in the value being
tested. (This differs from a LI KE pattern match, which succeeds only if the pattern matches the
entire value.)

» To anchor a pattern so that it must match the beginning or end of the value being tested, use * at the
beginning or $ at the end of the pattern.

To demonstrate how extended regular expressions work, the LI KE queries shown previously are
rewritten here to use REGEXP.

To find names beginning with b, use ~ to match the beginning of the name:

1989-05-13 | NULL |

1989-08-31 | 1995-07-29 |

I

+

| Buffy | Harold | dog

| Bowser | Diane | dog
+

To force a REGEXP comparison to be case-sensitive, use the Bl NARY keyword to make one of the
strings 